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1. AHorauisi 10 Kypcy

Meroau nmoOymoBH 1 aHa3y KPHUIOTOCHCTEM - I€ OUCLHHUILIIHA I BHBYEHHS
KPUNTOCUCTEM, SIKI IPU3HAYEH] U 3aXUCTy iHpopMarlii, mo 30epiraerses, 00poOIIOETHCS
abo mepemaeThCs MO TEJIEKOMYHIKAIIMHUM KaHajgaMm. Haigacrime KpUNTOCUCTeMHU
3aCTOCOBYIOTH Oe3mocepeHkO0 mu@pyBaHHs iHGpopMmariii.

2. Mera Ta 3aBJaHHA KypCy

Mera AMCHMIUIIHM — HagaTH TEOPETUYHI Ta MPAKTHYHI 3HAHHS MaTeMaTHYHUX
OCHOB TOOYIOBM Ta KpPUOTOAHANI3y, CYYaCHHX METOIB TOIIYKYy BPa3JIMBOCTEH
KPHUIITOAJTOPUMTIB Ta MPOTOKOJIB, OI[IHKH KPUIITOCTIHKOCTI alfTOPUTMIB UG PYBaHHS.

3aBaaHHA Kypcy:
VY pe3ynbTaTi BUBYEHHS KypCy CTYJACHTH NOBHHHI BUBUHTHU: BiJIOMi KPUIITOCUCTEMH,
HABYUTHCS IX BUKOPUCTOBYBATH Ta 3IIMCHIOBATH aHAII3.

3. Pe3yabTaTh HABYAHHSA:

OTpuMaHHS 3HaHb Ta HABUYOK Yy BUKOPHCTAHHI Cy4acHHUX METOJIB MOOYHOBHU i
aHaJi3y KPUIITOCHCTEM.



VY pe3ynbTaTi HAaBYAaHHS CTYACHTH HABYATHCS HACTYITHOMY:

BukoprucToByBaTH MaTeMaTW4HI Ta TEXHIYHI METOAHM, 3aco0m ¥ 3axoau IS

peaizailii IpOeKTHUX PillleHb 3 TOOYAOBU CUCTEM Ta METOIB KPUIITOAHAII3Y.
BukopucroByBatn pi3Hi cydacHi iHQOpMamiiiHI TEXHOJOTii Ta
KPHUIITOAHAITI3 BiIOMUX TIH(PIB.

[TogaBatu kpunrorpadidyHi MIPOTOKOIN Ta CUCTEMY IU(PPOBOTO MiAMHUCY.

4. CTpyKTypa Kypcy.
JEKIIT

Tema 1. 3axumcr iHdopmamii, Horo ckiaaaoBi i piBHI ¢GopmyBaHHA
pexumy iHgopmaniiiHol 0e3nmexn

OcHOBHI TOHATTS 1 BuU3HA4YeHHS. [IpaBoBI acmekTu 3axucTy iHMOpMaIii.
BrnactuBocTi iHGopmaliii 3 Touku 30py il 3axucty. PiBHI (opmyBaHHS
pexxuMmy iHpopmaniiHo1 Oe3neKH.

Tema 2. Tpaguuiiini kpunrorpagiuHi cucreMu

Kpunrorpadis 1 ii ocHoBHI oHATTSA. Moaenb kpuntorpadiyHOi CUCTEMH.
[Tpunnun Kepxxoddca. Etanu po3BuTKy KpuntorpadigHIX CHCTEM.

Tema 3. Kpunrorpagivyna criiikicts mudgpis
[TonsaTTs kpunrorpadgiuyHoi CTIMKOCTI. MeXi 3aCTOCYBaHHS «Tpy0Oi CHIIN
0 arak Ha mmdpu. AOCOIIOTHA KPHUNTOCTIMKICTh mmmppiB. OcHOBU
KBaHTOBOI Kpuntorpadii.
Tema 4. bjiokoBi MK(PHU K OCHOBA CYYACHUX KPUNITOCHCTEM
bnokoBi anroputmu i pexxumu mudpyBaHHsa. Pexxum enekTpoHHOI KOZOBOT
kauru (ECB). Pexxum 3uimmenns 6sokiB o kpunrorekery (CBC). Pexuwm 3
obepuenuMm 3B’s3koM 1o kpuntorekcty (CFB). Pexum 3 obGepHeHum
3B’s13k0M 110 BuxoAy (OFB). Pexum 3 miumnmbpauKOM (CTR). SP-mepexa.
Mepexi Deictens.
Tema 5. Kpunrocucrema DES
3aranpHa xapakrepuctuka. Aiaroputm mudpysanus. Ctpykrypa ¢pyHkuii F.
Critixicte DES. IMoxigai Bim DES mmdpu. DES i mmdpoBana daiinoBa
cuctema EFS.
Tema 6. Moaesib aCHMETPUYHOI CHCTEMH
[lepenyMoBU BUHUKHEHHSI aCUMETPUYHHUX CUCTEM. MOJIeNIb KPUIITOCUCTEMHU
3 myOmiyHUME KitodaMu. [ToHATTSI 0AHOCTOPOHHBOT (DYHKITII-TTACTKH.
3ajaua prok3aka.
Tema 7. IlpoTokoJm acuMeTPpUYHOI KpunTOrpagii
[Tpotokon dipdi-Xemnmana. udp amipa. [lnudp Ens-Tamans. Hudp
RSA. Lludpposuii (eneKTpOHHMIA) TiAHUC.

MPAKTHUYHI 3AHATTS

IIpakTuuna podora Nel

Tema: HIu¢p Le3aps.
Merta po6otu:Po3pobka nmporpamuoi immiemenTaiii mudpy L{ezaps.
3apnanus:Po3pobutumnporpamuy imMmiemenrauito mmdpy Lezaps.

IIpakTuna podora Ne2
Tema: lllupp Tpuremiyca.
Merta po6otu:Po3pobka nmporpamuoi immiemenTanii mudpy Tpuremiyca.
3apnanus:Po3pobutu nporpamuy imiuiemenTanito mudpy Tputemiyca.

IIPOBOAUTH

80

40



IIpakTnuna podora Ne3
Tema:lllngp ramyBanus.
Merta po6otu:Po3pobka mporpamMuoi iMmmiemMeHTamnii mudpy raMyBaHHS.
3aBnanHsa:Po3poOutu nmporpamMHy iMIUIEMEHTAIlII0 MHU(pPy raMyBaHHS.

IIpakTnuna podora Ned
Tema:lllngp DES.
Merta po6otu:Po3pobka nporpamuoi immiemenTamnii mmdpy DES.
3aBnanusa:Po3pobutu nporpamuy imruiemeHTaiio mudpy DES.

PA3OM 120

5. Texniune o0J1afHaHHA Ta/a00 mMporpamHe 3a0e3neYeHHs.

TexHniuHi 3ac00M HABYAHHS: MYJIbTUME/IiMHI Ta KOMIT FOT€PHI PUCTPOI.
[Tporpamui 3acobu mgucrtanmiiaoi ocBitn: MS Office 365, MS Teams, nucrtaHIiiiHa
mnatdopma Moodle.

6. CucTeMa OLIHIOBAHHSA TAa BUMOTH

6.1. HapuyaabHi JgocsirHeHHsi 3700yBadiB BHMINOI OCBITH 3a pe3yiabTaTaMu
BHUBYCHHS KYPCY OLIHIOBATUMYTHCS 33 HIKAJIOIO, 110 HABEJCHA HIUKYE!

Pentunrosa mnikana [HCTHTYMIIHA TTKaIa
90 - 100 BIAMIHHO
74 - 89 no0pe
60 -73 3aJ0BUIBHO
0-59 HE3a0B1IBHO

6.2. 3100yBayl BUIIOI OCBITH MOXXYTh OTPUMATH MiICYMKOBY OLIHKY 3 HaBYaJIbHOI
JUCIUILIIHYA Ha T1JCTaB1 MOTOYHOTO OI[IHIOBAHHS 3HaHb 32 YMOBH, SIKIIIO HaOpaHa KUTBKICTh
0aJTiB 3 MOTOYHOTO TECTYBAHHS Ta CAMOCTIIHOT poO0TH cKianaTuMe He MeHIre 60 Oamis.

MakcumanbsHe OHiHIOBaHHHZ

IIpakTyHa yacTHHA
Teopetnuna IIpu Ilpnu
p P p bonyc Pazom
JacTHUHA CBOE€YACHOMY HECBOEYACHOMY
CKJIaJaHH1 CKJIaJaHHI
55 40 30 5 100

[IpaktuyHi pobOTH TPUHMAIOTHCS 32 KOHTPOJBLHUMH 3alUTAHHAMH JIO KOXHOI 3
pobotu. TeopeTnyHa yacTHHA OLIHIOETHCS 3a pe3ynbTaTamMu 37adl icnuty. KoxHuil Oiner
MICTUTD 2 TIUTAHHS.

6.3. Kpurepii oniHoBaHHA NMiACYMKOBOI po0oTH

PoGoTa moBHMHHA MICTUTH PO3TOPHYTI BIJMOBiAI Ha JBa MUTaHHS Outery. ko
poboTa BUKOHYETHCS y OUCTAHLIMHOMY DPEXHMi, TO BHIa4a HOMEpYy OiieTa MPOXOIHThH
gyepe3 cuctemy MS Teams y 3a3HaueHiil BUKIaqa4eM TPy CiIKyBaHHS. B TakoMy pexxumi




BUKOHaHAa po0OTa MUIIETHCSA BPY4YHY, (oTorpadyeThcsi Ta BiJCHIAETHCS HE EINEKTPOHHY
MOIITY BHUKJIAJaya y BIPOJOBXK BCTAHOBJICHOTO BUKJIaJlaueM 4Yacy. 3a BHKOHaHY poOOTy
HapaxoBYIOThCS Oaju:

55 6aam — nana po3ropHyTa BiANOBIIb HA IBA TUTAHHS,

40 6aniB — maHa pO3rOpHYTa BIAINOBiAL HA OJIHE NMUTAHHS, aje € MOMHIKH TPHU
O3Sl 1HIIIOTO MUTaHHs, a00 € HECYTTEBI MIOMUJIKH Y BIAMOBIAAX HA JBA TUTAHHS,

25 0ajiB — gaHa IIOBHA BIAIIOBIAL HA OJHE IWTAaHHA a00 HAa JBa IMHUTAHHS 31
3HAYHUMH TOMHJIKAMHU;

15 6axiB — BIANOBIAb HA OJHE MUTAHHS 13 3HAYHUMH ITOMUJIKAMU,

0 6axiB — BIAMOBI/I HA TUTAHHS BIJICYTHI a00 MOBHICTIO HEBIpHi, a00 poboTa 31aHa
HECBOEYACHO.

6.4. Kpurepii oniHIOBaHHA NPAKTUYHOI PO0OTH

3 KOXHOI MPakTUYHOI POOOTH 3700yBad BHINOi OCBITH OTPUMYE 3alUTaHHS 3
NepesTiKy KOHTPOJIBHUX 3alUTaHb 0 POOOTH.

10 6aaiB — [locTaTHs 3p03yMIIICTh BIAOBIII

7 6aam — [{oOpa 3po3yMiTicTh BIAMOBIII

4 6aam — 3a0BUTFHA 3PO3YMUTICTh BIATIOBI1

0 6axiB — He3amoBinbHa 3p03yMiuTiCTh BiMOBI I

7. HoaiTuka Kypcy

7.1. HogiTKA 010 aKAAeMIi4HOI JOOPOYECHOCTI

AkazemigyHa OOPOYECHICTh 3/100yBayiB BHUIOI OCBITH € Ba)XJIMBOIO yYMOBOKO JIJIsI
ONaHyBaHHS Pe3yJbTaTaMH HaBYAHHS 3a JUCIUILTIHOIO 1 OTpUMaHHS 3a/J0BLIBHOI OLIHKH 3
MOTOYHOTO Ta MIiJCYyMKOBOTO KOHTPOJIB. AKagemiuHa J0OpouecHICTh Oa3yeThCs Ha
3aCy/KE€HHI IPAKTUK CIUCYBaHHS (BUKOHAHHS MUCHMOBUX POOIT 13 3aTy4E€HHSIM 30BHIITHIX
okepen 1H(opMalii, KpiM JJ03BOJICHHX [JIi BUKOPUCTaHHs), Iariaty (BiATBOPEHHS
ormyOJiKOBaHMX TEKCTIB IHIIMX aBTOpiB 0e3 3a3HaueHHS aBTOpPCTBA), (adbpukarii
(BuragyBaHHS JaHUX 4¥ (DAaKTiB, 10 BUKOPHCTOBYIOTHCA B OCBITHHOMY mporieci). [lomituka
IOZ0 aKaJaeMIYHOI JO0O0pPOYECHOCTI PETIaMEeHTYEThCS TMOJIOKeHHsM "[lojoxeHHs mpo
CHUCTEMY 3aro0iraHHs Ta BUSBJICHHSA Iariaty y HaimioHanpHOMY TEXHIYHOMY YHIBEPCHUTETI
"uinpoBcrka moitexnika'. https://cutt.ly/IBesJEc.

Y pasi mnopymeHHs 3100yBaueM BHINOiI OCBITH akaaeMidyHOi J0OpOYecHOCTI
(cnucyBaHHs, Tutariat, ¢aOpukaris), poOOTa OIIHIOETHCS HE3aJ0BUIBHO Ta Mae OyTH
BUKOHaHa TOBTOpHO. [IpyM mpomMy BUWKIamay 3ajHIlaE 3a COOOK TPaBO 3MIHUTH TEMY
3aBJIaHHS.

7.2.KomyHikaniiiHa MoJIiiTHKA

3n00yBayi BUIIO1 OCBITH MOBUHHI MaTH aKTUBOBAHY YHIBEPCHUTETCHKY IIOIITY.

VYci muchMOBi 3amMTaHHS 0 BHKJIAJa4iB CTOCOBHO KypCY MAarOTh HAJICHIATHCS Ha
YHIBEPCUTETCHKY €JIEKTPOHHY IOILTY.

7.3. IloJliTKA 1010 NEePeCKIATAHHSA

PoGotn, siki 31a10ThCA 13 TOPYIICHHAM TEPMiHIB 0€3 MOBAYXHUX MPUYHH OI[IHIOIOTHCS
Ha HIWKYy OIiHKY. [lepeckiamanHs BiIOyBaeThCsA 13 J03BOJY JCKAaHATy 3a HAsSBHOCTI
MOBAXHUX NPUYMH (HAIPUKIIAJ, JIIKAPHIHUM).

7.4 IloniTHKa 11010 OCKAPKEHHS OLiHIOBAHHA



Sxmo 3700yBay BUIIOI OCBITH HE 3TOJICH 3 OI[IHIOBAHHSIM HOTO 3HAHb BIH MOXE
ONPOTECTYBATH BUCTABJICHY BHKJIa/Ia4yeM OILIIHKY Y BCTAHOBJICHOMY ITOPSIJIKY.

7.5. BigBinyBaHHA 3aHATH

Jlnist 3m00yBaviB BUIIOI OCBITH JA€HHOI ()OPMU BiABITYBAaHHS 3aHITH € 000B’I3KOBHM.
[ToBaxkHMMM TIPUYMHAMM JJIsS HESIBKM Ha 3aHATTS € XBOpoOa, ydyacTh B YHIBEPCUTETCHKHUX
3axojax, aKajJeMiyHa MOOUTBHICTH, SKIi HEOOXIIHO MiATBEPKYBaTH JOKyMeHTamu. [Ipo
BIJICYTHICTh Ha 3aHSTTI Ta MPUYMHH BIJICYTHOCTI 300yBa4 BHINOI OCBITH Ma€ MOBIJOMHUTH
BHKJIaJa4a abo ocoOucTo, abo yepe3 CTapocTy.

3a 00’€KTUBHMX MPUYUH (HANPHKIAZ, MDKHApOJAHA MOOUIBHICTH) HaBYAHHS MOXKE
BiIOYBAaTHCh B OH-JIAH (POPMI 32 TIOTO/KEHHSIM 3 KEPIBHUKOM KYpCY.

7.6. Bonycn

Hanpukinii BUBYEHHS KypCcy Ta Mepea MoYaTkoM cecii 3700yBaya BHIIOI OCBITH
Oyze 3ampoIlOHOBAaHO AaHOHIMHO 3amoBHHUTH enekTpoHHi aHketn (Microsoft Forms Office
365), sxi Oyzae po3iciaHO Ha Balllli YHIBEPCUTETChKI MOMITOBI CKPUHBKU. 3alIOBHEHHS aHKET
€ BOXIUBOIO CKJIQJIOBOIO BAaIlOi HaBYAIBHOI aKTUBHOCTI, 11O JO3BOJHTH OIIHUTH JIi€BICTH
3aCTOCOBAHMX METO/IB BUKJIQJAaHHS Ta BPaxXyBaTW Ballll MPOIMO3HUIlii CTOCOBHO MOKPALICHHS
3MiCTy HaBYAJIBHOI IMCIUIUTIHU. 32 y4acTh Y aHKETyBaHHI 3/100yBad BUIIOi OCBITH OTPUMYE
5 GautiB.

8 . PexomenaoBaHni qxepesa ingopmanii

1. [Namak O.M. 3axuct iHdopmarnii B koM’ toTepHux cuctemax. [liapyunauk / O.M.
I'anak, C.I. banora .- Yxkropoa: BugaBauurso IIT «AYTHOP-IHIAPK», 2021. — 184
c.

2. Kpunroananiz. Kpuntorpadiuai mpoTokoau : HaB4. Moci0. ansa cTyd. cmer. 123

«KOMIT'T0TepHa 1HkeHepis» / ykiuan. : O. M. INanak ; per. : M. 1. I'nebena. — Yxropon
: [T "AYTOP-ITAPK", 2021. — 93 c. : Taba. — bi6miorp.: c. 75 c.

3. ['ynak I'.M. Meronomnoris 3axucty iHpopmallii. AcmekTd KidepOe3neku:
nigpyunuk. — K.: BugaBaunrso HA Cb Ykpainu, 2020. — 256 c.

4. [yp H.O., ITokotuno O.A. OCHOBH KpHUMOTOJIOTii: HaBY. MOCIOHUK. — JKutomup:
HepxxaBuuii yHiBepcuTeT «KutoMupchka nositexHikay, 2021. — 120 c.

5. Nadalin Alessandro. WASEC: Web Application Security for the everyday software
engineer: Everything a web developer should know about application security:
concise, condensed and made to last/ A. Nadalin. — Leanpub, 2020. — 161 p.—
ISBN 1670062449, 9781670062444.



