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1. AHoTauisi 10 Kypcy

Kypc BUCBITIIIOE aKkTyanbHI MATAHHS 3aXHUCTy iH(QOpPMAIii MPU CTBOPEHHI Ta BUKOPUCTAHHI
PO3MOUICHUX KOPMOPATUBHUX 1H(POPMALIMHUX CHCTEM 1 MEPEK MacmTaly IMmiAMpUEMCTBA.
OcobmuBy yBary mpuAUIeHO TmpobieMam 3abesmeueHHs i1HGoOpMariiiHOT  Oe3mexku
€JIEKTPOHHOTO Oi3Hecy, eNeKTpoHHOi Komepiii Ta ¢iHaHCOBHX OOMIHIB uepe3 Internet.
OOTOBOPIOIOTHCS OCHOBHI BHJIM aTaK Ha KOMITIOTEPHI MEpEXi, a TaKOXK METOJIW 1 3aco00m
3aXHUCTY JIOKAJIIbHUX 1 KOPMOPATUBHUX Mepex Bif Biamanenux Internet-atak. [Ipencraieni
pi3HI THIU MDKMEPEKEBHX C€KpaHIB; MAIOThCA PEKOMEHMalii Mo iX yCTaHOBIN 1
BUKOPHCTAHHIO B 3aJIE)KHOCTI BiJl HEOOXIIHOTO CTYMEHS 3aXHCTy JIOKaJbHOI MEpexi.
JleTanbHO OMUCYIOTHCSI MPUHIIUIHN, AITOPUTMH 1 MPOTOKOIHM CY4YacHHX KpUNTOTpadidHUX
3aco0iB 3axucty iH(Mopmarii. BukmamaroThcsi OCHOBH (POPMYBaHHS KpPHIITO 3axXHUIICHI
BIpTyaJbHUX TYHEIIB uYepe3 BIAKPUTI KOMYHIKAIil TI00albHUX BiIKPUTHX MEPEX THUITY



Internet. Po3risHyTi muTaHHs 3a0e3nedeHHs] 0€3MEeYHOr0 BiIAICHOTO JOCTYITY MOOUTBHUX
Ta BIIJAJICHUX CITIBPOOITHUKIB J0 JJOKAJTBHUX MEPEX CBOTO MiANMPUEMCTBA..

2. Meta Ta 3aBIaHHA KYpCY

MeTa AMCUMIUIIHM — OCBOEHHS JUCIUIUIIHAPHUX KOMIICTCHIIIM, TIIOB'sI3aHUX 31
CTBOPEHHSIM Ta BUBYCHHSM CYYaCHHUX DPO3IMOJAUICHUX 3aXUIICHHX i1H()OpPMALIHUX CHCTEM
PI3HOTO 3aCTOCYBAHHS 1 CTYNEHS CKJIATHOCTI

3aBaaHHsA Kypcyis 3100yBaviB BUIIOI OCBITH:

e OsnaiiomuTHcs 3mpobieMamu Oe3mekd I KOPIOPATUBHUX 1H(POPMAIITHUX

CUCTEM
O3HaOMHTHCS3 METOIAMH Ta AJITOPUTMH KpUNITOrpadigHOTO 3aXUCTy iH(PpOpMaIii
PosrnsHyTH pi3HI TUIIU Ta IPOTOKOJIM iAeHTU]IKAIlis Ta ayTeHTH]IKaIis
HaBunrtucs kepyBaTH KpunrorpapiyHUMH KJII0YaMu
PosrnsayTa pizai kinacu TexHomorii 3axucty iHpopMaiii
HaBuuTtncscrBoproBaTu 6e3neYHNX BipTyalbHUX KaHATIB HAa PIBHI KaHAJIB 1 CEaHCIB
O3zHailoMHTHCS 3 MPUHIHAIIAMHA TTOOYAO0BH 1H(PACTPYKTypa YIpaBIiHHS BIAKPUTHM
kiroueMm PKI.
e BupuntHu pesxxumMu poOOTH KOPIIOPATUBHUX MIKMEPEKEBUX €KpaHiB OpaHIMayepa

3. Pe3yabTaTH HABYAHHA
Bosonity iHCTpyMeHTaMU KEpYBaHHS 3aXUCTy iH(OpMAIIii B CydaCHUX T€TEPOTCHHHUX
KOPIIOPATUBHUX MEpPEekKax.

4. CTpyKTypa Kypcy

JIEKII

1JIokaJjizamnis 3aBIaHHA KOMILIEKCHOI0 3a0e31eYeHH 0e3NeKu

1. Jlokamizaris 3aBganus. [lonoxxeHHs npo KoHGIIESHIIHHY
1H(DOopMaIliio B €1eKTPOHHOMY BUTJISAL. TemaTnyHa
kateropu3aiis. Knacudikaris ingopmariiii 3a piBHEM
KOH(D1IEHIIIHHOCTI.

2. Cnocobwu 36epirans KoHdiaeHIIiitHOT iHpopmartii. 3BinHA
iH(dopmaris. [aTenexkTyanpHa BiacHicTh. HecTpykTypoBana
iH(hopmairist. JIokaJbHi KOTii.

2. OcHoBHi HanpsiMkH 3axucTty iHGopmanii. Kinacudikanis
BHYTPIillIHIX NOPYUIHUKIB

1. OcHOBHI HaNPSMKH 3aXUCTy. 3aXUCT JOKYMEHTIB.

2. 3axucT KaHaIB BUTOKY. MOHITOPUHT (ayuT) M1
KOPHUCTYBaYiB.

3. Knacudikaris BHyTpimHiX nopymHukiB. HeoGepexHi.
ManinynsoBani. Cabotaxxuuku. HenosnpHi. [lopymauku,




MOTHBOBAaHI 330BHI. [HIII TUTIMK TOPYIITHHUKIB.

3. Texnoaorii ayrenTudikanii i mmppyBaHHA B pO3MOALUIEHNX
CHCTEeMAaxX

1. Bumoru no ayrentudikarii i mudpyBaHas. AyteHTHdIKAIIIS,
3acHoBaHa Ha [P-anpeci.

2. Basic-ayrentudikarris. Digest-ayrentudikamis. SSL / TLS.

3. MoxmuBocti SSL / TLS. Cna6kimicus SSL / TLS. Tlpuknan
SSL / TLS-cecii. Cxemummdpysanas SSL / TLS. Bumoru o
peamizamii SSL / TLS.

4. Cnucok niii Juist TeXHOJOTiH ayTeHTudikarii 1 mudpyBaHHS.
Firewall mpuxmnannoro piBHs aist web - ModSecurity.
B3aemomiss ModSecurity 3 makeTHUM PiIbTpOM.

4. Peasizanisi KOMILJIEKCHOI 0e3M1e4YHOI pO3MO/IijIeHOT MepesKeBOoL
iHpacTpyKTYpH Ha npukiIaxi web-cepsepa

1. Tomosoris Mepexi. JleminiTapu3oBaHa 30Ha. XOCTHHT Y
30BHIIIHI HopraHizaiii.

2. Mepexesi enementu. Poytep i firewall. Cuctemu BusiBneHHs
nponukHeHHs (IDS). MepexeBi komyTaTtopu Ta
KoHIleHTpaTtopu. Crucok Aii 11 3a0e3neueHHs 0e3MeKu
MepexeBoi iHPPaCTPYKTypH.

3. AnminictpyBaHHs web-cepBepa. CTBopeHHS JioriB. OCHOBHI
MOYJIMBOCTI CTBOPEHHSI JIOT1B. Jl0/TaTKOB1 BUMOTH JIJIst
CTBOpEeHHS Oaiok. MoxuBi mapameTpu Jioris. [lepersn 1
30epiranns nor-hanmis.

4. ABTOMaTH30BaH1 IHCTPYMEHTAJIbHI 3aC00M aHam3y JoT-(aiimis.
ITponiexypu ctBopenHs backup web-cepsepa.

IpakTuyHi 3aHATTA

1. JocmimkeHHs peadbHUX 00’ €KTiB 1HGOPMAIIHHOT JISTEHOCTI
2. Po3poOkanpornienyp CkaHyBaHHS KOPIOPATHBHOI MEpPEXKI.
3. Po3po6xka 3aco0biB 300py iH(dopMaIllii Ha KIHIIEBUX TOYKaX.
4.CTBOpeHHs TUIaHY 3aXHCTY KOPIOPATHUBHOT MEPEXi

5. TexuiuHe o0iagHAHHS Ta/a00 MporpamMHe 3a0e3nevYeHHs

TexniuHi 3ac00M HaBUYAHHA: MYJIbTUMEIIHHI Ta KOMIT FOT€PHI IPUCTPOI.
[Iporpamui 3acobu muctanmiitHoi ocBitu: MSOffice 365, MS
nUcTaHIiiHa iatgopma Moodle.

6. CucreMa OLIHIOBAHHA TA BUMOTH

Teams,



6.1. HapuaibHi qocArHeHHs 3100yBaviB BHIOI OCBITH 32 pe3yJibTaTaMU BUBYEHHS
KypCy OLIHIOBaTUMYThCS 3a MIKAJIOIO, 110 HAaBEIEHA HIDKYE!

PeiitunroBa mikana [HCTHTYLIIMHA IIKaTa
90 - 100 BIZIMIHHO
74 -89 nobpe
60-73 3a10B1JILHO
0-59 HE3aJI0BLJILHO

6.2. 3100yBadi BUIIOI OCBITH MOXYTh OTPHMATH MiICYMKOBY OI[iHKY 3 HaBYaJbHOI
JUCIUILIIHU Ha MiJCTaBl MOTOYHOTO OLIHIOBAHHS 3HAHB 32 YMOBH, SKIIO HaOpaHa KUIBKICTh
0aliB 3 MOTOYHOT'O TECTYBAaHHS Ta CAMOCTINHOI poOoTH cKiIagaTuMe He MeHie 60 Oais.

MakcumaibHe OLIiHIOBaHHSIZ

[IpakTruna yacTrHa
TeopeTnuHa Ilpu IIpn
p P P bonyc Pazom
JacTUHA CBOE€YACHOMY HECBOEYACHOMY
CKJIaJaHH1 CKJIaIaHH1
55 40 30 5 100

[IpakTi4Hi poOOTH TPHIMAIOTHCS 332 KOHTPOJBbHUMH 3alMTAaHHSAMU 10 KOXKHOI 3
pobotu. TeopeTnyHa yacTWHA OIIHIOETHCS 3a pe3ylbTaTaMu 37ayi icnuty. Koxuuii 6inet
MICTUTh 2 TUTaHHS.

6.3. Kpurepii ouiHIOBaHHS MiACYMKOBOI po00TH

PoGoTra moBuMHHA MICTHTH PO3TOPHYTI BIJAINOBIII Ha JBa TUTaHHSA Oumery. SKmio
poOoTa BUKOHYETHCS y TUCTAHIIIMHOMY PEXHUMI, TO BUIa4a HOMEpY OiJieTa MPOXOJUTh Yepes
cuctemy MS Teams y 3a3HaveHiil BUKJIamadeM TPyl CHUIKyBaHHSI. B Takomy pexumi
BHKOHAHA po0OTa MHUIIETHCSA BPYUHY, (POTOrpadyeThesi Ta BIACHIAETHCA HE E€JICKTPOHHY
MOIITY BHWKJIAJa4a y BIPOJOBXK BCTAHOBJICHOTO BHKJIaJadyeM dacy. 3a BHKOHaHY POOOTY
HapaxoBYIOThCS OaIu:

55 6asnm — mana po3ropHyTa BIAMOBIAb HA JIBA IUTAHHS,

40 6aniB — ;maHa PO3TOpPHYTa BIAMOBINb HAa OJHE TMHUTAHHS, allé € TIOMHIIKH TPHU
PO3TIIAII IHIIOTO MUTaHHS, a00 € HECYTTEB] MIOMUJIKH Y BIJIMTOBIIAX HA JIBA MMUTAHHS;

25 faJiB — J1aHa MMOBHA BIAMNOBIAb HAa OJTHE MUTAaHHS a00 Ha JBa MUTAHHS 31 3HAYHUMU
MTOMUJIKAMU;

15 6ajiB — BiINOBIb HA OJTHE MUTAHHS 13 3HAYHUMHU TTOMHUJIKAMU;

0 6aJiB — BIiONOBII Ha MUTAHHS BiJCYTHI 200 MOBHICTIO HEBipHi, a00 poOoTa 3/1aHa
HECBOEYACHO.

6.4. Kpurepii oliHIOBAaHHS IPaKTUYHOI po00TH

3 KOXHOI MPaKTHYHOI poOOTH 3100yBad BHUIIOI OCBITH OTPUMYE 3alUTaHHS 3
nepesniky KOHTPOJIbHUX 3alUTaHb IO POOOTH.

10 6aaiB — JlocTaTHs 3p03yMIJIICTh BIIMOBIII




7 6amm — JloOpa 3po3yMisTicTh BiAMOBI I
4 6au — 3a10BUTbHA 3pO3YMITICTh BIIOBIII
0 6asiB — He3anoBisnbHA 3p03yMUTICTh BiAMOBI I

7. HoaiTtuka Kypcy

7.1. IloaiTHKa MO0 aKaeMiYHOI 100PO4YECHOCTI

AxkanemiuHa 10OpOYECHICTh 37100yBadiB BHUINOI OCBITH € Ba)XJIMBOK YMOBOIO JIJIS
OTIaHYBaHHS PE3yJbTaTaMH HABYAHHS 33 MUCHIUILIIHOIO 1 OTPUMAaHHS 3a/JI0BUTBHO1 OIIHKH 3
MOTOYHOTO Ta MIiJCYMKOBOTO KOHTPOJIB. AKaaeMidyHa IT0OpOuYecHICTh 0a3yeThCcsi Ha
3aCy/UKCHHI MPAKTUK CIMCYBaHHS (BUKOHAHHS MUCHMOBUX POOIT 13 3aTy4EHHSM 30BHIINIHIX
mkepen iHdopmanii, KpiM JO3BOJCHHX JUIi BUKOPUCTAHHA), IulariaTy (BiATBOpPEHHS
OmyOJIIKOBaHWX TEKCTIB IHIIMX aBTOpPiB ©0€3 3a3Ha4yeHHs aBTOPCTBa), (adpukaiii
(BuramyBaHHS MaHWX 49d (DAKTIB, IO BUKOPUCTOBYIOTHCS B OCBITHROMY Tiporieci). [Tomitruka
IOJI0 aKaJeMIi4HOT JOOpPOYECHOCTI peryiaMeHTyeThCs mojoxeHHsM "[lomoxkeHHs mpo
cUcTeMy 3amoOiraHHs Ta BUSBIICHHS muiariaTy y HalioHalisHOMY TE€XHIYHOMY YHIBEpPCHUTETI
"TainpoBceka moitexHika'". https://cutt.ly/[BesJEc.

Y pa3i mopymieHHsS 3100yBadyeM BHWINOI OCBITH aKaJEeMi4HOI JO0OpPOYECHOCTI
(cucyBanHs, miariat, Qabpukaris), poOOTa OIIHIOETHCS HE3AJOBUILHO Ta Mae OyTH
BHKOHaHa MOBTOpHO. [Ipw 1poMy BUKIaAau 3ajuiae 3a COOOI0 MPaBO 3MIHUTH TEMY
3aBJIaHHSI.

7.2.KomyHikaniiiHa moJiTuKa

3100yBadi BUIIOI OCBITH IMIOBUHHI MAaTH aKTUBOBAaHY YHIBEPCUTETCHKY TIOIITY.

VYci mUCchMOBI 3alWTaHHS 10 BHUKIJIAJIadiB CTOCOBHO KypCy MarOTh HAJCHIIATHCS Ha
YHIBEPCUTETCHKY €JIEKTPOHHY IOIITY.

7.3. IloaiTHKA 00 NEPeCcKIATAHHS

Po6oTu, siki 31a10ThCs 13 MOPYUICHHSIM TEPMiHIB 0€3 TOBKHUX MPUYUH OILIHIOIOTHCS
Ha HIWKYYy OmiHKYy. [lepecknaganHs BimOyBaeThCs 13 MT03BOJY JCKaHATy 3a HAsBHOCTI
MOBKHUX MPUYHH (HAIPUKIIAT, TIKapHSIHUH).

7.4 loniTHKA MO0 OCKAPKEHHS OLiIHIOBAHHA
Skmo 3100yBad BHINOI OCBITH HE 3rOJICH 3 OIIHIOBAHHSM HOTO 3HaHb BIiH MOXE
ONPOTECTYBATH BUCTABJICHY BUKJIaJa4ueM OI[IHKY Y BCTAHOBJICHOMY IOPSJIKY.

7.5. BiaBinyBaHHsI 3aHATH

Jliist 3m00yBadiB BHINOT OCBITH JIeHHOT (OPMU BiJBITyBaHHS 3aHATH € 00OB’SI3KOBHM.
[ToBayKHUMHU TIPUYMHAMM JJISI HESIBKM Ha 3aHATTS € XBOp0Oa, ydyacTh B YHIBEPCHUTCTCHKHUX
3ax0/axX, akaJeMiuHa MOOUIbHICTh, SKI HEOOXIJHO MiATBEP/DKYBaTH JOKyMeHTamH. [Ipo
BIJICYTHICTh Ha 3aHSTTI Ta MPUYUHH BIICYTHOCTI 3700yBay BHIOI OCBITH Ma€ IMOBIIOMUTH
BHKJIa/1ada a00 ocoOncTo, abo depes cTapocTy.

3a 00’€KTUBHUX MPUYUH (HAMPUKIAT, MDKHApOAHA MOOUIHHICTH) HABYAHHS MOXKE
B1I0yBaTUCH B OH-JIAWH (POpPMIi 32 TTOTOHKEHHSIM 3 KEPIBHUKOM KYPCY.



7.6. bonycu

Hampukinii BUBUEHHS KypCy Ta Mepe. TOYaTKoM cecii 3100yBada BUIIOT OCBITH Oy/ie
3aMpONIOHOBAHO aHOHIMHO 3allOBHUTH eneKTpoHH1 ankeTn (Microsoft Forms Office 365), saxi
Oyae po3iciiaHO Ha Ballli yHIBEPCUTETChKI TOIITOBI CKPUHBKU. 3alOBHEHHS aHKET €
BaKJIMBOIO CKJIAJOBOKO BAIllOl HAaBYAJILHOI AKTUBHOCTI, IO JO3BOJUATH OI[HHUTH JI€BICTH
3aCTOCOBAHUX METOJIB BHKJIAJaHHS Ta BpaxyBaTH Ballli MPOMO3MIII CTOCOBHO MOKPAIICHHS
3MiCTy HAaBYAJIbHOI JUCHHUIUTIHK. 3a y4acTh y aHKETYBaHHI 3400yBau BUIIO1 OCBITH OTPUMYE
5 Gamis.
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Cknamananii. — K.: KYBI', 2019. — 218 c.
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HernacHoro orpuManHs iHpopMartii. K. Mineniym. 2020. 326 c.



