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1. AHorauisi 10 Kypcy

Aymut 1B, sk mpaBWIIO, BHKOPHCTOBYETHCSA MJIsi OO'€KTUBHOI OIIIHKU piBHSA
3abe3nedenHs 6e3mnexkn 00’ exTiB iHGopmamniitaoi nismeHOCTI (OL). [IpoBenenns ayauty
CIIyrye st Toro, mo0 BuUpoOUTH edexTuBHI 3axonu 3abesrneueHHs b B kommaHisx,
opraHizaiisix, ycrtaHoBax. 3a nomomororo ayautTy Ib 3aiiicHioerbcs 30ip 1 aHami3



iHpopmarii crocoBao OIJI, sikuit mepeBipsieTbes. [IpoBoaUTHCS BiH 3 METOIO KIJIBKICHOT,
a TaKoX SKICHOI oIiHKA piBHA 3axumieHocti OIJl Big WMoBipHHMX aTak 3 OOKYy
3IOBMHCHUKIB. AYIUT T03BOJISIE TAKOXK MMPUBECTH PAHIIIE CTBOPEHY CUCTEMY O€3IeKH y
BIJITIOBITHICTH 10 OHOBJICHUX BUMOT, YIIOPAIKYBATH 1 CHCTEMAaTU3yBaTH 1CHYIOY1 3aX0H,
crpsiMoBaHi Ha 3a0e3nedyenHs 3axucty OI/L.

Came mpoBeIeHHSI ayJUTy MOXe HaJaTh O0'€KTHBHY OIIHKY 3aXHUIIEHOCTI Oynb-

SIKOTO BHUY TIAMPUEMCTBA 200 YCTAaHOBH, & TAKOXK MOMEPETUTH peatizaliio MOTSHIIHHNX
3arpos.

2. Meta Ta 3aBJaHHS KypCY

Mera qucuunjinu — CHCTEeMaTH30BaHO 3aCBOITH CYKYITHICTh BiZIOMOCTEH IO/I0
OCHOBHHX IOHSTbH, MPHUHIMIIIB, METOJIB Ta 3ac00iB OpraHizamii i MPOBEIEHHS ayIUTy
iHopMariiftHoi Oe3meKr, a TaKOoXX OILIHKA Ta MOHITOPUHTY MpoIeciB 1H(OpMaIIiHOT
Oe3MeKu BIAMOBIAHO 10 BHMOT HAWOUTBII TMOIIMPEHWX MDKHAPOAHUX CTaHIApTIB.
HaBuuTuch BUKOpPHCTOBYBAaTM B TMPAKTUYHIN JiSIBHOCTI PEKOMEHHAIii  II0J0
BIIPOBA/DKEHHS CTaHAApTiB iH(pOpMamiifHOI Oe3nekn B yCTAaHOBAX, OpraHizamisx,
BIJIOMCTBax.

3aBaaHHsA Kypcey:

BUBYCHHS JUCIMIUIIHM Ma€ TPUIICIUTH CTYJACHTAaM CHUCTEMHHMHA MiAXiy [0
BUKOPUCTaHHS METOIB Ta 3ac00iB MPOBENCHHS ayIUTy, 3HAHHS Ta MPAKTHYHI HABUYKH 3
BUKOPUCTaHHS CYYaCHUX MDKHAPOJHUX CTaHAApPTIB Ta MPOrpaMHUX pilleHb, IO
BUKOPUCTOBYIOTHCS B JISNIBHOCTI ayuTOPiB 1H(OpMaIIiiHOT Ta KibepOe3neKH.

3. Pe3yabTaTy HABYAHHS

VYMiHHS Ta HaBUYKH aHANi3yBaTH, PO3POOJIATH 1 CYNPOBOHKYBATH CHCTEMY
ayIUTy Ta MOHITOPUHTY €(QEeKTHBHOCTI (PYHKIIOHYBaHHS 1HQOpMAIIHHUX CHCTEM 1
TeXHOJOTiH y cepi iHopmariiitHOT Ta kKibepbe3neku

VYMiHHS Ta HaBHYKA OOTPYHTOBYBATH BHKOPHCTaHHS, BIPOBA/DKYBaTH Ta
aHaNli3yBaTH Kpaili CBITOBI CTaHIApTH, MPAKTUKA 3 ayauTy 3 METOK pO3B’s3aHHS
CKIamHUX 3amad mpodeciiiHoi mismpHOCTI B Tamy3i iHopMmamiiiHOi Oe3meku Ta
KibepOe3neku.

4. CTpyKTypa Kypcy
JEKIIIT 80 roaun

1 HopmaTuBHe 3a0e3ne4eHHs NePeBipKU Ta OUIHKHU AiJIbHOCTI 3 ynpasJjinnas Ib
1.1. ACTY ISO / IEC 27004 Ouinka ¢pynkuionyBanus CYIb

1.2. JCTY ISO / IEC 27006-2008 -Bumoru mo oprasiB, IO 3AIMCHIOIOTh ayauT 1
ceprudikaiio CYIb

1.3. ISO / IEC 27007 1 ISO /IEC 27008 - KepiBuuursa 3 ayauty CYIb 1 3aco6iB
yrnpasiiaas Ib, peanizopanux B CYIb

1.4. JICTY ISO/IEC 19011:2012 «HacranoBu mi0q0 3AIMCHEHHS ayJIUTIB CHUCTEM
YIPaBIIHHS



2. llpouecu nepeBipku cucremu ynpasiainas Ib

2.1. Buau nepesipok CYIb

2.2. Mouirtopunr Ib

2.3. Camoomuinka Ib

2.4. Bayrpimmiit ayaut Ib

2.4.1. Uini i 3aBgannsa BHYTpimHiX ayauTis Ib

2.4.2. OpranizaliiiiHi MPUHIMIY BHYTPIIIHKOTO ayauTy Ib

2.4.3. Ilpuanumnu 3a0e3neveHHs epeKTUBHOCTI BHYTPIIIHBOTO ayauty Ib

2.4.4. Tlizpo3aun BHYTPIIIHBOTO ayIUTY 0 KOHTpoJtoe nutaHHs Ib B opranizamii
2.5. 3oBHimHIN ayauT Ib

2.5.1. IlpuHIMnM npoBeAeHHS 30BHIIIHHOTO ayauTy Ib

2.5.2. YupaBiiHHS TpOTPaMoro 30BHIIIHBOTO ayauty Ib

2.5.3. Etanu npoBeieHHs 30BHIIIHBOTO ayauTy b

2.5.4. KommnerentHicts ayauTopis Ib

2.5.5. B3aemuHM pEICTaBHUKIB ayIUTOPCHKOI TPYIH 1 OpraHi3alliii, o nepeBipsSoThCs
2.6. Ananiz CYIb 3 60Ky BUIIIOr0 KEPIBHUIITBA OpraHi3allii

2.7. InctpymeHnTanbHi 3acobu nepepipku 1b

3. Ouinka aisnbHOCTI 3 ynpasainas Ib

3.1. Oninka epeKTUBHOCTI Ta pe3yJbTaTUBHOCTI MiSIILHOCTI 3 yrpaBminas 1b
3.2. BumiproBanHs, Mipa BUMIpIOBaHHS, TIOKa3HUK 1 METPHKa

3.2.1. Metpuku 6e3mexu

3.2.2. BumiproBanus, nmos's3adi 3 b

3.3. 3pimicte mponecis CYIb

4 Ayaur kioep0e3nexkn 00’ €KTiB
4.1 IlpakTrka IpOBIIHUX MDKHAPOJHUX OpTaHi3amliid y raiysi ayauTa KibepOes3mexu
4.2.0OcHOBHI CTaHAapPTH Ta peKOMeH Al

INPAKTUYHI 3AHATTSA 40 ronux
1. JocmimkeHHs pealbHuX 00’ €KTiB 1HPOpMAIIHHOT AISITbHOCTI
2. Po3poOka nporpamu ayauty iHpopmariiiHoi 6e3nexu
3. Po3po6ka 3aco6iB 300py iHpopmalii Ha 00’ €kTax
4. Oninka pu3ukiB iH(popMalliitHOi 6e3MeKu B IPoIeci ayIuTy

PA30OM 120 roaun

5. Texniune o0J1afHaHHA Ta/a00 mMporpamHe 3a0e3neYeHHs.

TexHiuH1 3acO0M HABYAHHS: MYJIbTUME/IIHI Ta KOMIT FOT€PHI IPUCTPOI.
[Iporpamui 3aco6u aucraniiitHoi ocBitu: MS Office 365, MS Teams, auctaHiiiiina
matdopma Moodle.

6. CucTeMa OLIHIOBAHHSA TAa BUMOTH



6.1. HaByanbHi AocsirHeHHs 3100yBa4yiB BMINOI OCBITH 3a pe3ylbTaTaMu
BUBYEHHS KYPCY OLIHIOBATUMYThCS 33 HIKAJIOIO, 1110 HABEJIeHA HUXKYE:

PeiituHrosa mkasna [HCcTHTYIIHHA TITIKATa
90 - 100 BIIMIHHO
74 - 89 nobpe
60-73 3aI0BLIIBHO
0-59 HE3a0B1JIBHO

6.2. 3mo0yBaui BUIIOI OCBITH MOXYTh OTPHUMATH MiICYMKOBY OLIHKY 3
HABYAJIBHOI JUCIUIUTIHU Ha IJICTaBi MOTOYHOTO OIlIHIOBAaHHS 3HaHb 32 YMOBH, SIKIIO
HaOpaHa KUIBbKICTh 0alliB 3 MOTOYHOTO TECTYBaHHS Ta CaMOCTIHHOI poOOTH CKJIagaTUMeE
He MeHIe 60 Ganis.

MakcumanbsHe OHiHIOBaHH}II

IIpakTyHa yacTHA
TeopeTtnuna Ilpn IIpu
P P P bonyc Pazom
YyacTHHaA CBOE€YACHOMY HECBOEYACHOMY
CKJIaJaHHI CKJIaJaHH1
55 40 30 5 100

[TpakTryHi poOOTH MPUHMAIOTHCS 32 KOHTPOJBHUMH 3alUTAaHHIMH J0 KOXKHOI 3
po6otu. TeopeTnyHa 4acTUHA OIIHIOETHCS 3a pe3ysbTaTamu 3/1a4i icnury. KoxHwuii Oiner
MICTUTH 2 IUTaHHS.

6.3. Kpurepii oniHlOBaHHS MiJICYMKOBOI p000TH

PoGota moBuHHA MICTUTH PO3TOPHYTI BIATOBIAI Ha JABa MUTaHHs Oulery. SKIio
pob0oTa BUKOHYETHCS Yy NUCTAHIIITHOMY PEXHMI, TO BHJa4a HOMEpY OijieTa MPOXOJUTh
yepe3 cuctemy MS Teams y 3a3HadeHild BUKJIaJadueM TPYIi CHIIKyBaHHS. B Takomy
peXrMMi BHKOHaHa po0OTa MHUIIETHCS BPYUHY, (OoTOrpadyerbcss Ta BiACHIAETHCA HE
€JCKTPOHHY TIOIITY BHWKJIaJgada y BIPOJOBK BCTAHOBJICHOTO BHKJIaJadyeM dacy. 3a
BUKOHAHY pOOOTY HapaXxOBYIOThCS Oa:

55 6aqu — maHa po3ropHyTa BiIMIOBIIL HA JIBA TUTAHHS,

40 6aniB — maHa pPO3TOpPHYTa BIANOBIAL HA OJIHE MUTAHHS, ajie € MOMMJIKH MpHU
PO3IJISAl 1HIIOTO MUTaHHSA, a00 € HECYTTEB1 MOMIJIKHM Y BIATIOBIIAX HA ABA MTUTAHHS,

25 0aJyiiB — JaHa IIOBHA BIANOBIAL HAa OXHE NHUTAHHS a00 HA [OBa HUTAHHS 31
3HAYHUMH [TOMHJIKAMU;

15 6auiB — BIAMOBIAL HA OJHE MUTAHHS 13 3HAYHUMH TOMHUJIKAMU,

0 0axiB — BIiAMOBINI HA MHUTAHHS BIACYTHI a00 TMOBHICTIO HEBIpHI, a00 poboTa
371aHa HECBOEYACHO.

6.4. Kpurepii ouiHIOBaHHSA NPAKTUYHOI Po00TH

3 KOXHOI HPakTHYHOI poOOTHM 3700yBad BHUIIOI OCBITH OTPUMYE 3alUTAHHA 3
nepeiKy KOHTPOJIBHUX 3alUTaHb 10 pOOOTH.

10 6aaiB — [{locTaTHs 3p03yMUTICTh BIATOBIII

7 6aau — J{oOpa 3po3yMisticTh BiAMOBI Il

4 6ayam — 3a70BUTEHA 3PO3YMUTICTh BIAMOBI I




0 6aaiB — HezamoBinbHa 3p03yMiTiCTh BiANOBIAI

7. IlloaiTuka Kypcy

7.1. [TogiTKA 00 aKaAeMi4HOI JOOPOYECHOCTI

AkagemMigyHa JOOPOYECHICTH 3/100yBaviB BUINOI OCBITH € Ba)XJIMBOK YMOBOO JJISI
OMaHyBaHHS PE3yJIbTaTaMU HaBYAHHS 33 JAUCIUILTIHOIO i OTPUMaHHS 33JJ0BUTHHOI OI[IHKA
3 TOTOYHOTO Ta MiCYMKOBOTO KOHTPOJIB. AKajeMidyHa JOOpOYECHICTh 0Oa3yeThcs Ha
3aCy/DK€HHI TIPAKTUK CIMCYBaHHS (BUKOHAHHS TMHCHMOBHX POOIT 13 3aydeHHSIM
30BHINIHIX JpKepen iHdopmMallii, KpiM [03BOJCHUX Jis BHUKOPHCTaHHS), IUIariatry
(BiITBOpEHHS OMYyOIIKOBAaHWX TEKCTIB IHIIMX aBTOpiB 0e3 3a3HAa4YeHHS aBTOPCTBA),
¢dabpukamii (BuramgyBaHHS IaHUX YU (DAaKTiB, IO BHKOPHUCTOBYIOTHCSI B OCBITHBOMY
nporieci). [TomiTuka 1mo00 akageMiuHOi JOOPOYECHOCTI PErJIaMEHTYEThCS MOJI0KEHHIM
"TTonmokeHHSI MPO CHCTEMY 3amo0OiraHHs Ta BUSBJICHHs Iuiariatry y HamionamsHOMY
TEeXHIYHOMY yHiBepcuTeTi "JIHimpoBchKa nojitexHika". https://cutt.ly/IBesJEc

VY pa3i mopymieHHs 3700yBadyeM BHIIOi OCBITH aKaJeMIYHOI JTOOpOYECHOCTI
(cnucyBaHHs, miariat, dadpukailis), podoTa OIIHIOETHCS HE3aJO0BUIBHO Ta Mae OyTH
BUKOHAHa MOBTOPHO. [IpW 1ibOMy BHIKJIaJau 3aJIMIIAE 32 COOOK MPABO 3MIHUTH TEMY
3aBJIaHHS.

7.2. KomyHikaniiiHa moJiTuka

3n00yBadi BUIIOi OCBITH MOBUHHI MAaTH aKTHBOBAHY YHIBEPCUTETCBHKY IOIITY.

VYci nucbMOBI 3aNIMTaHHS A0 BUKJIAadiB CTOCOBHO KypCy MalOTh HaJICHJIATHCS Ha
YHIBEPCHUTETCHKY €JIEKTPOHHY IOIITY.

7.3. IToJsiTHKA 010 NMEPeCKJIATAHHSA

PoGotu, ski 37al0ThCS 13 TOPYIICHHSIM TEPMIHIB 0€3 TOBaXHUX IPUYHH
OLIIHIOIOTHCS Ha HIDKYY OLIHKY. IlepecknamanHs BinmOyBaeThCs i3 T03BONIYy ACKaHATY 3a
HASIBHOCTI TIOBKHUX MPUYUH (HAPUKIIA, TIKAPHSIHUAN).

7.4 loniTnKa 010 OCKAP:KEHHS OLIHIBAHHA
Sxmo 3100yBav BUIIOI OCBITH HE 3TrOJICH 3 OIIHIOBAaHHSIM WOTO 3HAaHb BIH MOXE
OMPOTECTYBATH BUCTABIICHY BUKJIa/Ia4€M OIIHKY Y BCTAHOBJICHOMY IOPSIKY.

7.5. BigBinyBaHHsA 3aHATH

Jis 3m00yBauiB  Bumoi OCBITM JeHHOI (GOpPMH BiIBIAyBaHHA 3aHATH €
000B’s13k0BUM. [lOBaKHUMHU NpUYMHAMU JJI1 HESABKM Ha 3aHATTS € XBOpoOa, ydyacTb B
YHIBEPCUTETCHKUX 3aX0JlaX, aKaJeMidHa MOOUIBHICTh, SKI HEOOXIAHO MIATBEPIKYBATH
nokymeHTamu. IIpo BiACYyTHICTHP Ha 3aHATTI Ta MPUYMHHU BIACYTHOCTI 37100yBad BHIIO]
OCBITH Ma€ MOB1IOMUTH BUKJIaga4a abo ocobucTo, abo uepes CTapocTy.

3a 00’ €eKTUBHHMX NMPUYMH (HAMPUKIIAJ, MKHAPOIHA MOOUIBHICTH) HABYaHHS MOXKE
BiJI0YBAaTHCH B OH-JIAH (DOPMI 32 TIOTOKEHHSIM 3 KEPIBHUKOM KYPCY.

7.6. Bonycu

HamnpukiHiii BUBYEHHS Kypcy Ta Mepell MoYaTKOM cecii 37100yBadya BHILOI OCBITH
Oyze 3amporoHOBaHO AaHOHIMHO 3aMOBHUTH enekTpoHHI ankeTH (Microsoft Forms Office
365), ski Oyae po3icIaHO Ha Ballll YHIBEPCUTETCHKI IMOIITOBI CKPUHBKHU. 3allOBHEHHS
aHKET € BaXJIMBOKO CKJIAJIOBOIO BAIllOl HABYAJIHHOI aKTHBHOCTI, 11O JO3BOJHTH OI[iHUTH



TEBICTh 3aCTOCOBAHMX METOIB BUKIIAJaHHS Ta BPaxyBaTH Ballll MPOTMO3HIII CTOCOBHO
MOKPAIIEHHS 3MICTy HaBYAJIbHOT JUCIMIUIIHUA. 3a y4acTh Y aHKETYBaHHI 37100yBay BHILOT
OCBITH OTpUMYE 5 OaliB.
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