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Po6oua nporpama periiameHTye:

—METY JUCLMILTIHY;

—UCHMILTIHAPHI Pe3yIbTaTh HaBYaHHsS, cOpMOBaAHI HA OCHOBI TpaHchopmarlii
OYIKYBaHHUX pe3yJIbTaTiB HaBUAHHS OCBITHBOI POTPaMUu;

—0a30B1 JUCLHILTIHU,

—00csr 1 po3nmoait 3a (opmMaMu oprasizailii OCBITHROTO MPOIECY Ta BUIAMU
HABUYAJIbHUX 3aHSATH;

—Tporpamy JUCHHUTLIIIHY (TEMaTHYHHAN IJ1aH 32 BUIAMHA HABYAJILHUX 3aHATH);

—aJITOPUTM OI[IHIOBAaHHS PIBHS JOCATHEHHS AUCUUIUTIHAPHUX PEe3ybTaTiB
HaBYaHHA (IIIKaJHU, 3aCO0H, IPOIIEAYPH Ta KPUTEPIi OLIIHIOBAHHS);

—IHCTPYMEHTH, 00JIaJJHaHHSI Ta MporpamMHe 3a0e3MeUeHHS;

—peKOMEHI0BaHI1 JiKepena iHdopMmaiiii.

PoGoua mporpama mpuszHadeHa s peaizaiii KOMIETEHTHICHOTO MiJAXOMy i
yac IIaHyBaHHS OCBITHBOTO TMPOIECY, BUKIAMAHHSA JUCIUILUIIHK, IiITOTOBKH
CTYJCHTIB JI0 KOHTPOJIBHUX 3aX0J1B, KOHTPOJIIO MPOBA/KEHHSI OCBITHBOI M1SJIbHOCTI,
BHYTPIIIHBOTO Ta 30BHIIIHBOTO KOHTPOJNIO 3a0e3MeueHHsl SKOCTI BHUIIOI OCBITH,
aKpenuTallli OCBITHIX IPOrpaM y Mexax CIeniaabHOCTI.
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1 META HABUYAJIBHOI JUIIUILITHU

Merta aucuumiaiHum kibepormeparii moyisira€e B TOTJIMOJEHOMY BHMBUYEHHI Ta 3aCBO€HHI
3m00yBayaMH 3HaHb, HABUYOK 1 KOMIICTCHIIIM, HEOOXIMHMX /IS PO3YMIiHHS, 3aCTOCYBaHHS Ta
e(eKTUBHOTO BIPOBA/DKCHHS CTpaTEriif, TEXHOJIOTIH Ta MeTOoMiB B KiOepOesmeri Ta
kibeponeparllisixda piBHI iX BIITBOPEHHS [JIsi MPAKTHYHOTO 3aCTOCYBAHHS Y TPOIEC IisIIBHOCTI
MaiiOyTHBOTO (paxiBIs.

2 OYIKYBAHI JUCHUIIJITHAPHI PE3YJIbTATH HABYAHHA

Aucnuniinapui pesyasratu HaBuyanHsa (I1PH)

mudp APH 3MiCT

JIHP-01 Bononitn 3HaHHAMH Ta HaBHYKaMU y Taly3i KiOepoOesmeku. Bwmitu
aHaANI3yBaTH TIOTEHI[IWHI 3arpo3d Ta pPHU3UKH B KibepmpocTopi Ta
epeKTUBHO pearyBaTH Ha HHX. MaTH 3JaTHICTb 3aCTOCOBYBaTH
pI3HOMaHITHI TeXHI4HI 3acobu KibepOe3meku nns BUSBICHHS Ta
3amo0iranHs kiOeparak. OpieHTyBaTHUCS B €TUYHUX Ta MPABOBHUX
acIeKTax rajly3i Ta MaTH 3JaTHICTh aJaNnTyBaTH CBOi 3HAHHS JI0 3MIHHHX
YMOB Ta BUMOT Cy4acHOTo KibepmpocTtopy. byTu roToBUM 0 BUKJIHKIB Yy
chepi kibepOesnexkn Ta e(DEKTUBHO CHPUATH 3axUCTy iHopmarii Ta
npoTHIii Kibep3arpo3am.

JIHP-02 BupimryBatin 3amaui y cdepi Oesnexku iHdopmarii B acmexTi
kibeponepallii 3 BHKOPUCTaHHSM HOPMATHBHO-TIPABOBOI 0asu
VYkpaiHu Ta M>KHapOJHOTO 3aKOHOJIAaBCTBA.

3 OBCSAT 1 PO3HOJLI 3A ®OPMAMMU OPTI'AHI3AILLIL OCBITHBOT'O
HNPOLECY TA BUIAMU HABUYAJ/IbHUX 3AHATDH

Bun ;" s Posmopain 3a (l)OpMaI?’II/I HABYAHHSA, 200UHU
HABYATBHHX |\ S ACHHA BEHIDHA 3a0uHa
3aHSITE © ) | aynuTOpHI | caMOCTIMHA | ayAWTOPHI | CaMOCTIHHA | ayAMTOpHI | CaMOCTiliHa
3aHATTS pobota 3AHATTS pobora 3aHATTS pobota
JEKIHH1 80 26 54 6 74
MIPaKTHYHI 40 13 27 4 36
nabopaTopHi - - - - -
ceMiHapu - - - - -
PA3OM | 120 39 81 10 110

4 ITPOI'PAMA JUCIHIUIIJITHA 3A BUJAMU HABYAJIBHUX 3AHATH

Oocsar
Hndpu
)-IPH Bl/lIlI/I Ta TEMATUKA HABYAJIBHUX 3aHATH CKJIaA0BHX,
JIEKIIIT 80




Hudpu
JAPH

Buau Ta TeMaTuKa HAaBYAJIbHUX 3aHATH

O0csar
CKJIAI0BHX,

JIPH-01

3micTroBHuiiMonyab Nel

1.

Beryn no xibeponepariit

Busnauenns moHsaTh: kKibeponepariiii, kidepoesmneka,
Kibep3arposu.

IcTopist po3BUTKY KiOeporiepartiii.

BaxxnuBicTh KiGepOe3nekn y CydacHOMY CBITI.

OcHoBH KibepOe3nexn

OCHOBHI IPUHIMIK 3aXHUCTY iHpOpMaIIii.
Tunu kibep3arpo3 Ta iX XapaKTepUCTUKH.
MeTtou 3axUCTy Bif KibepaTax.

ApxiTekTypa cucteM KibepOe3nexu

CtpyKTypa Ta KOMIIOHEHTH CHCTEMH Ki0epOe3neKH.
3aco0u BUSBIICHHS Ta MOHITOPUHTY KiOep3arpos.
Cuctemu BusiBiieHHs BTopraess (IDS) ta cucremu
3ano0iranHs BTopraeHHsM (IPS).

KibepgiitHa Ta KiOEPIIMTUTYHCTBO
[onsaTTs KiGepBiitHU Ta 1 0COOINUBOCTI.
KibepmmuryHcTBO: METOIM, TEXHIKH Ta 3aXHCT.

50

JIPH-02

3micToBHHIIMORYAB Ne2

1.

ComianbHa 1HKEHEpis Ta COoIliabHI aCleKTH KibepOe3nekn
CorianpHa iHXEHEpis: BA3HAYCHHS Ta MPUKIIAIH.

BB comianbHUX Mepex Ha KibepOe3mneky.

3axo/u 3aXUCTY BiJ COIIAILHOI 1HXEHEPil.

3aKOHO/IABCTBO Ta €TUKA B KibeprpocTopi
MixHapoaHe 3aKOHOAABCTBO MPO KibepOesmeKy.
ETnyHi acnekTu BUKOPUCTaHHS KiIOEPTEXHOJIOTIMN.
BinmoBiganbHicTh 3a KiOep3I0YHHU.

TexniuHi 3acobu kibep3axucry

[Iporpamue 3a0e3nedeHHs A1 BUSBICHHS 3arpo3.
AHTHBIpyCHE porpaMHe 3abe3nedyeHHs Ta GpaipBoiu.
3axHCT BiJl BPa3IMBOCTEH Ta BUKOPHCTAHHS PEryIspPHUX
OHOBJICHb.

Crparerii Ta TEXHIKH BiTHOBJICHHS TICIs KibepaTaku
[TnanyBaHHS BiTHOBJICHHS MIiCIS IHIHICHTY.
BinHOBIIEHHS TaHUX Ta CHCTEM ITiCIIs KiOepaTakwy.
VYpoxku 3 KibepOe3neku Ta nonepepKeHHs MailOyTHIX
IHIMIEHTIB.

30

INPAKTUYHI SAHATTA
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O0csar

Hudpu
PH Buau Ta TeMaTHKa HAaBYAJbLHHUX 3aHATH CKJIAI0BHX,
JIPH-01 1.KiGepgiiiHa Ta KiOEpUIMUTYHCTBO 10

Ponp xiGepBiliHM Ta KIOEPIITUTYHCTBA B Cy4aCHOMY CBITI.
[IpoBenenHs aHai3y YMHHUKIB 3 KIOEPBIiHU Ta BUSABICHHS
KiOepIIUTYHCTBA.

2. ETtuka Ta 3aKOHHICTb y KiOeprpocTopi 10
OOroBOpeHHS €THYHHX Ta IPABOBHUX ACIIEKTiB BUKOPUCTAHHS
KiOepTEeXHOJIOTIH.

BupinieHHs eTHYHUX TUIEM Ta JOTPUMAaHHS 3aKOHOaBCTBA B
KOHTEKCTI Kibeponepaiii.

JAPH-02 3. BupimeHHsi eTHUHUX JWJIEM Ta JOTPUMAaHHS 3aKOHOaBCTBA B 20
KOHTEKCTI Kibepomneparii.

S OIIHIOBAHHSA PE3YJIbTATIB HABYAHHA

Ceprudikariisi 10CATHEHb CTYACHTIB 31MCHIOETHCA 32 JOTIOMOTOI0 ITPO30PUX MPOLEIYp, IO
IPYHTYIOTbCSI Ha OO’€KTHBHHUX KpuUTepisx BianoBigHo 1o IlomoxenHs yniBepcurery «IIpo
OIIIHIOBaHHS PE3yJIbTaTiB HABYAHHS 3/100yBadiB BUIIO1 OCBITH.

JlocarHyTHi piBEHh KOMIIETEHTHOCTEH BiIHOCHO OUIKYBaHUX, IO 1I€HTU(IKOBAHUHN Mij] Yac
KOHTPOJIbHHX 3aXO0J1B, BiToOpakae peaqbHUN Pe3yIbTaT HABYAHHS CTYJICHTA 32 TUCIUILTIHOO.

5.1 lllkanu

Or1iHIOBaHHSA HaBYAIBHUX AocsrHEeHb cTyaeHTiB HTY «/I1» 3ailicHIOEThCS 32 pEHTHHTOBOIO
(100-6anpHOIO) Ta 1HCTUTYLIHHOIO mKamdamu. OcTaHHS HeoOxigHa (3a O]IIiHOI0 BIICYTHICTIO
HAI[lOHAJILHOT IIKAJN) JUIsI KOHBEPTAIlil (TIepeBEICHHS ) OLIIHOK MOOUTLHUX CTY/ICHTIB.

IlIkanu ouinrweanns nasuanvnux oocaznensv cmyoenmie HTY «/[11»

PeiiTunronsa IncTuTyniiina
90...100 BigMminHO / Excellent
74...89 no6pe / Good
60...73 3a0BUIBHO / Satisfactory
0...59 He3anoBiabHO / Fail

Kpeautn HaBYaJIbHOT JIUCIUILUTIHA 3apaxOBYIOTHCS, SKIIO CTYACHT OTPHMAB ITiJICYMKOBY
ominky He MeHmie 60-tu OaniB. Hirkua OIliHKAa BBaKAETHCS aKaJAEMIYHOIO 3a00PTrOBAHICTIO, IO
niassrae JikBiganii BianosigHo 1o [lomoxkeHHs mpo opraxizaiiito ocBiTHROro npouecy HTY «/I1».

5.2 3aco6u Ta npouenypu

3micT 3ac00iB AIarHOCTHKHU CIPSIMOBAHO Ha KOHTPOJb PiBHSA c(HOPMOBAHOCTI 3HAHb, YMiHb,
KOMYHiKaIlii, aBTOHOMHOCTI Ta BIAMOBIMAIBLHOCTI cTyAeHTa 3a BuMmoramu HPK nmo 6-ro
KBai(iKalifHOTO PIBHAMIJ Yac JEMOHCTpAlii perjaMeHTOBaHUX poOOYOI0  MPOrpaMolio
pe3ybTaTiB HABYaHHS.

CTyneHT Ha KOHTPOJBHUX 3aX0/JaX Ma€ BHUKOHYBAaTH 3aBIaHHS, OPIEHTOBaHI BUKIIOYHO Ha
JEMOHCTPAIIIO JUCITUTUTIHAPHUX PE3Y/IbTaTiB HABUAHHS (PO34ia 2).

3aco0u iarHOCTUKH, 10 HAJAIOTHCS CTY/IEHTaM Ha KOHTPOJIbHUX 3aX0JaX y BUTIISI 3aBJIaHb
JUIs TIOTOYHOTO Ta TIJCYMKOBOTO KOHTPOJIIO, (POPMYIOTHCS NUISIXOM KOHKpPETH3allli BHXITHUX
JaHUX Ta CIIOCO0Y AEMOHCTpaLii JUCUUIUTIHAPHUX PE3yJIbTaTiB HAaBYAHHS.

3aco0u miarHOCTUKH (KOHTPOJIBbHI 3aBIaHHS) JII MOTOYHOTO Ta MiJACYMKOBOTO KOHTPOJIIO
JTMCLUIUTIHN 3aTBEPIKYIOThCS Kadeaporo.




Bunu 3aco0iB JiarHOCTHKU Ta TPOIEAYpP OIIHIOBAHHS JJisi MOTOYHOTO Ta TMiCYMKOBOTO
KOHTPOJIFO TUCIUIUTIHK ITOIaHO HIDKYE.

3acoobu diaznHocmuKku ma npoyeoypu OyiHI08aAHH

IIOTOYHHUU KOHTPOJIb NIJCYMKOBHUHU KOHTPOJIb
HaBYaJIbHE 3aco0u A — 3acoom A —
3aAHATTH JiarHOCTHKH p M JiarHOCTHUKH p M
JIEKIT KOHTPOJIBHI BUKOHAHHS 3aBIaHHSA BU3HAYEHHS
3aBIaHHA 3a i yac JEKIIH CEPETHHO3BAKEHOTO PE3YIbTATY
KOMIIIEKCHA .
KOYKHOIO TEMOIO ITOTOYHUX KOHTPOJTIB;
[IPAKTHYH]I | KOHTPOJIBHL BUKOHAHHS 3aBIaHb 1T KOHTpOJIbHA
P P pobota (KKP) . .
3aBJIaHHS 3a 4yac MpaKTUYHUX 3aHATh BukoHaHHs KKPmijg yac 3aniky
KOYKHOIO TEMOIO 3a OaKaHHSM CTYyJICHTA

[Tin yac MOTOYHOTO KOHTPOIIFO JICKIIIMHI 3aHATTS OLIHIOIOTHCS MUIIXOM BU3HAYEHHS SIKOCTI
BUKOHAHHS KOHTPOJIbHMX KOHKPETH30BAaHMUX 3aBAaHb. [IpakTUUYHI3aHATTS OIIHIOIOTHCS SKICTIO
BUKOHAHHS KOHTPOJIBHOTO 3aBIaHHS.

SKI10 3MICT IEBHOTO BUAY 3aHATH MIATOPSAIKOBAHO JEKIIHPKOM CKIIAIOBUM, TO IHTETPAJIbHE
3HAYEHHS OLIHKM MO’K€ BU3HAYATHUCA 3 YpaXyBaHHSIM BaroBHX KOe(illi€HTIB, [0 BCTAHOBIIOIOTHCA
BUKJIQJaUYeM.

3a HasBHOCTI PiBHS PE3yJbTaTiB MOTOYHUX KOHTPOJIB 3 YCiX BHJIB HaBUAIBHUX 3aHATH HE
MeHie 60 O6amiB, MiICYMKOBHI KOHTPOJIb 3IHCHIOETHCS 0€3 y4acTl CTYJEHTa MIITXOM BU3HAYCHHS
CepeIHhO3BAKEHOTO 3HAYCHHSI ITOTOYHUX OI[iHOK.

HezanexxHo Big pe3yabTaTiB MOTOYHOTO KOHTPOJIIO KOKEH CTYAEHT ITiJT Yac 3aJIiKy Ma€ MpaBo
BukonyBatu KKP, sxka MIiCTHTH 3aBIaHHS, [0 OXOIUTIOIOTh KITFOYOBI MUCIUILTIHAPHI PE3yIbTaTH
HAaBYaHHA.

Kinbkicth koHKpeTH3oBaHMX 3aBaaHb KKP moBwHHA BigmoOBiaTd BiBEIEHOMY Yacy Ha
BukoHaHHs. KibkicTs BapianTiB KKP mae 3a0e3neunTy iHaUBIMyami3allio 3aB1aHHs.

3HaueHHs OmMiHKKM 3a BukoHaHHA KKPBH3HauaeThcsi CepeHbOIO OIIHKOI CKIIAJOBHX
(KOHKpPETHU30BaHMX 3aBJaHb) 1 € OCTATOYHHM.

IaTerpansue 3HaueHHs OmiHKU BukoHaHHS KKPMmoke BH3HAwaTucs 3 ypaxyBaHHSM BaroBHX
Koe(iIieHTiB, 110 BCTAHOBIIOETHCSA Kademporo Iy KOXKHOI CKIIA0BOi OMHCY KBai(iKamiitHOTO
pius HPK.

5.3 Kpurepii

PeanbHi pe3ynbTaTh HaBYaHHSA CTYAEHTAa 1AEHTUQIKYIOTbCS Ta BHMIPIOIOTHCS BiTHOCHO
OUIKyBaHUX TiJ] YaC KOHTPOJBHUX 3aXOiB 3a JOIMOMOTOI0 KPUTEPIiB, IO OMHUCYIOTh Jii CTyACHTA
IUIsL AEMOHCTpALlii JOCATHEHHS pe3ybTaTiB HaBYaHHS.

JInst OLiHIOBaHHS BHKOHAHHS KOHTPOJIBHUX 3aBAaHb IIiJf 4Yac IOTOYHOTO KOHTPOIIIO
JEeKIIHHNUX 1 TPAKTUYHUX 3aHATH B SKOCTI KPUTEPiI0O BUKOPUCTOBYETHCS KOC(]IllIEHT 3aCBOEHHS, 1110
AaBTOMATHYHO aJIaNTy€ MOKA3HHUK OI[IHKH 10 PEUTHHTOBOI IIIKAJIH:

0, =100 a/m,

JI€ @ — YKUCIIO NPAaBWIBHUX BIAMOBIACH a00 BUKOHAHHMX CYTTEBHX OIEpallii BiIMOBIIHO IO
€TaJIOHY PIIlIEHHS; /711 — 3arajibHa KUIbKICTh 3alIUTaHb a00 CYTTEBUX OIEpaliil eTaJoHy.

[HauBiqyanbHi 3aBAaHHS Ta KOMIUIEKCHI KOHTPOJIbHI POOOTH OIIIHIOIOTHCS EKCIIEPTHO 3a
JIOTIOMOTOI0 KpUTEPIiB, 0 XapaKTePHU3YyIOTh CIIBBIIHOIIEHHS BUMOT JIO0 PiBHS KOMIIETEHTHOCTEH 1
MMOKa3HUKIB OIIHKY 32 PEUTHHTOBOIO IITKAJIOK0.

3MicT KpUTEpiiB CHHPAETbCS HAa KOMIIETEHTHICTHI XapakTepucTuku, BuzHadeHi HPK s
0akagaBpChKOTO PiBHSI BUIIOI OCBITH.



3azanvHi Kpumepii 00CAZHEeHHA Pe3Vaibmanic Haeuanns 0 6-20

Keanigpikauinnozo piens 3a HPK

Onuc . R IHoxka3zHuk
KBatidikamiiinoro Bumorn 110. ?.HaH.b, yMle/H.a.BI/I‘IOK, KO}.\jIyHlKaHll, P
pinHs BimoBinajabHOCTI i aBTOHOMII
3uanna
+ KOHIENTYaJIbH1 Bianosinae BiAMiHHA — paBUIIbHA, OOTPYHTOBAaHA, 95-100
HAYKOBI Ta MIPAKTUYHI | OCMHUCIIEHA. XapaKTepH3y€e HAsIBHICTB:
3HaHHS, KpUTHYHE - KOHIICTITyaJbHHUX 3HAHbD,
OCMHCIICHHS TEOPiH, - BHCOKOT'O CTYIEHIO BOJIOAIHHS CTAHOM IMUTAHHS;
NPUHINIIB, METOMIB I | - KPUTHYHOTO OCMHCICHHS OCHOBHUX TEOPiH, IPHHIIAIIIB,
TMOHATSH Y cepi METO/IB 1 TOHATH Y HaBYaHHI Ta MpodeciiHii AisUTBHOCTI
npodeciitHoi Bianosige MicTUTh HErpyOi MOMMIIKH 200 OMTUCKU 90-94
JsUTBHOCTI Ta/ab0 Bianosiae npaBuibHa, aje Mae MeBHI HETOYHOCTI 85-89
HaBJaHHA Binnosias npaBuibHa, ane Ma€ NeBHI HETOYHOCTI i 80-84
HEI0CTaTHHO OOTPYHTOBaHA
Biamosine npaBuiibHA, ajie Ma€ MEBHI HETOYHOCTI, 74-79
HEIO0CTaTHHO OOIPYHTOBAHA Ta OCMHUCIICHA
Bianosiaes ¢pparmenTapHa 70-73
BianoBie 1EMOHCTPY€E HEUITKI YSIBICHHS CTyIEHTA PO 65-69
00'eKT BUBYECHHS
PiBeHp 3HaHP MIHIMAJIBLHO 3a0BUILHUN 60-64
PiBeHb 3HaHb HE3aIOBLITHHUIMA <60
Yminna/nasuuxu
+ TIOTJIMOJIeHI BinnoBine xapakrepusye yMiHHS: 95-100
KOTHITHBHI Ta - BUSBIATH IPOOIEMH;
NPaKkTUYHI - (hopMymIOBaTH TiNOTE3H;
YMiHHS/HaBUIKHY, - po3B's3yBaTH NMpoOIeMH;
MaﬁCTep'IiiC‘TB Ta - o0upartu ajieKBaTHI METO/IM Ta IHCTPYMEHTAIbHI 3aC00H;
IHHOBALIMHICTD Ha - 30WpaTH Ta JOTIYHO § 3pO3yMiJIO iHTEPIPETYBATH
piBHIi, HEOOX1THOMY inbopmartiio;
JUIsL PO3B’A3AHHS - BHUKOPHCTOBYBATH IHHOBAIIIIHI ITiIXOIU 10 PO3B’I3aHHS
CKTaJHUX 3aBJaHHS
cremam3oBaHuX BinnoBine xapakrepusye yMiHHS/HABHUKH 3aCTOCOBYBATH 90-94
3ajat 1 HpaKTHIHUX 3HAHHS B MPAKTUYHIN JiSTBHOCTI 3 HETPYOUMH TTOMIJIKAMU
Hp06ne¥uy Cfbepl BinnoBine xapakrepusye yMiHHS/HABHUKH 3aCTOCOBYBATH 85-89
npo@ecmgm 3HAHHS B MPAKTUYHIN TISTILHOCTI, aJie Ma€ MEBHI
AisbHOCTI ab0 HETOYHOCTI TIPH peatizallii o/IHiel BUMOTH
HABHAHHA BinnoBine xapakrepusye yMiHHS/HABHUKH 3aCTOCOBYBATH 80-84
3HAHHS B MPAKTUYHIN JiSUTBHOCTI, ajie Ma€ TMEeBHI
HETOYHOCTI IIPU peaizallii JBOX BUMOT
BinmoBinp xapaktepusye yMiHHS/HaBHYKH 3aCTOCOBYBATH 74-79
3HAHHS B MPAKTUYHIN JiSUTBHOCTI, ajie Ma€ TMEeBHI
HETOYHOCTI IIPHU peaizamii TpboX BUMOT
BinmoBinp xapaktepusye yMiHHS/HaBHYKH 3aCTOCOBYBATH 70-73
3HAHHS B MPAKTUYHIN ISTIBHOCTI, aJie Ma€ MEBHI
HETOYHOCTI IIPU peaizalii YOTUPbOX BUMOT
BinmoBinp xapaktepusye yMiHHS/HaBHYKH 3aCTOCOBYBATH 65-69




Omnuc
kBajdidikaniiHoro
pPiBHS

Bumoru 10 3HaHb, yMiHb/HABHYOK, KOMYHIKaLil,
BiAmoBiZaJIbLHOCTI i aBTOHOMIIT

IToxa3znuk
OLIIHKH

3HAHHS B MIPAKTUYHIN AiSUTBHOCTI MPYU BUKOHAHHI 3aB/IaHb
3a 3pa3KoM

BinmoBinp xapaktepusye yMiHHS/HaBHYKH 3aCTOCOBYBATH
3HAHH MPY BUKOHAHHI 3aBJJaHb 33 3pa3KkoM, aje 3
HETOYHOCTAMHN

60-64

piBeHb YMiHb/HABHUOK HE3aI0BUILHHMA

<60

Komynikauisn

+ JIOHECEHHSI JI0
¢axiBIiB 1 HedaxiBIlB
iH(popMmarii, i1ei,
npo0JieM, pillieHb,
BIIACHOTO JIOCBiZly Ta
apryMmeHTarlii;

« 301p, IHTEpIIpETaIist
Ta 3aCTOCYBaHHS
JaHUX;

+ CIIJIKYBaHHS 3
npo¢eciifHUX NMUTaHb,
y TOMY 9HCIT
1HO3E€MHOIO MOBOIO,
YCHO Ta TIMCBMOBO

BinbHe BoJIOMiHHS IPOOIEMATHKOIO TaTy3i.
3po3yminticTh BignoBiai (momosiai). Mosa:

- TpaBUJIbHA;

- 4YmcTa;

- sCHa;

- TOYHa;

- JIOTIYHA;

- BHpa3Ha,

- JIaKOHIYHA.

Komymnikaniiina crpareris:

- TOCTiIOBHUM 1 HECYNIEPEUWINBHUI PO3BUTOK TYMKH;
- HasSBHICTH JIOTIYHHUX BJIACHUX CY)KCHB;

- JIOpeYHa apryMeHTarlii Ta il BIMOBIIHICTh
BiJICTOIOBAaHUM TOJIOXKEHHSIM;

- MpaBWJIbHA CTPYKTYpA BiAMOBIMII (IOMOBIII);

- MPaBWIBHICTH BIAMOBINACH HA 3aMUTAHHS;

- JlIopeYHa TeXHiKa BiINOBilel Ha 3aNTUTAHHSI;

- 3JIaTHICTb POOUTH BHCHOBKH Ta (hOPMYITIOBATH
MPOTIO3HIIIT

95-100

JlocTaTHe BOJOAIHHSA MPOOIEMATUKOIO TaTy31 3
HE3HAYHHUMH XHOaMH.

JlocTaTtHs 3p03yMUTICTh BIAMOBII (IOTOBIII) 3
HE3HAYHHUMH XHOaMH.

Jlopeuna KOMyHiKaIliiiHa CTpaTeris 3 He3HAYHUMU XHOaMH

90-94

Jlo6pe BOOIHHS MPOOIEMATUKOTO TaTy31.

JloOpa 3po3yMinicTh BiMOBIII (IOMOBI/II) Ta JOpEUHA
KOMYHiKaIliiiHa cTpareris (CyMapHO HE peai30oBaHO TPH
BHUMOTH)

85-89

Jlo6pe BOOIHHS MPOOIEMATUKOTO TaTy31.

Jo6pa 3po3yMiTICTh BiAMOBIII (AOMOBI/II) Ta JOPEYHA
KOMYHiKaIliiiHa cTpaTeris (CyMapHO He pealli3oBaHO
YOTHPU BUMOTH)

80-84

Jlo6pe BoiOAIHHS MPOOIEMATHKOIO TaTy3l.

JloOpa 3po3yMinicTh BiMOBIII (IOMOBI/II) Ta JOpEUHA
KOMYHIKaIliiiHa cTpareris (CyMapHO HE Peai30BaHO 1’ SITh
BHUMOT)

74-79

3a/10BUTbHE BOJIOIIHHS TIPOOIEMATHKOIO TaTy3i.
3a10BUTbHA 3PO3YMUTICTh BiIMOBII (IOMOBIII) Ta JOPEYHA

70-73




Onuc . — IHoka3zHuk
ey - Bumoru 10 3HaHb, yMiHb/HABHYOK, KOMYHIKaLil, .
kBagigikaniiinoro . . . OLliHKHU
. BimoBinajabHOCTI i aBTOHOMII
piBHS
KOMYHiKaIliiiHa cTparteris (CyMapHO HE Peayli30BaHO CiM
BHUMOT)
YacTkoBe BOJIOJIHHS MPOOJIEMATUKOO TaTy3l. 65-69
3a/10BUIbHA 3PO3YMUIICTh BIAMOBIAL (IOTIOBIII) Ta
KOMYHiKaIliiiHa cTpaTeris 3 xubamu (CymapHO He
peaizoBaHoO JeB’SITh BUMOT)
@parMeHTapHe BOJIOAIHHS MPOOIEMAaTHKOO Taly3i. 60-64
3a/10BUIbHA 3PO3YMUTICTh BIAMOBIAL (IOTIOBIII) Ta
KOMYHIKaIliiiHa cTpareris 3 xubamu (CymMapHO He
peamizoBaro 10 Bumor)
PiBen» kOMyHiKaIii HE3aOBITLHUN <60
Bionosioansnicms i agmonomin
+ YIIPaBIIIHHSI BinmiznHE BOJIOAIHHS KOMITETCHIIISIMA MEHEKMEHTY 95-100
CKJIATHOIO TEXHIYHOIO | OCOOMCTOCTI, OPIEHTOBAHMX Ha:
abo npogeciitHoO 1) ynpaBiiHHS KOMIUIEKCHUMU NPOEKTaMHU, 110
ISUTBHICTIO YU nepeadayae:
IIPOEKTaMU; - JOCTIAHUIILKUI XapaKTep HaBYAIbHOI MIsUTBHOCTI,
+ CIIPOMOXHICTb MO3HAYCHA BMIHHSM CaMOCTIHO OLIIHIOBAaTH PI3HOMAaHITHI
HECTH KUTTEBI CUTYaIl1, SBUINA, (aKTH, BUIBJIATH 1 BIICTOIOBATH
BIIOBIAAJIBHICTE 34 0COOWCTY TIO3HMIIIIO;
BUPOOJICHHS Ta - 3JaTHICTbH 70 poOOTH B KOMaH/II;
YXBAJICHHA PIIICHD Y - KOHTPOJIb BIACHUX JIIH;
HenependauyBaHux 2) BiANOBIAANBHICTh 32 IPUUHSTTS PIlICHb B
pobounx Ta/abo Herepen0auyBaHUX YMOBAX, 10 BKIIIOYAE:
HaB9aJIbHUX - OOIpYHTYBaHHS BJIACHHX PIllICHb MOJI0KCHHIMHU
KOHTCKCTaX, HOPMaTHBHOI 0a3M rajay3€BOoro Ta JIE€pP>KaBHOTO PiBHIB;
+ hopmyBaHHs - CaMOCTIMHICTh IMi/T YaC BUKOHAHHS TTOCTABICHNX
CY/UKEHb, 110 3aBJ1aHb;
BpaxOBYIOTH i - 1HIIIaTUBY B OOTOBOPEHHI IPOOIIEM;
COlliaJIbHI, HAYKOBI Ta . . : . )
) - BIJNOBITANBHICTh 32 B3aEMOBITHOCHHU;
€THYHI aCTIeKTH; . . . VAR
.. 3) BiAmoBiagbHICTh 32 MPodecitHUI PO3BUTOK OKPEMHX
+ Oprasizaris Ta . . i
i oci6 Tta/abo rpyn oci0, mo nepeadoayae:
KEpIBHHUIITBO . )
» - BHUKOPHCTaHHS MPO(HECIifHO-OPiIEHTOBHUX HABUYOK;
npodeciitHum . . .
. - BHUKOPHCTaHHS JJOKa3iB i3 CAMOCTIHHOIO i IPaBUIIHHOIO
PO3BHUTKOM 0Ci0 Ta .
) apryMeHTalli€lo;
Ipym; . : . .
. - BOJIOJIiHHS BCiMa BUJJaMH HABYAJIbHOI JisTHHOCTI;
+ 3/IaTHICTh 4 ' )
3/IaTHICTH J0 MOJANBIIOTO HABYAHHS 3 BUCOKUM PiBHEM
MIPOIOBXKYBATH ) 3A HO TIOA P
. ABTOHOMHOCTI, 1110 Tependavac:
HABYaHHSI 13 3HAYHUM ) )
CTyTICHEM aBTOHOMIT - CTyl'IlHI? BO.J'IOILIHH.SI byHIaMEHTAIEHUMU 3HAHHSMU;
- CaMOCTIHHICTb OLIHHUX CY/’KEHb;
- BHUCOKHUU piBEHb CPOPMOBAHOCTI 3arajbHOHABYATbHUX
YMiHb 1 HABHYOK;
- CaMOCTIMHUH MOIIYK Ta aHaji3 JKepen iHdopmarrii
YrieBHEHE BOJIOIIHHS KOMITETEHITIIMA MEHEDKMEHTY 90-94

0COOHMCTOCTI (HE peai3oBaHO 1Bl BUMOTH)
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Onuc . . Iloxa3uuk
KBatidikamiiinoro Bumorn 110. 3HaH.b, yMle/H.a.BI/I‘IOK, KO}.\jIyHlKaHll, P
pinHs BiamoBigajabHOCTI i aBTOHOMII
Jo6pe BOIOIHHS KOMIETSHITIIMA MEHEPKMEHTY 85-89
0COOHCTOCTI (HE peali3oBaHO TPU BUMOTH)
Jlo6pe BONOIHHS KOMIIETSHITIIMA MEHEPKMEHTY 80-84
0COOHMCTOCTI (HE peaai3oBaHO YOTUPH BUMOTH)
JloOpe BONOAIHHS KOMIIETCHIISIMA MEHE)KMEHTY 74-79
0CcOOHMCTOCTI (HE peaTi30BaHO IIICTh BUMOT)
3a10B1ITHHEBOJIOIIHHAKOMITETEHITI IMA MEHEIDKMEHTY 70-73
0COOHMCTOCTI (HE peai30BaHOCIMBUMOT)
3a10B1ITHHEBOJIOIIHHAKOMITETEHITI IMA MEHEIDKMEHTY 65-69
0co0uCTOCTI (HE peali30BaHOBICIMBUMOT)
PiBenn BiZlMOBIIaIBLHOCTI 1 aBTOHOMIT (hparMEeHTapHUN 60-64
PiBeHs BiMOBIAAIBHOCTI 1 aBTOHOMIT HE3aIOBLIILHUAN <60

6 IHCTPYMEHTU, OBJIAJHAHHSA TA ITIPOT'PAMHE 3ABE3IIEYEHHA

BukopucroByetbes naboparopHa 6a3a kadeapu O6e3nexu iHGopMarlii Ta TeIeKOMYHiKallii
(komm’10TepHE Ta MYJbTUMEIIHE O0TaTHAHHS).
JHucranuiitna miatgopma Moodle. Cucrema kepyBanns 6a3amu ganux MSOffice 365.

7 PEKOMEHIOBAHI JUKEPEJA THOOPMAIIT

7.1. OcHoBHi
"Hacking: The Art of Exploitation" by Jon Erickson
"The Web Application Hacker's Handbook: Finding and Exploiting Security Flaws" by
Dafydd Stuttard and Marcus Pinto
"Cybersecurity Essentials " by Charles J. Brooks and Christophe rGrow
"Practical Malware Analysis: The Hands-On Guideto Dissecting Malicious Software" by
Michael Sikorski and Andrew Honig
7.2. ’KypHaJim Ta CTATTI:
- IEEE Security&Privacy
Journal of Cybersecurity
- Security Focus
- Dark Reading
7.3. Beo-pecypceu:
- OWASP (OpenWeb Application Security Project) - pecypc 31 300py Ta momupeHHs
iH(dopmarrii mpo 3axucT BeO-10/1aTKIB
- SANS Institute - HaBuanBbHUH pecypc 3 KibepOe3neku Ta iHdhopmaliiHoi Oe3nexn
- Krebson Security - 65or npo kibepOe3neky Bia xypHanicta bpasuna Kpebca
- The Hacker News - HOBMHU Ta aHaJITHKa 31 CBITY KiOepOe3neku
7.4. Onnaitn niargopmu:
Coursera: "Cybersecurity Specialization" Big YHiBepcutety Mepinenna
edX: "Cybersecurity Micro Masters Program" Big PodecTepchkoro yHiBEpCUTETY
Udemy: "Complete Cyber Security Course: Beginner to Advanced" Bix Hetina Mepkena
- JlokyMmeHTaris Ta MaTepianu BiJ MPOBITHUX BEHIIOPIB 3 KibepOe3neKu:
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- JloxymeHnTariist Ta pykoBojcTBa kopuctyBaua Bix Cisco, Palo Alto Networks, Check
Point, Fortinet Ta 1HIMX MPOBITHUX BUPOOHUKIB 3 KIOEpOE3MEKH.
7.5. Indopmaniiini pecypcu
1. https://zakon.rada.gov.ua
2. TlomrykoBa cucteMa y 6a3i JeKIlii, HAyKOBUX CTaTel, HAaBYaIbHUX MOCIOHUKIB Ta
MiPYYHUKIB 3 yehorocBiTy / GoogleAkamemis - Pexxum moctymy 1o pecypey:
http://scholar.google.com.ua/
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HaBuanpHe BugaHHs

POBEOYA ITPOI'PAMA HABYAJILHOI JIJUCITATIJIIHA
«Kibepomnepartii» qys 6akanaBpiB
rany3si 3HaHb 12 [Hpopmariiiina 6e3neka

Po3po6uuku:
KoBanroBa IOmnis BikropiBaa
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