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1. AHorauisi 10 Kypcy

CTyneHTH OTPUMYIOTh TEOPETHYHI 3HAHHA 1 NPAKTUYHI HABUYKM 3 OCHOBHHX
OpUHOUTIIB 1MOOYA0BM Ta (YHKIIOHYBaHHS cucTeM iH(opMamiiiHoi Oe3rneku Ha piBHI
JIONMHM, CYCHIJIbCTBA Ta JEp)KaBH; OJCPXKYIOTh 3HAaHHSI NP0 apxXiTeKTypy MOOYa0BH
cucteMu iH(pOpMamiiHOT Oe3nekn, (yHKIIOHAIbHI MOXJIHMBOCTI MOAYIIB iH(pOpMAIiHOT
0e3meKu Ta iX ympaBIiHHS.

2. Mera Ta 3aBJaHHA KypCy

MeTa AUCHMILIIHU — OTIAHYBAHHS OCHOBHUMH TE€PMiHAMHU Ta KaTETOPISIMHU O€3MeKu
iHpopmarii, mpuHOKIIB 1 3ac00iB 3abe3meueHHs] 0coOMCTOI iHpOpMaIliiiHOi Oe3mexu Ta
Oesreku B 1HGOPMAIIMHUX CHCTEMaxX Ha MIAMPUEMCTBAX, OpraHi3allisXx Ta YCTaHOBaX Ha
piBHI iX BIATBOPEHHS JUIS MPAKTHYHOTO 3aCTOCYBAaHHS y MPOIEC] MiSIIBHOCTI Maiil0yTHHOTO
crerianicra 3 KibepOe3meKu.

3aBaranHsi Kypcynoysirae 'y (opMyBaHHI 37aTHOCTI 3700yBadiB BHINOI OCBITH
OOTpYHTOBAaHO BHUKOPHUCTOBYBATH 3HAHHS W00 3a0e3medeHHs Oe3neku iHdopmalii y
npodeciitHiii cdepi Ha OCHOBI CUCTEMHOTO i IXOY.

3. Pe3yabTaTu HAaBYaHHS

BonopitTu3HaHHAMH TIOAO TEXHOJOTIH 3axucTy iHQoOpMmamii Ta NPUHIUIAMH
moOyI0BH CHCTEM 3aXUCTy iH(pOpMaIrii.

3acTOoCcOBYBaTH B MpPaKTUYHIM MiSUTBHOCTI MEXaHI3MIB 3aXHCTY, 1[0 3aCHOBaHI Ha
BUKOPHCTAHHI aJTOPUTMIB TpaaMIiitHOT (cuMeTpuuHOi) Kpumnrorpadii Ta kpunrorpadii 3
BIIKpUTUM KJTFOYEM JUIsi 3a0€3MeUeHHsT aBTEHTUYHOCTI, IUTICHOCTI Ta KOHQIIEHIIIHOCTI
iHpOpMAIITHUX CHCTEM Ta TEXHOJIOTIH.

BupimyBatuzagaui y cdepiodesnexkuinpopmarii 3 BHUKOPUCTAHHSIM HOPMATHBHO-
paBoBoi0a3n YKpaiHU Ta MI>KHAPOIHOT03aKOHOAABCTBA.

4. CTpyKTypa Kypcy

JEKIIT
3micToBHUIT MOoayIb Nel

1. llonsiTTs indopmaniiiHoi 6e3neKu.

1.1 Ilonsattsa iHboOpMaIliiHOT Oe3meKn

1.2 3arposu iHpopmaIliitHoi 6e3neKu

1.3 [opymHuku iHpOpMaIiitHOi 6e3neKn

2. OpranizaniiiHuii Ta TexHiYHUi piBHI iHdopmaniiiHol Oe3neKkn
2.1 OcHOBHI KJ1acH 3aXOJiB OpraHi3alliifiHOro piBHS
2.2 ®i3uyHi 3ac00M 3aXUCTY

2.3 Kpunrorpadivni 3acobu 3axucty

3. Cucrema 3a0e3neyeHHs iHgopManiliHoOI Oe3nekH
3.1 TeopeTnuHi OCHOBH MOOYIOBH CHCTEM O€3IEKH.
3.2 Mogaeni 6e3nexu iHGOpMAIIHTHUX CUCTEM

3micToBHUIT MOTY b Ne2

4. 3akoHonaBYMii Ta aAMIHICTPaTUBHUIA piBHI iHPopManiiiHoi Oe3neKku
4.1 Ornsp 3aKOHOJABCTBA B Tany3i iHdopMaliiftHoi Oe3neku

4.2 Ormsn MbKHapOJHUX CTaHIAPTIB y ramysi inhopMariitHoi 6e3nexu.



MNPAKTUYHI 3AHATTSA

1.I'enepariiss TICEBIOBUMNAJAKOBUX IIOCHIIOBHOCTEH 3a JOMOMOTOK KOHTPYEHTHOTO
reHeparopa. Bu3HAUeGHHS MOXIMBOCTI 1X 3aCTOCYBaHHS Yy KpUOTOrpadiaHUX
MEePETBOPEHHSX.

2.'eneparniis  1CEBIOBUIIAKOBUX  TMOCTIAOBHOCTEH 3a  JIOMOMOIOK  JIHIHHOTO
PEKYpPEHTHOTO pEricTpy 3CyBy. BH3HaueHHS MOXIJIMBOCTI iX 3aCTOCYBaHHS Yy
KpUnTorpadpiyHuX MepeTBOPEHHSIX.

3.BupiiieHHs TpaKTUYHO-CUTYyaliiHUX 3agad y cdepi Oesnexku iHDopmalii 3
BUKOPUCTAaHHSIM  HOPMAaTUBHO-TIpaBOBOi  0a3u  YkpaiHu Ta  MDKHAPOJHOTO
3aKOHOJ]aBCTBA

5. TexniuHe 00J1afHAHHSA Ta/a00 NporpamMHe 3a0e3ne4eHH

HeoOximauit goctyn g0 cucremMu auctaHiinHoro HaBuaHHs HTY  «/IID».
AKTHBOBaHUI akayHT yHIBepCHUTETChKOI momtH (student.i.p.@nmu.one) Ha Odic365.

Texniune o0naHAHHS 10 MPAKTUYHUX POOIT:

[ncTpymenTH, obnagHaHHS Ta

Ne Hassa poSota nporpaMHe 3a0e3neueHHs, 110 '
poboTH 3aCTOCOBYIOTHCS TIPU TPOBEICHHI1
poboTtu
1 ["enepairist ICEBIOBUITAAKOBUX Komminstop C\C++
ITOCJIIZIOBHOCTEM 3a JIOIIOMOT'OKO
KOHTPYEHTHOTO

reHepaTopa.BuznaueHus
MO>KJIMBOCTI 1X 3aCTOCYBaHHS Yy
KpUNTOTpadiYHUX MEPETBOPCHHSX.

2 ["enepairist ICEBIOBUITAAKOBUX Komminstop C\C++
MOCIIITOBHOCTEHN 32 JOTIOMOT0I0
JTIHIHHOTO PEKYPEHTHOTO PETICTPY
3cyBYy. Bu3HaueHHsI MOXKIMBOCTI iX
3aCTOCYBaHHS y KpUNTOrpadiyHuX
NIEPETBOPEHHSX.

3 Bupimenns npakTuaHo- JIoCTyII 10 €JIEKTPOHHOTO
CUTyaIliiHUX 3a1a4 y cdepi 6e3nexu | pecypyhttps://zakon.rada.gov.ua
iH(pOpMaIlii 3 BUKOPUCTAHHIM
HOPMaTUBHO-IIPAaBOBOi 0a3u
VYkpainu Ta Mi>KHaAPOTHOTO
3aKOHOJIaBCTBA

6. CucreMa oiHIOBaHHS Ta BUMOTH

6.1. HapuyaabHi JgocsirHeHHsi 3700yBadiB BHMINOI OCBITH 3a pe3yJabTaTaMu
BHUBYCHHS KYPCY OLIHIOBATUMYTHCS 33 HIKAJIOIO, 1110 HABEJCHA HUKYE!

Pentunrosa mnikana [HCTHTYMIIHA TTIKaIa

90 - 100 BIAMIHHO




74 -89 106pe

60-73 3aJ0BUIBHO

0-59 HE3aJ0B1IBHO

6.2. 3100yBayl BUIIOI OCBITH MOXXYTh OTPUMATH MiICYMKOBY OLIHKY 3 HaBYaJIbHOI
JTUCIUILTIHA HA TM1ICTaBl TOTOYHOTO OI[iHIOBAHHS 3HAHb 32 YMOBH, SKIIO HaOpaHa KiIbKICTh
0aJTiB 3 MOTOYHOTO TECTYBAHHS Ta CAMOCTINHOT poO0TH cKianaTuMe He MeHIre 60 Gamis.

MakcumanbsHe OHiHIOBaHHHZ

[IpakTyHa yacTHHA
Teopetnuna I1pn Ilpn
p P p bonyc Pa3zom
yacThHA CBOEYACHOMY HECBOEYACHOMY
CKJIaJIaHH1 CKJIaIaHHI1
55 45 30 0 100

[TpakTiyHi po6OTH MPUIAMAIOTHCA 32 KOHTPOJBHUMH 3alUTAHHAMH /10 KOXHOI 3
pobotu. TeopeTnyHa yacTWHA OLIHIOETHCS 3a pe3ynbTaTamMu 37adl icnuty. KoxHuil Oiner
MICTUTD 2 TIUTaHHS.

6.3. Kpurepii oniHoBaHHA NMiACYMKOBOI po0oTH

PoGoTta moBMHHA MICTHTH PO3TOPHYTI BIAMOBIAI HAa Ba MUTaHHS OuIeTy. SKIIO
poboTa BUKOHYETHCS y MUCTAHLINHOMY pPEXHMi, TO BHIa4a HOMEpY OiieTa MPOXOIHUThH
yepe3 cuctemy MS Teams y 3a3HadeHiil BUKiajadyeM rpymi COUIKyBaHHsA. B TakoMy pexxumi
BUKOHaHa po0OTa MUIIETbCS BpYy4uHY, (hoTorpadyerbcs Ta BIACHIAETHCS HE EIEKTPOHHY
MOINTY BUKJIAJa4a y BIPOJOBXK BCTAHOBIECHOTO BUKIIAJAa4eM dYacy. 3a BHKOHaHY poOOTYy
HapaxoBYIOThCA Oamu:

55 6aam — gaHa po3ropHyTa BiANOBIIb HA /IBA MUTAHHS,

40 6aniB — nmaHa pO3rOpHYTa BIAINOBiAL HA OJIHE NMUTAHHSI, aje € MOMUIKHA TPHU
PO3TIISAI 1HIIOTO MUTaHHS, a00 € HECYTTEBI TOMIJIKH Y BiJIIOBISX HA JBA TUTAHHS;

25 0aJqiB — [gaHa IIOBHA BIAIOBIAL HA OJHE NUTaHHA a00 HA JBa IUTAHHA 31
3HAYHUMU TOMUJIKAMU;

15 0aJ1iB — BiZIOBIb HA OJHE MUTAHHS 13 3HAYHUMU TIOMUJIKAMHU;

0 6aJsiB — BiAMOBIII HAa MUTAaHHS BiJCYTHI a00 MOBHICTIO HEBipHIi, 200 poboTa 37aHa
HECBOEYACHO.

6.4. Kpurepii olliHlOBAHHSI MIPAKTHYHOI PO00OTH

3 KOXKHOI MpakTHYHOI PoOOTH 3700yBay BHUIIOI OCBITH OTPUMYE 3allUTAHHS 3
NepeiKy KOHTPOJIbHUX 3allUTaHb JI0 pOOOTH.

15 6aaiB — JloctaTHs 3p03yMiNTiCTh BIAMOBI I

10 6am — J{o6pa 3po3yminicTh BigHOBIi I

7 6a7m — 3a70BIIbHA 3pO3YMUIICTD BIATIOBIII

0 6asiB — He3agoBinbHA 3p03yMITICTh BIAMOBII1

7. IloaiTuka Kypcy

7.1. IlloniTnka moao0 akageMivHoi 100poYeCHOCTI
AkanemiuHa OOpOYECHICTh 3700yBayiB BHUIIOI OCBITH € Ba)KIHMBOK YMOBOKO IS
OTMaHyBaHHs pe3yJbTaTaMH HaBYAHHS 32 JUCLUIUIIHOIO 1 OTPUMaHHS 3aJ0BIJIHOT OLIIHKU 3
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MOTOYHOTO Ta IMIiJCYMKOBOTO KOHTPOJIB. AKagemiuHa J0OpouecHICTh Oa3yeThcs Ha
3aCy/KE€HHI TIPAKTUK CIUCYBaHHsS (BUKOHAHHS MUCHMOBUX POOIT 13 3a71y4E€HHSIM 30BHIITHIX
okepen 1H(opMalii, KpiM JJ03BOJICHHX [JIi BUKOPUCTaHHs), Iariaty (BiIATBOPEHHS
ormyOJiKOBaHMX TEKCTIB IHIIMX aBTOpiB 0e€3 3a3HaueHHS aBTOpPCTBA), (adpukarii
(BuragyBaHHS JaHUX 4¥ (DAaKTiB, 10 BUKOPHCTOBYIOTHCA B OCBITHHOMY Tporieci). [lomituka
IOZ0 aKaaeMIYHOI JO00pOYECHOCTI PETIaMEeHTYEThCsS TMOJIOKeHHsM "[lojoxeHHs Tpo
cucTeMy 3aro0iraHHs Ta BUABIICHHS Iiariaty y HamioHanbHOMY TEXHIYHOMY YHIBEPCHTETI
"uinpoBcrka mositexnika'. https://cutt.ly/IBesJEc.

Y pasi mnopymieHHs 3100yBaueéM BHINOI OCBITH akaaeMidyHOi J0OpOYecHOCTI
(cnucyBaHHs, Tutariat, ¢alOpukarisi), poOOTa OIIHIOETHCS HE3aJ0BUIBHO Ta Mae OyTH
BUKOHaHa TOBTOpHO. [IpyM mpomMy BUWKIamad 3ajHIlaE 3a COOOK TPaBO 3MIHUTH TEMY
3aBJIaHHS.

7.2.KomyHikauiiiHa MoJiiTHKa

3n00yBayi BUIIO1 OCBITH MOBUHHI MaTH aKTUBOBAHY YHIBEPCHUTETCHKY IIOIITY.

VYci muchMOBi 3alHUTaHHS 0 BHKIAJa4iB CTOCOBHO KypCY MAarOTh HAJICHIATHCS Ha
YHIBEPCUTETCHKY €JIEKTPOHHY IOILTY.

7.3. IToJqliTKA 1010 NMEePeCKIATAHHSA

Pob6otu, siki 37a10ThCs 13 TOPYIICHHSM TEPMiHIB 0€3 MOBaKHUX MPUYHUH OLIIHIOIOTHCS
Ha HIWKYy OIiHKY. [lepeckiananHs BiIOyBaeThCsA 13 J03BOJY JCKAaHATy 3a HasSBHOCTI
MOBAXHUX IIPUYMH (HAIPUKIIAJ, JIIKAPHIHUM).

7.4 IloniTHKa 11010 OCKAPKEHHS OL[iIHIOBAHHA
Sxmo 3100yBay BHUIOI OCBITM HE 3rOJIEH 3 OLIHIOBAaHHSAM HOro 3HaHb BIH MOXE
OIIPOTECTYBATH BUCTABIIEHY BUKJIAJAaueM OLIHKY Yy BCTAHOBICHOMY MOPSIKY.

7.5. BinBinyBaHHS 3aHATH

Jlnist 3m00yBaviB BUIIOI OCBITH J€HHOI ()OPMU BiABIAYBAaHHS 3aHITH € 000B’I3KOBHM.
[ToBaxkHUMH TIPUYMHAMH JIJIST HESIBKH Ha 3aHATTS € XBOp0oOa, y4acTh B YHIBEPCHTETCHKUX
3axojax, akajgeMiyHa MOOUIBHICTB, SIKI HEOOXIJHO MiATBEpKyBaTH AoKymeHTamMu. IIpo
BIJICYTHICTh Ha 3aHSTTI Ta MPUYMHH BIJICYTHOCTI 3100yBad BHINOI OCBITH Ma€ MOBIJOMHUTH
BHKJIaJia4a abo ocobucto, abo yepe3 CTapocTy.

3a 00’€KTUBHMX MPUYUH (HANPHKIAZ, MDKHApOJHA MOOUIHHICTH) HaBYAHHS MOXKE
B110yBaTHUCh B OH-TIaliH (DOpPMI1 3a MOTOKEHHSIM 3 KEPIBHUKOM KYPCY.

8 PexomenaoBaHi xxepesa inpopmauii

8.1. OcHoBHi

1. OcHoBu iH(opmaniiinoi Oe3neku : HaBd. noc. / Jyaukesud B. b., Xopomko B. O.,
SApemuyk 1O. €. — Binnung : BHTY, 2018. - 316 c.

2. Indopmariiiina 6e3neka. [ligpyunuk / B. B. Octpoyxos, M. M. Ilpucsxuiok, O. 1.
dapwmareii, M. M. UexoBchka 1a iH.; mifg pea. B. B. OctpoyxoBa — K.:Bugasaunrso Jlipa-K,
2021.-412c.

3. Bypsiuok B. JI. OcHoBu iH(hopmariiitHOi Ta KibepHeTndHOI Oe3neku. [HaByansuuii
nociouuk]. / B. JI. Bypsiuok , P. B. Kupuuok, I1. M. Cxnagannuii — K. , 2018. — 320 c.

4. Indopmarniitna 6e3nexa : HaBd. [lociOonuk / FO.5. bo6ano, 1.B. T'opbaruit, M./I.
Kicenmuuuk, A.Il. bonmapes, C.C. Boiirycik, A.f. T'opmnenrok, O.A. Hemxopa, .M.
Kypasens, b.M. bepestok, €.1. SAkoenko, B.I. Otrenko, [.5. Tumuk; 3a 3ar. pea. ApaTexH.
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Hayk, ipod. FO.4. bobana Ta a-pa tex. Hayk, gou. [.B. 'opbaroro. — JIsBiB : BumaBHHITBO
JIpBiBCBKOI nmomiTexHiku, 2019. — 580 c.

5. Indopmarmiiina Oe3neka nepxaBu : miapydauk / [ B.M. Ilerpux, M.M.
[Mpucsokurok, JI.C. Menphuk Ta iH. | ; B 2 1. — T.1. / 3a ar. pexa.. B.B. OctpoyxoBa. — K. :
JHY «Kamxkoa nanata Ykpaina», 2016. — 264 c.

8.2. Indopmaniiini pecypcu

1. https://zakon.rada.gov.ua

2. IomrykoBa cuctema y 0a3ijekiliii, HAyKOBHX CTaTei, HABYAIbHUX IMOCIOHUKIB Ta
MIAPYYHUKIB 3 ycboro cBiTy/GoogleAkagemis - Pexum jgoctymy 10 pecypcy:
http://scholar.google.com.ua/




