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1. AHorauisi 10 Kypcy

IIporpaMHi Ta amapaTHI METOOM 3aXWUCTy iHdGopMmamii - Iie AUCHMILIIHA I BUBYEHHS
CHCTEMHHX Ta MPUKIATHUX METO/IB, K1 MPU3HAYEHI IS 3aXUCTY iH(OopMaIlii, 10 IepeaaeThCs M0
TeJIeKOMYHIKaIliiHuM KaHanaMm. Haitgacrimie nporpaMHi 3acoOu 3aXucTy iHPOpMAIIii 3aCTOCOBYIOTh
JUIsl BUKOHAHHS TaKUX MPOIIECiB K i1eHTH]IKallis i aBTeHTU(iKallis KOPUCTYBadiB, pO3MEKYBaHHS
JOCTYITy KOPUCTYBaviB 70 1HGOPMAIIIITHOT MEpeki, MapoabHUI 3aXUCT 1 MepeBipka MOBHOBAKEHD,
mmdpyBanHs iHpopMmamii, a TakoX ii 3aXUCT BiJl HECAHKIIOHOBAHUX 3MiH, 3YUTYBaHHS,
KOIIIFOBaHHS.

2. Merta Ta 3aBIaHHS KYpCY

Mera AuMCHMIUIIHM — 3aKJIacTH TEPMIHOJOTIYHUN (yHIAMEHT, HaBUUTH 3100yBayiB
MPaBUJILHO MPOBOJUTH aHATI3 MOTrpo3 iH(OpMaIliiiHii Oe3meli, OCHOBHUM METOJIaM, TPHUHIIUIIAM,
alropuT™MaM Ta 3acobaM 3axHcTy iH(popMalii B KOMITIOTEPHHUX CHUCTEMax 3 ypaxXyBaHHSIM
Cy4acHOTO CTaHy Ta NIPOTHO3Y PO3BUTKY METOJIB Ta 3acO0IB 3MIMCHEHHS MOTPO3 31 CTOPOHH
MOTEHIIHUX MOPYIIHUKIB.

3aBAaHHA KYpCYy - B pe3yJibTaTi BHBUEHHSI KypCy acIlipaHTH TOBHHHI BHUBYHTH: METOIHU
3a0e3nedeHHsT (YHKIIOHYBaHHS CHEIIaJbHOTO MPOrPaMHOr0 3a0e3MedeHHs MO0 3aXUCTy JaHUX
BiJl pyHHYIOUMX MPOTPaMHHUX 3acO0IB Ta MPOBOJIUTH aHali3 €(pEeKTUBHOCTI CHCTEM BUSBJICHHS Ta
MPOTH/II1 HECAHKIIIOHOBAHOMY JTOCTYITY 0 PECYPCIB 1 MPOIIECIB.

3. Pe3yabTaTh HABYAHHSA:



OTpumaHHA 3HaHb Ta HABUYOK Y BHUKOPHCTaHHI CY4YacHHX METOAIB PO3pPOOJICHHS
MporpaMHUX 3ac001B 3aXUCTy 1H(POPMAIIii Ta CHHTE3y KOMIUICKCIB 3aC001B 3aXUCTy 1H(pOpMAaIIii.

VY pesynbTari HaBYaHHS aCIMipaHTU HABYATHCS: 3aCTOCOBYBATH METOJM MATEMaTHYHOTO Ta
KOMIT FOTEPHOTO MOJICTIOBAHHS I BUPINICHHS IIHPOKOTO CHEKTPY 3amad iHdopmaliiiHoi Ta
kibepOe3neku, BuUOMpaTH 3aco0M IHPOPMALIHHUX KOMII'IOTEPHUX TEXHOJOTIH Ui 3aXHCTy
MPOTPaMHOTO 3a0€3TCUCHHS.

4. CTpyKTypa Kypcy.

Oo6csar
Buau Ta TeMaTuKka HaBYaJIbHUX 3AHATH CKJIAI0BHX,
200UHU
JIEKIIII 60
Tema 1. ba3osi nonsiTTst iHgopManiiiHol 6e3nexkn 6

OcHOBHI TOHATTS. 3axuCT iHQopMallii Ta HOro OCHOBHI 3aBIaHHS.
Knacudikamist 3arpo3 st indopmarii ta ix mkepen. IToHATTS mpo
iH(popMartiro 3 ooMexxeHuM gocTynoM. CTPYKTypa MONITHKA Oe3MeKn
Ta il OCHOBHI YaCTHHU.

Tema 2. MexaHi3Mu i NOJITUKH PO3MeKYBAHHS MPAaB A0CTYIY 6
TCSEC - nepmmii cTanapT y raiy3i OLiHKA 3aXHUIIEHOCTI

koMt roTepHnx cucteM. Common Criteria - €BpONeHChbKUN CTaHIAPT
y rajry3i OLiHK{ 3aXMIIEHOCTI KOMII IOTEPHUX CUCTeM. Bumorn
nosipu. HJ[ T3I 2.5-004-99 "Kputepii OmiHKH 3aXUIIEHOCTI
iHpopMaii y KOMII'FOTEPHUX CUCTEMaXx BiJl HECAHKIIIOHOBAHOTO

T0CTyny"

Tema 3. lllnppyBanHs 1aHUX. 6
OcnogHi nousATTs podotu K. [llennona "Teopist 3B’ 513Ky

B CekpeTHHX cucreMax'. CUMeTpUYHI, aCHMETPUYHI Ta KOMOIHOBaHI1
KPHIITOCUCTEMH. IX TlepeBaru Ta HeIOMiKHy.

Tema 4. CucreMn 3aXHCTy IPOrPaMHOro 3a0e3ne4eHHsl. 6
Merta 1 IOIITBHICTh BUKOPUCTAaHHS cucTeM 3axucty. Kmacudikarris
cucTteMu 3axucty inpopmarii. [lakyBansHuku/mudpatopu. Cucremu
3aXUCTY BiJl HECAHKI[IOHOBAHOTO KomitoBaHHSI. CUCTEMHU 3aXHUCTY BiJl
HECAHKIIOHOBAaHOTO  A0oCcTyny. OCHOBHI  QJTOPUTMH  3aXHUCTY
MIPOTPaMHOTO 3a0€3TCUCHHS.

TeMma 5. Po3noBcIOIKEeHi THITH 3aXHUCTIB Ta iX HeTOJIIKH. 6
OCHOBHI BHMOTH JO0 PO3POOKH CHUCTEM 3axHCTy. Po3moBcromxeHi
THIIY 3aXUACTIB Ta X HEAOIIKH

Tema 6. 3aco0u MOA0JIAHHS CHCTEM 3aXUCTY. 6
[Tpo6nema icHyBaHHS 3aC001B 371aMy 3aXUCTIB IPOrPAMHOTO
3abe3nedyeHns. Knacudikaiiis 3aco0iB MOI0JIaHHS CHCTEM 3aXUCTY
porpaMHOTo 3a0e3nedeHHs. [IporpamMu po3makyBaHHS,
nemupyBaHHS Ta KPUMTOAHAIIZY.

Tema 7. OcnoBHi nousaTTss OC, He0OXiaHI 1J151 CTBOPEHHS CHCTEM 6
3aXHCTY.

Cknan onepartiitnoi cuctemu. BIOS. CMOS. IlepepuBanHss, X poJib i
mpoleaypa 3BepTanHs B mporpamax. Podora 3 quckamu Ha
(hiI3UYHOMY piBHI.

Tema 8. 3arajbHi NpUHIMITK 3aXHCTY NPOrPaM Bij 6
HECAHKIIOHOBAHOI0 JOCJiIKEeHH.

[Tpuniunu moOya0BHU CUCTEM 3aXHCTY Ta iX QyHKUii. OCHOBHI
MEeTOAM Ta 3aco0u JociikeHHs nmporpam. Criocodu BOyI0ByBaHHS
3aXMCHUX MEXaHi3MiB B porpamHe 3ade3neueHHs. CTpyKTypa
Iporpam, 3axXUIIeHUX BiJ TOCITIPKCHHS.




Oo0csar

Buau Ta TeMaTka HaBYAJbLHHUX 3aHATH CKJIAI0BUX,
200UHU
Tema 9. 3axucT Big Au3aceMOII0BaHHS. 6

HeoOXiaHIiCTh 1 AOLUIBHICTD 3aXUCTY BiJl AU3aceMOTIOBAHHS.
OcCHOBHI METOIM MPOTHU/IIT AU3aceMOTIOBaHHIO TTporpam. [IoHaTTs
o0(yckariii Ta Horo BUIH.

Tema 10. 3axucT BiJl HECAHKIIOHOBAHOT 0 HAJIATO/I’KYBAHHS 6
Ornsp 1 kinacugikariis HalaropKyBadiB. 3aXuCT BiJl HAJIAro[)KyBayiB
peasibHOrO pexxumy. bopoTr0a 3 HamaropKyBauaMu 3aXUIIEHOTO
pexxumy. JlonaTKoBI NIPUIOMHU aHTHHANIATOKYBAJIBHOTO
MIpOrpaMyBaHHs.

INPAKTUYHI SAHATTA 60

IIpakTuuna podora Nel 20
Tema: Po3mexyBaHHSI TOBHOBaKeHb KOPHCTYBa4iB HA OCHOBI
napoJbHoi ayTeHTHdiKamii.
Merta po6oTu: Po3pobka nporpamu po3mMeKyBaHHSI TIOBHOBa)KEHb
KOPHCTYBaYiB Ha OCHOBI MapOoJIbHOT ayTeHTU(IKALIi.
3aBnanus: Po3pobutu nporpamy po3mMeKyBaHHS TOBHOBaYKEHb
KOPHCTYBaYiB Ha OCHOBI NMapOJIbHOT ayTeHTU(IKALIi.

IIpakTuuna podora Ne2 20
Tema: JloryBaHH# Aill KOPUCTYBa4iB y NPOrPaMHHUX CHCTEMax.
Merta po6oTH: 3aCBOITH METOJUKY Ta OTPUMATH NPAKTUYHI HABUKU
PO3pOOKHM TpOIIETyp JOTYBaHHS il KOPUCTYBAviB HA MPUKIAIi
migcucteM ineHTrudikaiii Ta ayreHTHDIKAIlT KOPUCTYBAYIB 13
BaXKOOOOPOTHUMHU OJJHOHANPSMIIEHUMH XeII-(PyHKIISIMU.
3aBnaHHsA: Y IOCKOHATIUTH po3poOJieHy B abopaTopHiid podoti Ne 1
NPOTPaMHy CHUCTEMY 3 METOI0 MOKpamieHHs (QyHKIil imeHTHdikarii
Ta ayTeHTU(IKaIlli KOPUCTYBaAYiB.

IIpakTnyna podora Ne3 20
Tema: MeToau 3aXHCTy NPOrPaMHOIO 3a0e3Me4YeHHsl.
Merta poboTu: Onep:kaTu NpakTHUHI HABUKH peasti3allii allrOpuTMiB
3aXHUCTY IPOTPAMHOTO 3a0€3MeUeHHS JJIsl HAaHTOMUPEHITHX
MOJIENIEN PO3IOBCIOIKEHHS.
3aBnanus: 1. Po3poOutu nmporpamuuii mpoaykT (a00 yIOCKOHATUTH
I13 po3pobiiene B momnepeaHix 1abopaTOpHUX poOOTax), 10 BUKOHYE
MiHiMyM 10 GyHKIIN (U1 TPpUKIIany - BIIKPUTTS (aiiy,
30epexeHHs ¢ailny, 10BiJKa, IPYK, MEPersl mapameTpis Qaiity,
TIOIIYK Ta 1HIIII).

Pazom 120

5. TexniuHe 00J1afHAHHSA Ta/a00 NporpamMHe 3a0e3ne4eHH

TexHiyH1 3aco0M HaBYaHHS: MYJbTUMEIIHHI Ta KOMIT IOT€PHI MPUCTPOI.

[Iporpamui 3acobu aucranuiiHoi oceitu: MS Office 365, MS Teams,
nucTaHIiHa wiatgopma Moodle.

[laker npuxmagaux nporpam Matlab&Simulink 2015 1 Bume (HaB4aibHa
0€3KOIITOBHA BEPCIs).



6. CucTeMa OiHIOBAHHSA TA BUMOTH

6.1. HaBuaabHi JoCATHeHHs1 3700yBadiB BHIIOI OCBITHM 3a pe3yJbTaTaMH
BHUBUYCHHS KYPCY OI[IHIOBATUMYTKCS 32 IIKAJIOK0, 1[0 HABEJICHA HUKYE:

PeliTnHrosa mkaia [HCTHTYIIiHA TIKaTa
90 - 100 BIAMIHHO
74 - 89 n00pe
60 -73 3aI0BLJIBHO
0-59 HE3aJ0BUIBHO

6.2. 3100yBayl BUIIOI OCBITH MOXXYTh OTPUMATH MiICYMKOBY OLIHKY 3 HaBYaJIbHOI
JUCIUILIIHYA Ha T1JCTaB1 MOTOYHOTO OI[IHIOBAHHS 3HaHb 32 YMOBH, SIKIIIO HaOpaHa KUTBKICTh
0aJIiB 3 MOTOYHOTO TECTYBAHHS Ta CAMOCTIIHOT poOO0TH cKianaTuMe He MeHIre 60 Oamis.

MakcumaibHe OHiHIOBaHHHZ

IIpakTyHa yacTrHa
Teopetnuna IIpu Ilpu
p P p bonyc Pazom
YyacTHUHA CBOE€YACHOMY HECBOEYACHOMY
CKJIaJaHHl1 CKJIaJaHHI
53 42 30 5 100

[IpaktuyHi pobOTH TPUHMAIOTHCS 32 KOHTPOJBLHUMH 3alUTAHHAMH JIO KOXHOI 3
pobotu. TeopeTnyHa yacTWHA OLIHIOETHCS 3a pe3ynbTaTamMu 37adl icnuty. KoxHuil Oiner
MICTHTb 2 MIUTAHHS.

6.3. Kpurepii oiHlOBaHHS MiACYyMKOBOI po00TH

PoGoTta moBWHHA MICTUTH PO3TOPHYTI BIAMOBIII Ha JBa MUTaHHSA Outery. SKio
poboTa BUKOHYETHCS y MUCTAHLIMHOMY DPEXHMi, TO BHIa4a HOMEpY OiieTa MPOXOJHUThH
gyepe3 cuctemy MS Teams y 3a3HaueHiil BUKIaJa4eM TPy CiIKyBaHHS. B TakoMy pexxumi
BHKOHaHA po0OTa MUIIETHCS BPY4YHY, (poTorpadyerbcs Ta BIACHIAETHCS HE EIEKTPOHHY
MOIITY BUKJIAJaya y BIPOJOBK BCTAHOBJICHOTO BUKJIaJaueM 4Yacy. 3a BHKOHaHY poOOTYy
HapaxoBYIOThCA Oamu:

53 6aam — nana po3ropHyTa BiAMOBIIH HA IBA TUTAHHS,

40 6amiB — nmaHa poO3rOpHYTa BIANOBIAL HA OJIHE IMUTAHHS, ajié € MOMMJIKH TPH
PO3TIISAI 1HIIOTO MMUTAHHS, a00 € HECYTTEBI TOMIJIKH Y BIJIIOBISX HA JIBA TUTAHHS;

25 0ajiB — gaHa IIOBHA BIAIIOBIAL HA OJHE IHWTAaHHA a00 HAa JBa IMHUTAHHS 31
3HAYHUMH OMHJIKAMU,

15 6axiB — BIANOBIAb HA OJIHE MUTAHHS 13 3HAYHUMH ITOMUJIKAMU,

0 6aJsiB — BiAMOBiNI HAa MUTAaHHS BiJCYTHI a00 MOBHICTIO HEBipHI, a00 poboTa 37aHa
HECBOEYACHO.

6.4. Kpurepii olliHIOBAHHSI IPAKTHYHOI PO00OTH

3 KOXHOI MPakTUYHOI POOOTH 3700yBad BHINOI OCBITH OTPUMYE 3alUTaHHS 3
NepesTiKy KOHTPOJIBHUX 3alUTaHb 0 POOOTH.

14 6aaiB — [locTaTHs 3p03yMITICTh BIAMOBIII

10 6am — J{o6pa 3po3yminicTh BiANOBI I

6 6asm — 3a10BUTEHA 3PO3YMUTICTh BIATIOBI1

0 6asiB — HezagoBiibHA 3p03yMITICTh BIAMOBII1




7. IloaiTuka Kypcy

7.1. IosiTnKa 010 aKa/1IeMi4YHOI JOOPOYECHOCTI

AkaznemiuHa OOpOYECHICTh 3M00yBayiB BHUIIOI OCBITH € Ba)KIMBOK YMOBOKO IS
ONaHyBAaHHA Pe3yJbTaTaMH HaBYAHHS 32 JUCIUILUIIHOIO 1 OTpUMaHHS 33J0BLIBHOI OLIHKH 3
MMOTOYHOTO Ta IiJICYMKOBOTO KOHTPOJIB. AKaaeMiuHa JI0OpOYecHICTh 0a3yeTbcs Ha
3aCy/KE€HHI IPAKTUK CIUCYBaHHsS (BUKOHAHHS MUCHMOBUX POOIT 13 3a71y4E€HHSIM 30BHIITHIX
mkepen iH(opmamii, KpiM JO3BOJCHHMX [UIS BUKOPUCTAHHS), IUiariaty (BIATBOPEHHS
ormyOJiKOBaHMX TEKCTIB IHIIMX aBTOpiB 0e3 3a3HaueHHS aBTOpPCTBA), (adpukarii
(BuTamyBaHHS MaHWX 4M (PaKTiB, IO BUKOPUCTOBYIOTHCS B OCBITHROMY Tiporieci). [TomiTuka
MIOA0 aKaAeMIYHOI JOOpPOYECHOCTI periIaMeHTyeTbes MoyokeHHsM "llomoxeHHS mpo
cucTeMy 3aro0iraHHs Ta BUABIICHHS Iiariaty y HamioHanbHOMY TEXHIYHOMY YHIBEPCHTETI
"IHiMpOBCHKa mosiTexHika'. http://www.nmu.org.ua/ua/content/activity/us_
documents/System_of prevention_and_detection_of plagiarism.pdf.

Y pasi mnopymieHHs 3100yBaueéM BHINOI OCBITH akaaeMidyHOi J0OpOYEeCcHOCTI
(cnucyBaHHs, Tuiariat, ¢aOpukarisi), poOOTa OIIHIOETECS HE3aJ0BUIBHO Ta Mae OyTH
BUKOHaHa MOBTOpHO. [lpu 1bOMy BHKJIaJau 3ajiMIlae 3a COOOK MPaBO 3MIHUTH TeMY
3aBJIaHHS.

7.2.KomyHikauiiiHa MoJiiTHKa

3100yBayi BUIOT OCBITHU MOBHUHHI MaTH aKTUBOBAaHY YHIBEPCUTETCHKY IOIITY.

VYci muchMOBi 3alMTaHHS 0 BHKJIAJa4iB CTOCOBHO KYpCY MAarOTh HAJICHIATHCS Ha
YHIBEPCUTETCHKY €JIEKTPOHHY TOIITY.

7.3. IToJqliTKA 1010 NMEePeCKIATAHHSA

PoGotn, siki 31a10ThCA 13 TOPYIICHHSAM TEPMiHIB 0€3 MOBAXHUX MPUYHH OI[IHIOIOTHCS
Ha HIWKYy OIiHKY. [lepeckiamanHs BiIOyBaeThCsA 13 J03BOJY JCKAaHATy 3a HasSBHOCTI
MOBKHUX MPUYHH (HATPUKIAd, JTIKApHIHUK).

7.4 IloniTHKa 11010 OCKAPKEHHS OL[iIHIOBAHHA
Sxmo 3100yBad BHIOi OCBITM HE 3TOJIEH 3 OLIHIOBAaHHSAM HOro 3HaHb BIH MOXE
OIIPOTECTYBATH BUCTABIIEHY BUKJIAJAaueM OLIHKY Y BCTAHOBICHOMY MOPSIKY.

7.5. BinBinyBaHHS 3aHATH

Jl1s1 3mo0yBaviB BUIO1 OCBITH JIEHHOI ()OPMH BiABIYBaHHS 3aHSTh € 00OB’ I3KOBUM.
[ToBaxkHUMH TIPUYMHAMH JIJIST HESIBKH Ha 3aHATTS € XBOp0oOa, y4acTh B YHIBEPCHTETCHKUX
3axojax, akajgeMiyHa MOOUIBHICTB, SIKI HEOOXITHO MiATBEpKyBaTH AoKymeHTamMu. IIpo
BIJICYTHICTh HA 3aHATTI Ta MPUYMHU BIACYTHOCTI 3400yBau BUINOI OCBITU Ma€ MOBIAOMHUTH
BHKJIaJia4a abo ocobucto, abo yepe3 cTapocTy.

3a 00’€KTUBHUX TPHUYMH (HANPUKIAA, MIKHAPOJHA MOOUTHHICTH) HABYAHHS MOXKE
B110yBaTHUCh B OH-TIaliH (DOpPMI1 3a MOTOKEHHSIM 3 KEPIBHUKOM KYPCY.

7.6. bonycu

Hamnpukiniii BUBYEHHS Kypcy Ta Tepes MmoyaTKoM cecii 37100yBada BHINOI OCBITH
Oyae 3ampoIlOHOBAHO AaHOHIMHO 3alOBHUTH eleKTpoHHI aHkeTH (Microsoft Forms Office
365), siki Oyzae po3icaaHO Ha Balli YHIBEPCUTETCHKI MOIMITOBI CKPUHBKU. 3alIOBHEHHS aHKET
€ BaXJIMBOIO CKJIAJOBOIO BalllOl HaBYAJILHOI aKTHBHOCTI, IO JIO3BOJIUTH OL[IHUTH JI€BICTH
3aCTOCOBAHMX METO/IIB BUKJIQJIaHHS Ta BPaxyBaTH Ballli MPOIO3UIlii CTOCOBHO MOKpAIICHHS



3MiCTy HaBYQJIBHOI IMCIUIUTIHU. 32 y4acTh Yy aHKETyBaHHI 3/100yBad BUIIOI OCBITH OTPUMYE
S 0auiB.
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