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Kabanos A.O. crygenr rp. Ybir-15-1
Haykosnii kepiBank: KoBanbosa FO.B., acucrenrt kadeapu G6e3nexu ingopmanii Ta TeJIeKOMyHiKaLii
(Hayionanvnuti mexuiunuil ynisepcumem "/{ninposcoka nonimexuixa", m. /[ninpo, Yrpaina)

BIIJIUB KIBEPATAK HA ®YHKIIIOHYBAHHS JEP KABHUX YCTAHOB

Anomayisn: Cyuacuuii ceim noeuicmio nepetiuiog 6 ingopmayitinuti npocmip, oe IT indycmpis
NOBHICMIO NO2TUHYAA 8CT chepu sHcummedisivhocmi. Ingopmayis € ocHosHUM 08UcyHOM npozpecy i 6i0 il
HAOAHHS 3aNeHCUMb 3a2albHa Kapmuna ceimy. ¥V 38'a3Ky 3 yum, came ingopmayitine noje € Kir0408UM
00'exkmom 05 6naugy 3306Hi. 3 02150y Ha MeHOeHYil po38UMKY IHGhopmayilino-Komn tomepnoi cghepu came
nonepeodiceH s Kibepamax € npiopumemuum HanpsamKom OJisk HaYloHAIbHOI be3neKku Kpaitu.

Crarrero 1 3akony Ykpainu «IIpo ocHOBHiI 3acamu 3a0e3mneucHHs KiOepOesmeku Ykpainm» [1]
BU3HAUEHO, L0 Mij] KiOepaTakol pPO3yMIe€ThCs CIpsIMOBaHI Iii B KiOepmpocTopi, skl 3A1MCHIOIOTHCA 13
3aCTOCYBaHHSIM €JICKTPOHHUX NPUCTPOIB Ta HANpaBlIeHI Ha JOCSTHEHHS MEBHUX MUICH: MOPYIICHHS
LUTICHOCTI, JTOCTYIMHOCTI Ta KOHQIACHIIMHOCTI €NeKTPOHHMUX I1H(OpMaIiiHUX pecypciB, MOPYIIECHHS
Oe3rnexkn (PyHKI[IOHYBaHHSI TEXHOJOTIYHUX cucTeM Ta iH. L[ikaBo, M0 1€l 3aKOH BCTYNUB B IO ITICTIS
MOYaTKy MacOBHX KibepaTak Ha TepUTopii YKpaiHu.

IcayroTh pi3Hi 111 1 pi3HI cTOcOOU TpoBeieHHs KibepaTak. HallOip1 HeOe3neUHNMU 1S ePIKaBHUX
i komepiriiiHuX yctanoB € DOS (BimmoBa B o06ciyrosysanti) i DD0S (po3noainenuii DOS) mepexesi aTaku.
Ili araku chnpsMoBaHi Ha Te, 100 3pOOUTH HEMOMJIMBHUM OOCIYTOBYBAaHHS CHCTEMOIO CIIPaBXHIX
KOpHCTYBaYiB.

DoS-araka Moke mpuU3BECTH A0 BEIMKUX 30MTKIB KOMITaHil, JISUTBHICT SIKUX HAMPAMY 3aJICKHUTh Bi
pob6oTu 3 KimieHTamu. HailOoimbn po3noBCIOKEHUM METOI0M MPOBEACHHS € HaBEACHHS Ha 00’ €KT aTaku
PI3HHUMHU TIPOTOKOJIAMH, 00pOOKa SKUX 3MYIIIYE CUCTEMY BHKOPHUCTOBYBATH BCl HAasBHI OOYMCIIIOBAJIbHI
pecypcH.

DDoS-ataka BUKOPHCTOBYE TaKMii CaMWUW METOJl, TUITbKM B TPOIECI aTaK¥ 3aJlydeHHH HE OJUH
KOMIT'FOTep, a MHOXKHKHA. ApxiTekTypa DD0S-ataku 3a3Buuaii ckinagaetses 3 3 piBHIB. Kepye Bcima aissmMu
1 koMmMm’roTep, SKUH 3HAXOAWTHCS HA BEPUIMHI TaKk 3BaHOI «mipaMigu». 3 HBOTO IMPOBOJUTHCS
HECaHKI[IOHOBaHE BCTAHOBJICHHS mMporpaMu (ITiJ] HA3BOI «MaiCTEp») Ha JCKUIbKa KOMII IOTEpIB, SKi
npaioioTh B [HTepHeTi. HecankijioHoBane BCTaHOBJIEHHS «MalCTpa» BiIOYBAEThCS Yepe3 HEIOCKOHATICTh
[13 (HanmpukiIaa 3a JOMOMOTO KOMIT FOTEPHOTO XpoOaka).

KoMmm’rotepu, siki Bxe 3apas3uiiucs II€0 Mporpamoro, 3 ii JOMOMOTOI0, 3apaXaroTh IPOTPamMoro
«IEMOH» JAECATKH YU COTHI KOMIT IOTepiB, 3 AkuX 1 Oyae Bectuck DDoS-aTaka.

[TpunHnun po6oTu i€l KibepaTaku MojsArae B HACTYIMHOMY: 3 KOMII'IOTepa MePIIOro PiBHS MOJA€THCS
KOMaHJa «MaiicTpam». Big HUX [ KOMaHJa TPAaHCIIOETHCS «IEMOHaM» 1 TI OJHOYACHO aTaKyIOTh
3a37aJeriap 00paHuii 00’ €KT.

Tax, Hanpukiaa, oqHa 3 MEpIIMX KibepaTak Ha YKpaiHChbKI JepKaBHI YCTaHOBU BinOyjacs B TpaBHi
2014 poxy Ha cepep LIBK min uac npe3unentcbkux Bubopis. Hacniaku BusBuiucs Baromumu: DDoS-
aTaka mpussena J1o 3iomy caiity [IBK i1 myOnikyBaHHIO IOMUJIKOBUX pe3yibTaTiB TosiocyBaHHs. OTpuMaHi
JIaH1 0JIpa3y MoYajay 03By4yBaTH B HOBMHAX IIBHIYHOI KpaiHU-cyciza.

B rpynni 2016 poky BigOynacs Xakepcbka aTaka Ha TeJEKOMYHIKalliiiHi mepexxi MiHicTepcTBa
¢inancis, Ilenciitnoro ¢onny Ta JlepkaBHOTo Ka3HauelcTBa YkpaiHu. B pesynmprari mux atak 3 jgany
BUHIIIOB PsIJI KOMIT'IOTEPIB, a TaKOX OyiIM 3HMIIEHI KPUTHYHO BAaXJIMBI 0a3M NaHUX, SIKI COPUYMHUIM
3aTpUMKY OO/DKETHUX BUIUIAT 3arajbHOI0 CYMOIO HA COTHI MUIbHOHIB IPUBEHb.



HeBin’eMHOI0 YaCTHHOIO €BPOIIECHCHKOT KpaiHu € pyHKIIOHYI0Ua iH(ppacTpykTypa. B rpyani 2016 poky
Oyma mpoBeneHa kiOeparaka Ha cailT «YKp3ami3Huii». BHachimok miei araku poOorta caity Oyna
3a0JIOKOBaHA MIPOTSATOM JTHSL.

Xakepcbka ataka yepBHs 2017 poky 3amam’siTasiacsi KepiBHUKAM JISpKaBHUX Ta KOMEPLIHUX YCTaHOB
onHiero 3 HaiiMmacmrabuHimmx. Tak, 27 yepBHs 2017 poky uepe3 pO3MOBCIOKEHHS OHOBIICHHS JUIS
nporpamu «M.E.Docy» (I13 mist momanHs OyXranTepchKoi 3BiTHOCTI B YKpaiHi) BimOynocsi 3apaKeHHs
BipycoMm Petya.A. Bipyc OyB mudpyBaJbHUKOM, SIKUH MOTPAIUISAB Yepe3 Bpa3iuBicTh B mpoTokoii SMB,
3aKpIIUIABCS B CUCTEMi, 3amm(poBYyBaB BMICT KOPCTKOTO JAWCKY, BHJAISB OpUTiHAIBHI (aitmm Ta
MPUMYCOBO TIepe3aBaHTaxyBaB Kowm torep. [licis mepe3aBaHTaXeHHS KOPUCTYBadi OaumiiM Ha €KpaHi
BHMAaraHHs MepepaxyBaTH Ha PaxyHOK OIiTKOiH. SIk mi3HimIe cTaysio BimoMO, B pe3yibTaTi IHX Iiii Oyio
3a0JIOKOBaHO (DYHKITIOHYBaHHSI psAJ JEpKABHUX Ta KOMEPIIHHUX YCTAHOB TaKHX, SK «YKPIOIITay,
«Ykprenekom», «Ykp3ani3Huus», «HoBa momTa», a TakoX 3ynMHHUIAch poOoTa OQIUIHHUX CalTiB
Kab6inery MinictpiB Ykpainu, Kuicbkoi Ta JIbBiBCbKOT MichbKO1 panu, Jlep:kaBHOTO CIIEHIAIbHOTO 3B A3KY
Ta 3axHUCcTy iHpopMalii YKpaiHu.

Ha cporomuimHiid JeHb BiAMOBINANBHICTE 33 TPOBEICHHS KiOepaTaku periameHTtye crarts 361
KpuminanbHoro konekcy Ykpainu [2]. MakcumanbHHA CTPOK 0OMEXKEHHS BOJIi — 5 POKIB, IPU MOBTOPHIi
crpo01 — m030aBJIEHHS BOJII CTPOKOM J10 6 POKIB.

IlepeJik mocujiann

1. 3akon VYkpainu «IIpo ocHOBHI 3acamm 3abe3nedeHHst KibepOesmekn Ykpainm»» Big 21.06.2018
Ne2469-VIII — crarrs 1

2. Kpuminansamii kogeke Yipainu Big 05.04.2001 Ne 2341-111 — crarTs 361
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3inoB’eBa O.B. cryaenTka rp. CAir-15-1

Haykosnii kepiBank: Kynenko O.I1., 1.¢p.-M.H., npogecop kadenpu cucreMHOro anamisy i
yHpaBJIiHHSA

(Hayionanvnuti mexniunuil ynisepcumem «/{Hinposcoka nonimexuika», m. /[ninpo, Ykpaina)

AHAJII3 TOBEJIHKOBUX JJAHUX OHJAHH-ITOP 3A JIOIIOMOI'OIO AJITOPUTMIB
KJACTEPHU3AIIL

Ha merti cToiTh 3a1aya npo MpUHHATTS PIMICHHS MO0 PO3BUTKY OHJIAWH-TPH HA OCHOBI 3'SICYyBaHHS
TOTO, SIK TPaBIll MOBOASTH ceOe MICHs MPOXOKEHHS HaB4aHHs. KoMmmnaHis-BlIaCHUK I'py X04e 30UIbIIUTH
CBOT MPUOYTKH, JUIS IbOIO HEOOX1THO BUSBUTH 32 SIK1 10J1aTKOB1 (PYHKIIT KOPUCTYBadl HalyacTille roToBl
3aruIaTUTH. AHAII3 TOBEIIHKOBUX JJAaHUX OyJIe MPOBEIEHO 3a JIOTIOMOTOI0 JIBOX aJITOPUTMIB KJIaCTepH3allii.

IIpu po3podui free-to-play irop BaxJIMBUM JJsl YCHIXY € aHaji3 MOBEIIHKU T'PaBIiB 1 MOCTIHHE
OHOBJICHHSI ITPOBOTO (PYHKIIOHAy Ha OCHOBI CTAaTUCTUKH. OCHOBHUW IHCTPYMEHT, SIKHW JIOTIOMarae
MEepPEeTBOPIOBATH JaHi B iHGoOpMaIlilo - 1e cerMeHraiis rpabimiB. CerMeHTalis - 1€ BUIUICHHS TPyI
KOPHCTYBAUiB, 5IK1 XapaKTepU3yIOThCs Oy1b-IKOI0 CIUTbHOT 0COOJIMBICTIO, 1 p0O0Ta 3 MOKa3HUKAMH 10AaTKa
ycepeauHi uux rpymn. ToOTO BUIUIEHHS CErMEHTa - 1€ CTBOPEHHSI MOIIYKOBOTo (PuIbTpa, SIKUN J03BOJISE
3HAMTH BCIX KOPUCTYBAUIB i3 3aqaHUMU napamerpamu[1].

Jnst peanizantii met po6ot Oyino chopMOBaHO TOYATKOBY BHOIPKY 3 TOBEIIHKOBUMH JTaHUMHU
KOPHUCTYBaUiB 3a J€KUIbKa THIB, [0 MICTUThH 1H(OpMAILiIo PO IIICTh TapaMeTpiB:

¢ |D rpasus;

KUIBKICTh TTOOYTOBaHUX OYIMHKIB;

KUTBKICTh OHOBJICHUX YIOCKOHAJICHUX OYIMHKIB;

KUTBKICTh MPOBEACHHUX 0OTB I'paBIls MPOTH IHIIOTO PeaTbHOr0 KOpUCTyBada (Pvp);
KUTBKICTh MPOBEACHUX OOTB IpaBIlsd MPOTH OTOUCHHS (PVE);

BUKOPHUCTAHHSI JOJIATKOBUX BIACHK.

HaBeneni Bue naHi mo0 MOBEAIHKH T'PaBIliB OyJAyTh BUKOPHUCTaHI y MpOTpaMax, OCHOBAaHUX Ha
anropuTMax kiacrepusauii. Kimactepu, oTpumani y pe3yapTaTi poOOTH mporpam, JOMOMOKYTh BUSIBUTH
OCHOBHI PO30DKHOCTI y TOBEIIHIII BUOKPEMJICHUX T'PYyN KOPUCTYBadiB ITiJl Yac OHJIAWH-Trpu. Lle y cBoro
4yepry HaJacTh 3MOry c(opMyBaTH peKOMEHAIIIT 100 JOJaTKOBOrO (pyHKIIOHANA a00 BUIIPABJICHHS BiKe
ICHYIOYOT0, SIKMI OyJ1e HalpaBJICHUH Ha MEBHI IPYIH KOPUCTYBAYiB.

Knacrepuuii anaii3 € 3agauero AiicHHs 00paHoi BUOIpKH 00'€KTiB Ha MiAMHOKHMHU (KiacTepu). Data
clustering BiTHOCUTBCS 0 METOJy MAIIMHHOTO HaBYaHHsS 0€3 BUMTENS, BIH JO3BOJISIE IOCHIDKYBATH JaH1
Ta MO€ BU3HAYATH IPYIHH IPABIIB MOAIOHOT MOBEAIHKY a00 BUSABIATH QYHKIIT (PUCH), 110 0OYMOBIIOIOTh
TaKy MOBEAiHKY Jroaei y rpi [2]. Ilepenik mpukiaagHux o0IacTei, € 3aCTOCOBYETHCS KIIACTEPH3ALLis,
IIUPOKUN: CerMeHTallis 300pakeHb, MAapKEeTUHT, OOpOThOa 13 IIaxpallCTBOM, MPOTHO3YBaHHS, aHAIi3
TEKCTIB 1 6araTo iHmux. Ha cygacHOMy etami KiacTepu3allis 4acTo BUCTYIAE IMEPIIUM KPOKOM IPH aHaTi31
JAHUX, TICJIS BUAUTEHHS CXOXKUX TPYIl 3aCTOCOBYIOTHCSI 1HILII METOAM, JIJIsl KOXKHOI IPpyIH OYAYETHCSI OKpeMa
MOJIEIIb.

Jlnst 3acTOCyBaHHS KJacTepu3allii crovarky Oyjo MiArOTOBJIEHO JaHi, fKi MpeJICTaBleH] JIUIIe y
uncnoBoMy (opmari. Jani 6yno obpano nBa anroputmu: nepiumit anroputM CURE (Clustering Using
Representatives) € iepapxiYHUM MeTOJOM, TOOTO KJIAcTEpHU3allisi BUKOHYEThCS IMUIIXOM MOCIIZIOBHOTO
o0'eTHaHHSA MEHIIUX KJIacTepiB y BeJIHMKi a00 MOALIOM BEJIMKHUX KJIAcTepiB Ha MEHII, a JPYyruil — MeToA
HeuiTKo1 kiactepu3ailii C-cepenHix, 1o Takox Mae Hazu fuzzy clustering, soft k-means, c-means.

Anroputm CURE  (knacrepusaniss 3 BUKOPUCTaHHSAM IPEACTaBHHUKIB) BUKOHYE l€papXiuHy
KJIaCTEepU3allil0 3 BUKOPUCTAHHSAM HAOOpY BU3HAYAJIbHUX TOYOK JUI MpPHU3HAUYEHHS 00'€KTa B KiacTep.
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3aCcTOCOBYETHCS IS Iy’KE BEIUKHUX HAOOPIB YMCIOBUX JNaHUX (0a3 maHuX), ajne ePeKTUBHUN JUINE IS
JTaHUX HU3BKOI po3MipHOCTL. JlaHuil alroput™m peanizye KiacTepH3allilo Ha BUCOKOMY PiBHI HaBiTh NpH
HAsBHOCTI BUKHUIB, BHIUISE KJIACTepU CKIATHOI (GOPMHU 1 PI3HHUX PO3MIpIB, MO € TOJOBHHUMH HOTO
nepeBaraMu 'y HOplBHSIHHl 3 IrOpUTMOM k- cepez[Hlx Y CURE € HeoOXigHICTh B 3aBJaHHI TOPOTOBHX
3Ha4YeHb 1 KUIbKOCTI KiactepiB. [Ipu 3acTocyBaHHI IIbOTO aNrOpUTMY OYAYETHCS JEPEBO KIACTEPIB, L0
CKJIAJIA€THCS 3 KOXKHOTO PsIZIKa BXITHOTO HAObOpy AaHuX. Il KOXKHOTO KJIACTepy pO3PaxoBYIOTH BifCTaHi
10 HalOmK4Ymx cyciniB. [ami OarkHI Ki1acTepu 3MUBAIOTHCS B OJMH, 110 OTPUMYE yCi TOUKH, BXITHUX 10
HBOTO JaHuX. J{Js po3paxyHKy BifCTaHi Bil HOBOCTBOPEHOTO KJIACTEPY N0 IHIIMX KJIACTEPH IUIATHCSA Ha
IBl TPyNU: TepIia Tpyna - KIACTepH, y SKUX HAMOMMKYMMHU BBa)KAIOTBCS CYCIH, IO BXOJISTH B
HOBOCTBOPCHHMIA KJIaCTep, Apyra rpyma — yci iHmi kiaactepu. [licas mporo BigOyBa€eThCs MpoIieC OHOBIICHHS
00’€IHAaHOTO KJIacTepa HOBUMH IPEICTABHUKAMHU 32 TIEBHUMH IpPaBHJIAMH, TOKH He Oyae OTpuMaHO
HEOOX1/IHY KUIBKICTh KJacTepiB. 3a3BUyail, JTaHOMY METOJly HEOOX1THO J0 JECATH CKaHyBaHb 0a3M JaHUX
JUTsl OTpUMaHHs (PIHAIBHOT KJIacTepU3allii.

Metoa Heuitkoi knactepuzaiii C-cepelHiX MOKHA pPO3TISAaTH SK BIOCKOHAICHMM MeTon K-
Cepe/iHIX, MPU SKOMY JUIsI KOXXHOTO €JIEMEHTa 3 PO3TJISIHYTOi MHOKMHHU PO3PaXOBYETHCS CTYIIHB HOTO
MIPUHAJIEKHOCTI KOXKHOMY 3 KiacTepiB. HeilepapXidHi ajlropuTMHM 3aCHOBAaHO Ha ONTHUMI3alii AESKOT
L UIbOBOI PYHKIIT, B JAHOMY METO/Ii B IKOCTI LIbOBOI PYHKII1T BUKOPHCTOBYIOTh CYMY KBaJIpaTiB 3BaKEHUX
BIIXUJIEHb KOOPJMHAT 00'€KTIB BiJ LIEHTPIB IIYKAHUX KjacTepiB. BXimHUMU JaHUMM JUIsl BUKOPHUCTAHHS
METO/Ia € YUCJIO KJIAacTepiB Ta CTYMIHb HEYITKOCTI, y Pe3yJbTaTl )X OTPUMY€EMO 1H(OpMaIliio Mpo LEHTpU
KJIAaCTEpIB Ta MATPUII0 HaJeKHOCTL. ToOTO Oyae Bimoma HMOBIPHICTH HAJEKHOCTI OJHOTO 00’€KTa JI0
KOXKHOTO 3 KiactepiB. BukopucraHHs MeToniB Ti100aJbHOTO MOLIYKY (F€HETHYHI aJrOpUTMM) 3HAYHO
30UTBIIUTH OOUYMCITIOBAIbHY CKJIQJHICTh aJrOpPUTMY. AJITOPUTM C-Means Mae oOMEXeHEe 3aCTOCYBaHHS
yepe3 HEMOJKIIMBICTh KOPEKTHOTO PO3OUTTS Ha KJIACTEPH, B pasi KOJIM KJIACTEPU MAIOTh PI3HY IUCHEPCiIo
3a PI3HUMH PO3MIPHOCTSIMU €JIEMEHTIB (HapHKIaa, Kiactep Mae GopMy elirnca).

Pesynbrarom kmactepuzarii € Tpymu 00'ekTiB, 00'€qHAHI 3a TIEBHOIO XapaKTEPHUCTHKOIO UM
xapakTepucTrukaMu. HeoOXiIHO mpoBecTH MepeBipKy CTIMKOCTI Ki1acTepu3airii, To0To ii mocToBipHICTE. st
IIHOT'O 3aCTOCOBYIOTH 1HIII1 METOM KJIaCTePHU3aIlii, AKIIO IPH MOPIBHAHHI pe3yJbTATIB IBOX PI3HUX METO/IIB
rpynu 36iratotecs O6utbie, Hix Ha 70 % (moHax 2/3 301iriB), To KiacTepHe pIilIEHHS MPUIMAEThCS.

Ilepenik mocujianb

1. Anami3z cratuctuku y free-to-play irpax: iHCTpyMEHTH aHaJiTHKa: CTATTS Bim kKommanii Alawar
Entertainment// [EnexrpoHHmMit pecypcl: JOCTYII 3a URL:
https://habr.com/ru/company/alawar/blog/162739/ .

2. Knmacrepuuii ananiz: crarrs Ha Bikinenii/ [Enextponnmii pecypc]: moctym 3a URL:
https://uk.wikipedia.org/wiki/Knacrepawuii anais.


https://habr.com/ru/company/alawar/blog/162739/
https://uk.wikipedia.org/wiki/
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Haykosnii kepiBauk: I'anymko C.O. crapumii BUK/JIagad kadeapu 0e3nexu inpopmanii
(Hayionanvnuti mexuiunuil ynisepcumem "/{ninposécoka nonimexuixa", m. [ninpo, Yrpaina)

MOXKJIUBOCTI TEXHOJIOI'TE BJIOKYENH

Annomayis: Y cmammi po3kpuma 8axciugicmes ma HeoOXIiOHICMb 3aCMOCY8AHHS MEXHO02I] O10KYeliH
. Busuaromucs 3acobu 3acmocyans 0aHoi mexnono2ii' y pisnux cgpepax scumms cycninbemaa. Iliocymxom
pobomu A61€MbCsL NepeiK nepesas BUKOPUCMAHHA 0AH020 (PYHKYIOHATY.

Texnonoris O0K4eiiH, sika 6a3yeThesi Ha KpUNTOBaMOTI Bitcoin, Oyia cTBopeHa, sk equauid nudpoBuit
peecTp TpaH3akiliid. bjokueliH He Mae €IMHOTO LEHTPY KEPYBAHHS HUM, a MIATPUMKOIO POOOTO3JaTHOCTI
3aliMalOThCsl yc1 yYacHUKU Mepexi. [IpuHiun ymoB poOOTH JaHOI TEXHOJIOTI 3aKIIOYAETHCS Y TOMY, L0
npoiiec mudpyBaHHs, KOTPHI TAKOK Ma€e Ha3By xenryBanHs ( Ha 6a3i anroputmy SHA-256 ), BUKOHYETBCS
BEJIMKOIO KUTBKICTIO OOYHMCIIOBaHMX MamuH. [licis mpoBeneHHs po3paxyHKIB, OJIOKY HAIA€ThCS
YHIKaIbHUM IUQpoBUM NiAnuc, KOTpUi QikcyeThes y €auHIN 0a31 naHux. Lle sBaseThCs 0HIEIO 3 IEpeBar
JTAHO1 TEXHOJIOT1i, TOMY IO MICJsl OHOBJIEHHS peecTpy OJIOK HE MUUISATrae HIAKUM 3MIHaM, 1110 € TapaHTIE0
Oe3nexu. ['0JIOBHUM acHeKTOM TEXHOJOril OJOKYeWH sABIsSEThCS (OPMYBAHHS YMOBH JIOBIpU Yy TOMY
CepeIoBUILi, Y KOTPOMY LIl yMOBa MOe OyTH HE BUKOHAHA.

B ocranHiii yac cioctepiraeTbest CTpIMKUANA PO3BUTOK BBEACHHS IHHOBAIIIHUX pillieHb Y BCl cepu
cycniibcTBa. OJHUM 13 TakuX NEPCHEKTHUBHUX pIIIeHb SBISETHCS POOOTH MEBHUX cdep (MeIuyHa,
colliagbHO-CTpaxoBa 1 T.J.) Ha TEXHOJIOT1T OJOKYEHH.

Memnnuna:

Posnoninpumii peectp Bimirpae poib €IuHOI 0a3u JaHUX UII BHECEHHS MEOUYHHX 3amuciB. Komw,
HaIpUKIAJ, J0 MEIUYHOI KapTH MAIIE€HTY BHOCSATBHCS 3MIHM, JaHWKA 3alUC MEPEMIIYEThCS 0 MEpEexKI.
Takuii piBeHb MPO30POCTI 3JATHUHM TOJIMIIUTH TPOLEC OTPUMAHHS IHITMMH JIKapsSIMHA MOTPiOHOT
1H(bOpMaIlii 11010 KOHKPETHOTO maiieHTy. CucteMa HaJae MOXKIIMBICTh OTPUMYBATH OUTHINT TOYHI TIarHO3H
13 ypaxyBaHHSIM 33JJOKyMEHTOBaHO1 iH(OpMaIlii Tpo iICTOPir0 XBOpOOH.

3aco0u eNeKTPOHHOTO TOJIOCYBAaHHS:

Ha panwmit MomeHT iime po3poOka OesmeuHoi Ta mposopoi mmmardopmu «FollowingMyVvotey»
AHOHIMHUX OHJIAWH TOJIOCYBaHb. Pecypc BHKOPHUCTOBYE TEXHOJIOTI0O OJIOKYEHH Ta eIINTHYHY
Kkpurrorpadiro, mo0 rapaHTyBaTH TOYHICTh Ta IOCTOBIPHICTh TOJIOCYBaHb.

HepyxomicTs:

Cepric «UBITQUITY» Hamae pieaTOpChbKUM, IMOTEYHUM Ta TMEPEBIPSAIOYUM KOMIIAHIIM IOCIIYTH
BJIacHOI 1iaTGopmu, KoTpa 0a3yeThCsi HA TEXHOJOTIT OJOKYEHH JUIsi BeleHHS 3amucCiB IIOJ0 MaifHa Ta
MOB’sI3aHUX 13 HUM MpaB BracHocTi. [Inardgopma mo3uitionye cebe, sIK anbTepHATHBA MANEpPOBil cUcTEMI
BEJICHHS YTOJl, KOTpa MPUCKOPIOE MPOLIeC IOPUIUYHOTO aAyAUTY HEPYXOMOCTI Ta MiABUIIEHHS MPO30POCTI
Ta SKOCTI CKJIAJICHUX YTOJ.

brokueiin, TEXHOJOT 1S IKOTO 3JaTHA ONITUMI3yBaTH Oi3HEC-TIPOLIeCH, HEOOXITHO 3aisITH y TUX chepax,
Jie yacTile 3a Bce HeOOXIHO MpaloBaTH 3 MOCEPETHUKAMU, MOCIYTH SKUX SBISIOTHCS IUIATHUMH Ta
MaroTh HEOOXIJHICTh OMpAalIOBYBAaTH JaHi, SIKI B CBOIO Yepry MarOTh BHUCOKMH PIBEHb LIHHOCTI abo
B3aEMO/IISITH 13 BEJIMKOO KUTBKICTIO HE3AJIEKHUX YUYACHUKIB.

IlepeJiik mocuIanb:
1. Enmukronenis TepMiniB-Pesxxum noctymy: https://en.bitcoin.it/wiki/Main_Page
2. Heummep /. Mera texnosorii nokueiiny/ /1. Jlemmep //OcnoBu 610kueiiny-2016-c.42
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VJIK 004.775+91

Mauaiiric JI.1. cryaent rp. Ybir-15-1
HaykoBuii kepiBHnk: Tumogeen /I.C., cT. Buki. kadenpu 6e3nexu ingopmanii Ta TeJjeKOMyHiKamii
(Hayionanvnuti mexniunuil ynisepcumem "/{ninposcoka nonimexuixa”, m. [ninpo, Yrpaina)

PINEHHA 11O EJIEKTPOHHOMY YPAAYBAHHIO.
AHAJII3 1 HEPCIIEKTUBH

Anomayis: Y cmammi po3zensoacmubcs 8axcaugicms ma OOYLIbHICb eleKMPOHHO20 YPAOYEAHHSL.
Losacnoemuvca pisnuys mige pecionanvhum Ha micyeeum E-ypsoyeanusm. Ilposedeno kopomkuii ananiz
oocnioxcennuss OOH wooo cumyayii 3 E-ypsaoyeanuam y ecoomy ceimi ma micye Ykpainu y yvomy 36imi.
Pozenanymo natisasxcaueiui Ha OaHuti MOMeHmM NpoOIeMU Ma BAXHCKUL ale NePCHneKMUBHUL UWLIAX )
0ocsieHeHHI HaditiHoi ma cyyacHoi cucmemu E-ypaoysanns.

OpnuM 13 mpiopuTeTiB YKpaiHu € po3BUTOK 1H(OPMAIIHOIO CYCHUIbCTBA, MOro Opi€HTalis Ha
IHTepecu TpoMaJsfH, iX morpedu Ta mnpomno3uiii. CUcTeMaTHyHEe BJIOCKOHAJEHHS MOTpedye 3HAUYHUX
pecypciB, 3aIy4€HHS MIKHAPOIHOTO JOCBIY Ta KOMIIJIEKCHOTO aHalli3y ICHYI04O1 cuTyalii y cgepi.

Enextponne ypsnyBanHs - ¢dopma oprasizailii I1epKaBHOTO yIpaBJIiHHS, KA crpusie eeKTHBHOCTI
Ta TPO30POCTI JISITLHOCTI OPTaHIB JEPKaBHOI BIIAJI Ta MICIIEBOTO CaMOBPSAyBaHHS 3 BUKOPHUCTaHHSIM
Cy4aCHHUX TEXHOJIOTIH.

YnpoBakeHHs e-ypsIyBaHHs Ha MICIIEBOMY Ta PETiOHAIBHOMY PIBHAX Iepeadayae MosiBy HOBHX
dbopM AISTTBHOCTI MICIIEBUX OpPTaHiB JEPKABHOI BJIAIM Ta OPraHiB MICIIEBOTO CaMOBpSIyBaHHS, iX
B3a€EMO/III0 MK 00010, 3 TPOMaJITHAMU Ta O13HECOM HUISIXOM HaJaHHS JIOCTYILY 10 IyOuiuHo1 iHdopmarii,
Nep>kaBHUX 1H()OPMaIIHHUX PECypCiB, ENEKTPOHHUX aAMIHICTPATHBHUX MOCTYT, 3ATyYCHHS TPOMAISH 10
MpoIriecy BUPOOJICHHS 1 TPUHUHATTS YIPABIIHCHKUX PIIICHh B MICTaX Ta perioHax.

[Tin «eneKTpOHHUM PETiIOHOM» MA€ThCs Ha yBa3i iHGPaACTPYKTypa aBTOMATH30BaHO1 1H(OPMAIIHHOT
CHUCTEMH B3a€EMOJIli OpraHiB Jep>KaBHOI BIAJd Ta OPraHiB MICIIEBOTO CaMOBPSAyBaHHS o01acTi 3
rpOMaJiTHaMH Ta CyO €KTaMW TOCIIOJApIOBAaHHS HAa OCHOBI aKTHBHOTO BUKOPHUCTaHHS iH(OpMaIiiHO-
KOMYHIKAI[IMHUX TEXHOJOTIA JUIsl JOCATHEHHS OaXaHWX €BPONEHCHKUX CTaHIAPTIB SKOCTI HaJAaHHS
EJEKTPOHHUX aJMIHICTPATUBHHUX MOCIYT, BIIKPUTOCTI Ta MPO30POCTI BIAAM JJI TPOMAISH Ta Cy0’€KTIB
rOCIO/IapIOBaHHS.

3rimno pocmimkenb OOH (United Nations E-government Survey 2016) moao po3BUTKY
enextponHoro ypsuyBanHs (E-Government Development Index) Vkpaina mocima 62 wmicue cepen 193
kpain. 3rogom y 2018 pori 3aitHsna 82 wicie (3arajibHa Tpyna iHIEKCYBaHHS — BHCOKHH PIBEHbB) -
MITHSABIIH 1HJIEKC PO3BUTKY €JICKTPOHHOTO YPSAYBAHHS Ta 37aBIIU TO3UIIIT B SKOCTI OHJIAlH CEPBICIB.

OcHoBHI po0eMH €eKTPOHHOTO YpsIyBaHHS B YKpaiHi:

-BIZICYTHICTh KJTFOUOBUX (YHKIIIH, TAKUX K MOXJIMBICTH BIICNIIIKYBaTH OmpaltoBaHHs E-3BepHEeHHS
Ta BIZICYTHICTh OH-TIAiH m1aThopMu AJs 3B A3KY 31 CIY»KO0I0 MicTa.

-HU3bKa SKICTh, €()EeKTUBHICTh Ta PE3yIbTATUBHICTh pealizailii MPOeKTIB 1 3aBJaHb y 3a3HaueHIi
chepi.

-HEeJIOCTaTHIA piBEHb TOTOBHOCTI JIEP>KaBHHUX CIIY:KOOBI[IB Ta MPAIiBHUKIB OpraHiB MiCIEBOTO
CaMOBpS/IyBaHHA, (I3UYHUX Ta IOPUAWYHHUX OCi0 70 3ampoBaPKEHHS 1 BUKOPHCTAHHS IHCTPYMEHTIB
€JIIEKTPOHHOTO YPSAyBaHHS.

[Ipn momanemioMy po3BUTKY E-ypsiayBaHHS MaeMO MEpCHEKTHBY HacaMmIiepel y 3allikaBIeHOCTi
B Ta BCe OUIBMIIN iHTerpalii 3apyObKHOTO JMOCBiLy, a came: id — KapTKH, BITHOCHA TOCTYIHICTh Ta
SKicHEe 0(hOpMIIEHHS 3aKOPIOHHOTO MACHOPTY.

Jo 2020 poky JlepkaBHE areHTCTBO 3 MHUTaHb EJIEKTPOHHOTO YpSAYBaHHSA CKJIAlO IUIaH
MEPCIIEKTUBHOTO PO3BHUTKY, HANTOJOBHIIINM 3 SIKOTO Ha MOIO IyMKY € peaiizailis MikHapoaHO1 XapTil
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BIIKPUTHUX JaHUX B YKpaiHi Ha mepion 1o 2020 poxy Jlocsartu ycmixy y KOPOTKi TEPMIHH HEMOMJIUBO —
1HIIII eKOHOMIYHI Ta MOJIITHYHI YMOBH, clieliudiky Oropokpartii Ta kopymuii. BaxinBuMm y npaniit curyamii €
OaxaHHA JIepXKaBU J0 PO3BUTKY JaHOI TEXHOJIOTIi Ta iHTerpawis i aganTaiisi MDKHApOJHHUX MPAKTUK Ta
JOCBINY y 11l cdepi.
[Tepenik mocunanb:

1.EnexrponHe ypsingyBaHus (Tepmin) - https://zakon.rada.gov.ua/laws/term/8419

2.PO3BUTOK €NIEKTPOHHOTO YpsIyBaHHS Ha MICIEBOMY Ta perioHaJbHOMY piBHAX — EnexTpoHHe
ypsiAyBaHHS Ta eeKTpoHHa nemMokpatis (HaBuanbHuit ociOHUK, yacTuHa 7)

3.MOHITOPUHT BIPOBA/HKCHHSI IHCTPYMEHTIB EJEKTPOHHOTO YPSAYBaHHS SIK OCHOBH HaJaHHA
aIIMIHICTpATHBHUX HOCIIYT B €JIEKTPOHHOMY BUTIIsii - http://center.kr-admin.gov.ua/100.pdf

4.Enextponnuii ypsin — 38it 00’ ennanux Hamiii (United Nations E — Government Survey)

https://publicadministration.un.org/egovkb/en-us/Reports/UN-E-Government-Survey-2018

5.Posnopsykenns Bin 22 cepnast 2018 p. Ne 617-p KabGinery MinictpiB Ykpainu — “IIpo
3aTBEp/PKEHHS IUIaHy 3aX0/iB 3 peainizauii KoHuemnii po3BUTKY €JIeKTPOHHOTO ypsiyBaHHs B YKpaiHi”.
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https://publicadministration.un.org/egovkb/en-us/Reports/UN-E-Government-Survey-2018

V]IK 004.415.5

Bobomxko M.A. cryaenTka rp. Ybir-15-1

HaykoBuii kepiBHuk: D'anymko C.O. crapmmii Buk/JIagay kageapu Oesnexku iHpopmanii Ta
TeJeKOMYHIKamii

(Hayionanvnuti mexniunui ynisepcumem "/[ninposcoka nonimexuixa”, m. /[ninpo, Ykpaina)

BE3NEKA DOCKER KOHTEMHEPIB

Anomayia: Mema ma 2zonosna mema cmammi po3nogicmu npo 6e3nexy npu UKOPUCMAaHHi npuiacy
asmomamu3ayii Halawmyeanns kiacmepis, 3a donomozoio docker. Ilokazamu 6azoe6i epaziusocmi, a
MaKoxic memooono2ii npomudii Hum. 101061010 i0ecto € NOKA3AHH MA HAOAHHA NPAKMUYHUX HABUYOK OIS
3abe3neuenns besnexu kiacmepis na docker.

31 cTpIMKHUM PO3BUTKOM | T-1HAYCTPIi, JIFOJISM 1110 HE OB’ s13aH1 3 HEK0 KOPUCTYBATHUCS KOMIT IOTEPOM
CTAaHOBUTBHCS BCE BXKUE M Bakue. 3/1aBAJIOCH OM 11€ TpolsieMa THX XTO HE Ma€ JIOCTAaTHIX HABUYOK Ta 3HAHb
y it cdepi ane MCuxXoJIoris JIFOUHA TakKa, 110 JIFOUH1 JIETIIE MOCKAPKUTUCH Ta MEPEeKJIacTu MpoodeMy Ha
i oredl. Came Ui TIOAOJIaHHS HETOPO3yMIHB Ta TOJIETHICHHS Mpalll MpOTpaMiCTiB Oyina CTBOpEHa
nporpama Docker.

Docker Bupimiye Taki MUTaHHSI K TIepeada TOTOBOTO MPOIYKTY KOPHCTYBady, SKOMY He MOTPIOHO
MPUTPUMYBATHUCS TIPABIJI BCTAHOBJICHHS POTPaMHu, IIeH Ipoliec MOBHICTIO aBToMaTtn3oBan[1]. B Toii camuii
vac Docker no3Bosisie mporpamicTy aBToMaTH3yBaTH CBOXO poOOTY, HAITPUKIIAL HOMY MOTPIOHO MigHATH 50
OJTHAKOBMX CEPBEPIB, TO 3a jormomoror Docker fiomy He MOTpiOHO pOOUTH OJHAKOBY MOHOTOHHY pOOOTY.

I'osoBHa ocobmuBicTs DOCKer mostsirae B ToMy, 1110 [UTsE POOOTH ITPOTrpaMu MOTPIOHO JIKIIE OMH pa3
HanarmryBatd 'y DOCKer otoueHHst Ta 3aj€KHOCTI, a MOTIM MOKHA THPaKyBaTH Ha Oyab-sKi MPHUCTPOi Ta
cucremu. Jlns Ga3u Ha sKiii Oyje mpamroBaTi mporpama motpioer odpasz oyap To UNix moaioHi cucTemu,
abo ycim mo6pe Bigomi Bepcii Windows.

[IpobGnema mosisirae B ToMy, 110 00pa3y MOXHA OTPUMATH Yepe3 IHTEPHET Y BIIKPUTOMY JTOCTYIII,
TOMY Ai3HaTHCS OyB BUKOPHCTaHWM Oe3nmeyHuil yn HeOe3meuHwit oOpa3 HE MOXKIJIMBO. BupimeHHsIM €
MpaKTHKa 0OMpPATH Te, IO € MOMYJIIPHUM, 3aKpuTHM abo mepesipenum (trusted repositories)[2].

[le omuu iHCTpyMeHT, sikuM BapTo ckopucraTcs - Docker Content Trust. Ile noBa ¢yHKITis,
noctynHa B Docker Engine 1.8. Bona no3Bossie BepudikyBaTu BIacCHHKA 00pasy.

HacrymHoto 3arpo3010 € 3BUYHI JIIHOIII, HAIIO 3MIHIOBATH KOHQITYypaIlito SKII0 yce T00pe MPaItoe.
Aute sk MOkHa 3 HacTpoiikamu 1o defaulty rapantyBatu moBHy Oe31eKy KiHIIEBOTO MPOAYKTY?

Ockinmbki Docker Taka >k ckimagHa sk 1 OaraTodyHKIiOHaJIbHA MporpamMa yci Bpa3iIMBOCTI
HEMOXJIMBO TIepepaxyBaTh ajeé BOHM Maibke Bci Bigomi #oro TBopmsiM 1 Docker mocriitHO
BIIOCKOHAMIOEThCA. Docker cTBoproBaBcsi 3 ypaxyBaHHSM BHMOT O€3IEKH, 1 JIesKi HOTO OCOOIMBOCTI
JOIIOMAraroTh B il 3a0e3[eUeHH].

Opnak He BapTo 3a0yBaTh MPO OOEPEKHICTh, OCKUIBKM TYT HEMa€ IHIIOrO MUIAXY, OKPIM SK
MOCTIHHO CTEXUTH 32 Cy4YaCHUMHM TEHJICHLISIMU 1 3aCTOCOBYBATH Kpallli MPAKTUKH, K1 CKJIANUCS B Il
cdepi[3].

I3 nporo Mo>kHa 3pOOUTH BUCHOBOK, 1110 HAalKpallle BChOro Oyae BUKOPUCTAHHS CIeUU(DIYHUX IS
KOHTEHHEpIB IHCTPYMEHTIB 3abe3meueHHsi Oe3MeKkH, SKi JOMOMaraloTb OOpOTHCS 3 BpPa3IUBOCTSIMH Ta
3arpo3amu, MoB's3aHMUMHU 3 BUKopucTanHsaM Docker[4].

Ilepesik mocuaianb
1. P. Moucees (2017) Pexomennamuu mo 6e3onacHoctu mpu padbote ¢ Docker Enekrponnuii pecypc
https://habr.com/ru/post/333402/
2. Southbridge  (2017)  TIpoGmembr  GesomacHoctd  Docker  EmexktponHuii  pecypc
https://habr.com/ru/company/southbridge/blog/339126/
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3. Amit Sharma (2018) Five Docker Security Best Practices Enexkrponnuii pecypc
https://thenewstack.io/5-docker-security-best-practices/

4. Od¢initina  moxkymenTamis  Docker.  (2019) Docker  security  EnekrponHuii  pecypc
https://docs.docker.com/engine/security/security/
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Hauiii B.B. cryaent rp. Ybir-15-1

HaykoBuii kepiBHuk: Danymko C.O. crapmmii BukJaanau kageapu Oesnexku iHpopmanii Ta
TeJleKOMYHIKamii

(Hayionanvruii mexuiynuii ynisepcumem "/Jninposcoka nonimexuika”, m. Juinpo, Ykpaina)

BPA3JIMBOCTI MOBHU ITPOT'PAMYBAHHS HA TPUKJIAAI PYTHON

Anomayisn. Kntouosoio memoio cmammi € Hauuacmiuii 6paziusocmi 6 cghepi po3apooKu npoepamHozo
3a0e3neuents, HaABeOeH sl IX Npukiadie, Memodis peanizayii, Memoou NPOMUOIIHHA BPAIUBOCMAM MA
3azposzam, wo Mmodxcymsv GuHukHymu. Cmamms Mmae 3a Memy Nnonepeoumu noseieHHs 0a308UxX
8paznusocmeti npu po3pooyi Kooy.

¥V 3B’s13KYy 3 TEHJEHIIEI0 OCTaHHIX JIBOX POKIB, Y c(hepl pO3BUTKY LITYYHOTO IHTEJIEKTY Ta MAIIUHHOTO
HaBYaHHS, CTAJIM MOTPIOH1 Y BENHKIM KUIBKOCT1 po3poOHUKHU. Takox 1151 TEHIEHIISI CX0%Ka 1 AJ11 CTBOPEHHS
WEB cepsiciB. Ane 30UIbllIeHHS! KUIbKOCTI KOAY HAallMCaHOMY Ha LI MOBI MO’K€ MPHUBOJUTHU 10 MOSBU
cepBiciB 3 OUIBIIOI0 KUIBKICTIO Bpa3nuBocTed. OCHOBHOIO i/1e€r0 Oye pO3MOBICTU MPO HaWyacTilll Ta
HAWMOMYJISIPHIII BPa3IMBOCTI Ha TPUKIIaAi MoBH Python.

Haii6inbI po3noBCIOKEHO BPA3JIMBICTIO, SIK 1 B YCIX IHIIIMX MOBax, € MOBHA iHekilis. Python, sik
i Bci MoBH, mo npamoTs 3 WEB ta SQL, Bpazmue mo SQL iH’exiiii. BoHH BHKOPHCTOBYIOTHCS JUIS
MaHIMyJII0BaHHS AaHuX y 0a3i. J[is 3ano6iranus ciin BukopucroByBatu ORM, a Takox GpeiiMBOpKH MOBH.
Jpyrum THUTIOM € KOMaHJHA 1H €KI[iST — 1€ BHUJl aTakW, IUTI0 SKOi € BUKOHAHHS JOBUIBHOI KOMaHIW B
oreparliiiHiii cucTeMi cepBepa. BUKOHYEThCSA 3a JOMOMOror0 BOyAoBaHUX 0ibaioTek popen, subprocess,
o0s.system[1]. Jlist 3amoOiranHs Ciil He BUKOHYBATH SBHHUX IpOTpaM depe3 Ko ab0 BHKOPHUCTOBYBATH
0107110TeKH, KOTP1 EKPaHYIOTh HeOakaHi CHUMBOJIH.

Jpyroro BpasIuBICTIO, € HASBHICTh BEIMKOI KUTBKOCT1 CTOPOHHIX 010110TEK 200 SIK iX 111e Ha3UBaIOTh
site-packages. Cucrema iMmopryBaHHs makeTiB B Python € myxe rHydkoro, 1110 103BOJIS€ MBHUIKO MACATH
nmat4yi a00 3MIHIOBAaTH OCHOBHUW (DYHKIIIOHAT THX, YW IHIIUX MOJYJiB. BpasznuBicTh € B TOMYy, IIO
3JIOBMHUCHHKH ITYOJTIKYIOTh MTAKETH 31 CXOKUMH IMEHAMH MOJTYJIIB, 110 MOTPiOH1 I Bamux moTped ado x
B3araji iJIEHTUYHI, aJie Bce «iH(piKOoBaH1». ToMy 0/lHa HEYBaKHICTh MOKE MPUBECTH JI0 TIOSIBH BPA3JIUBOCTI
a0 3arposu. J[is 3amob6iranHs BUKOPHCTOBYBATH BipTyalibHE cepepoBuiie Python abo croponHi cepsicw,
[0 JJOTIOMAararoTh TeCTYBaTH HAITMCAHUM KOJI.

TpeThoro HaWYACTIIIO € BPa3JIHBICTh BUKOPUCTAHHS CTapoi cepeid BUKOHaHHS MoBu Python Ta
crapi maketu MoBH. 3apa3 Outbmiicth POSIX cucrem Hamarotees 3 Python 2, 1o € craporo Ta HeHaaiiHOO
Bepciro. Haii0inbIorw Bpa3IuBICTIO LIBOTO €, SIK 1 B MOBI nporpamyBanHs C, nepenoBHeHHs Oydepy abo
BUXiJ 3a rpanuili Oydepa[2]. Peamizamicro mporo Oyl0 MEPEMOBHEHHS IJIONO YHCIA, MO 03BOJISIIO
BUKOPHUCTOBYBATH JOBUILHUI KOA. BUTBIIICTh cTapux MakeTiB 0a3yrOThCs HA CTApUX BEPCiX MOBH, 1110 HE
€ Oe3rmeyHuM. PillieHHSM IIbOTO € OHOBJICHHSI TAKETIB Ta CEPEeIOBHIIA BUKOHAHHS MOBH Python.

Jliisa HanucaHHs O€3MEeYHOro Ta BHUCOKO TPOJIyKTHBHOTO KOy MOXHA TNOPEKOMEH/lyBaTH BUBYHTH
OCHOBHI 3arpos3u, II0 MOXYTb OyTH NPUCYTHI y BalIOMy KOJi, BHUKOPHUCTOBYBAaTHM OCTaHHI Bepcii
(l)peHMBome abo0 yTHIIIT, IepEeBIpsITH ,I[OCTOBIleCTL IHCTaTbOBAHUX MAKETIB, & TAKOK pOOUTH MOHlTOpI/IHF
Ha HasABHICTh HOBUX BPA3JIMBOCTEH, OCKUTHKH 3 KOKHIUM HOBUM IAaTYEM MOKE 3’ SIBUTHCS HOBA BPA3IHUBICTh.

IlepeJik mocuianb

1. T. O'Konnop (2013) XKectokuii Python: HacTo/bHast KHUTA XaKepOB, aHAJTMTHKOB U WH)KCHEPOB
o 6e3omacuoctu. Waltham, MA: Elsevier.

2. C. A ba6un (2014) UnctpymenTapuii Xakepa. Cankr-IlerepOypr: bXB-IleTepOypr.
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T'onora ML.B., lemuyk A.O., YioBuk M.O., crynenTu rp. 125-18-1
HaykoBnii kepiBHnk: Cakconos I'.M., cT. BUKJIL. Kaeapu Oe3nexku iHpopmanii Ta TereKoOMyHIKani
(Hayionanvnuti mexuiunuil ynisepcumem "/{ninposécoka nonimexuixa", m. [ninpo, Yrpaina)

BIG DATA
General provisions

Big data is various tools, approaches and methods for processing both structured and unstructured
data in order to use it for specific tasks and purposes.

Structured data:

XML Schemas

Scalar data types (strings, numbers, dates)

Sequences

Complex data types

Restrictions

Unstructured data:

Natural Language Text

Missing explicit structure definition

Automatic selection of structures, as a rule, cannot be performed unambiguously

May contain data such as dates, numbers and facts.

In general, Big Data is data storage and processing.

Huge amounts of data are processed so that a person can get specific and necessary results for their
further effective use.

In fact, Big Data is a solution to problems and an alternative to traditional data management systems.

Regular databases cannot store and process unstructured data. Big data solves this main task.
Successfully stores and manages large-volume information;

Structures information coming from various sources (video, images, audio and text documents) into
one single, understandable and digestible form;

Formation of analytics and the creation of accurate forecasts based on structured and processed
information.

Big data: application and possibilities

Volumes of heterogeneous and rapidly arriving digital information cannot be processed with
traditional instruments. The very analysis of the data allows you to see certain and imperceptible patterns
that a person cannot see. This allows you to optimize all areas of our life - from government to production
and telecommunications.

For example, some companies a few years ago defended their clients from fraud, and taking care of a
client’s money took care of their own money.

Big Data defines three main types of tasks.

Storing and managing data in hundreds of terabytes or petabytes that conventional relational databases
do not allow for efficient use.

The organization of unstructured information, consisting of texts, images, video and other types of
data.

Big Data analysis, which raises the question of how to work with unstructured information, the
generation of analytical reports, as well as the introduction of predictive models.

Three signs that big data should have:

Volume - volume (data are measured by the size of the physical volume of documents).
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Velocity - the data is regularly updated, which requires their continuous processing.
Variety - a variety of data can have heterogeneous formats, to be unstructured or partially structured.

Big Data Analysis Techniques

There are many different methods of analyzing data arrays, which are based on tools borrowed from
statistics and computer science. The list does not claim to be complete, but it reflects the most popular
approaches in various industries.

A /| B testing. A technique in which a control sample is compared in turn with others. Thus, it is
possible to identify the optimal combination of indicators to achieve, for example, the best response of
consumers to a marketing proposal.

Big data allows you to spend a huge number of iterations and thus obtain a statistically reliable result.

Association rule learning. A set of techniques for identifying relationships, i.e. associative rules
between variables in large data arrays. Used in data mining.

Classification. A set of techniques that allows you to predict consumer behavior in a particular market
segment (making purchasing decisions, outflows, consumption, etc.). Used in data mining.

Cluster analysis. The statistical method of classifying objects into groups by identifying in advance
unknown common features. Used in data mining.

Crowdsourcing. Methods of collecting data from a large number of sources.

Data fusion and data integration. A set of techniques that allows you to analyze the comments of
users of social networks and compare with sales results in real time.

Data mining. A set of techniques that allows you to identify the most susceptible categories of
consumers for a promoted product or service, identify the characteristics of the most successful employees,
and predict the behavioral model of consumers.

Ensemble learning. This method involves a lot of predictive models, which improves the quality of
the predictions made.

Genetic algorithms. In this technique, possible solutions are presented in the form of ‘chromosomes’,
which can be combined and mutated. As in the process of natural evolution, the most adapted individual
survives.

Machine learning. The direction in computer science (historically, the name “artificial intelligence
was fixed to it), which aims to create self-learning algorithms based on the analysis of empirical data.

Natural language processing (NLP). A set of methods of recognition of human natural language
borrowed from computer science and linguistics.

Network analysis. A set of techniques for analyzing connections between nodes in networks. With
regard to social networks, it allows analyzing the relationships between individual users, companies,
communities, etc.

Optimization. A set of numerical methods for redesigning complex systems and processes to improve
one or more indicators. Helps in making strategic decisions, for example, the composition of the product
line to be launched on the market, investment analysis, and so on.

Pattern recognition. A set of techniques with elements of self-learning to predict the behavioral
model of consumers.

Predictive modeling. A set of techniques that allow you to create a mathematical model in advance
of a given likely scenario. For example, analysis of the CRM-system database for possible conditions that
will push subscribers to change the provider.

Regression. A set of statistical methods to identify patterns between changes in the dependent variable
and one or more independent ones. Often used for prediction and prediction. Used in data mining.

Sentiment analysis. At the heart of methods for assessing consumer attitudes are the technologies of
recognition of human natural language. They allow you to isolate from the general information flow
messages related to the subject of interest (for example, a consumer product). Next, evaluate the polarity of
judgment (positive or negative), the degree of emotionality, and so on.
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Signal processing. A set of techniques borrowed from radio engineering, which pursues the goal of
recognizing a signal against noise and its further analysis.

Spatial analysis. A set of methods for analyzing spatial data, partly borrowed from statistics —
topology of terrain, geographic coordinates, geometry of objects. The source of big data in this case is often
geographic information systems (GIS).

Statistics. The science of collecting, organizing and interpreting data, including developing
questionnaires and conducting experiments. Statistical methods are often used for evaluative judgments
about the relationship between certain events.

Supervised learning. A set of techniques based on machine learning technologies that allow you to
identify functional relationships in the analyzed data arrays.

Simulation. Modeling the behavior of complex systems is often used to predict, predict, and work
through different scenarios when planning.

Time series analysis. A set of methods for analyzing repetitive over time data sequences borrowed
from statistics and digital signal processing. Some of the obvious uses are tracking the stock market or the
incidence of patients.

Unsupervised learning. A set of techniques based on machine learning technologies that allow you
to identify hidden functional relationships in the analyzed data arrays. It has common features with Cluster
Analysis.

Visualization. Methods for graphing the results of big data analysis in the form of diagrams or
animated images to simplify the interpretation make it easier to understand the results.

Big Data in CyberSecurity

Technology develops evolutionarily, until it reaches a certain limit, and then there is a revolution, a
paradigm shift. Today, we are on the verge of such a revolution in cyber security. Many approaches that
seemed universal and unshakable lose their relevance, and new concepts arise in their place. What today is
seen as a fashionable topic in a narrow professional field, tomorrow it becomes an ordinary, habitual
phenomenon not only in cyber security, but also in the life of every person.

Even if a person does not have any accounts in social networks, the universal transition of commercial
services to online almost forces you to leave "digital traces". Buying tickets, online shopping, ordering a
pizza, calling a taxi - all these are situations when you send very sensitive personal information to the World
Wide Web - passport data, full name, home and work address, map of regular movements around the city.

Does a person know where this data goes, who stores it, processes it and for what purpose does it use?
No, in most cases, not only does not know, but does not even think. The digital world is so closely
intertwined with the real that people no longer make a big difference between telling friends a funny story
at a party and posting it on Facebook.

The more information about the user is available to the security officer, the more accurate the
employee profile. It follows from this that behavioral analysis in corporate systems will inevitably seek to
take into account the actions of an employee outside the company and its business processes. It follows that
large-scale data collection and analysis technologies will be developed (Big Data). From an information
security point of view, a user's portrait based on such complete information that big data can provide is a
real breakthrough. Already, we are seeing a great interest of corporations to this topic.

The analysis of big data provides unique opportunities for the predictive analysis of the conduct and,
as a result, the possibility of a preemptive, rather than after the fact, reacting to information security threats.
The average employee has many accounts in a variety of systems - corporate email, several public email
services, instant messengers and cloud storage. As a rule, the actions of a person in each individual account
look innocent, but their comparison instantly creates an obvious picture of the planned violation. The
problem is that for the majority of modern systems all of this is scattered information, from which a person
is forced to manually fold a single picture.
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If all this information about each employee were not summarized in a single personal dossier, the
information security service would most likely have missed the incident. After all, a security officer in a
company of about 500 people receives hundreds of notifications of potential violations every day. In such a
flow of information, it is almost impossible to single out the “same” notification, especially if by itself it
does not look critical. When it comes to manually comparing the logs of various systems, the task becomes
overwhelming.

Similarly, big data is used to protect against external cyber attacks. One of the employees of our other
customer at some point began to behave unusually - he began to turn to corporate resources that he had not
used before. Such a deviation from the standard profile of behavior is an excuse to be wary, by convention,
the “yellow” level of threat.

The data from various sources, collected together, made it possible to identify the cyber attack and,
most importantly, take timely measures to counteract it.

However, while analyzing big data poses several major problems. The first is that its storage and
processing requires large hardware capacities. Even if we discard this problem, the fact remains that the
aggregated information about users is very heterogeneous. These are videos, images, geotags, text and more.
Technologies for their automatic analysis and search for correlations are still very imperfect.

The new concept of information security is based on monitoring human actions, rather than
information movements, and now it is obvious that it will become the driver of the development of many
technologies that are now at the very beginning.

Ilepenik mocuiianb:

1. Yro Takoe Big data: cobpanu Bcé camoe BaxkHOE 0 OONbINKX JaHHBIX [https://rb.ru/howto/chto-
takoe-big-data/].

2. Pabora ¢ Big Data: ocHOoBHBIE 007acTH M BO3MOXHOCTH [https://www.marketing.spb.ru/lib-
around/stat/Big_Data.htm]

3. Boubrime JTaHHBIE (Big Data).
[http://www.tadviser.ru/index.php/CraTba:bonblwne_aaHHble_(Big_Data)]

4. JIpIpsiBBIN IUT U OOJBINKE JaHHBIC: KAK MEHSETCS KHOEpOE30MacHOCTh B ATIOXY CIMSHUS OHJIANH
u oddmaita? [https://www.forbes.ru/tehnologii/341795-dyryavyy-shchit-i-bolshie-dannye-kak-
menyaetsya-kiberbezopasnost-v-epohu-sliyaniya]
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VIIK 004

AramkoBa K.O., crynenTka rp. 125-18-1

HaykoBuii kepiBuuk: CaxconoB I''M., crapmmii BukjJaagad kadenpu Oe3neku iHdopmanii i
TeJeKOMYHIKamii

(Hayionanvnuti mexuiunuil ynisepcumem «/[Hinpoeécoka nonimexmixay», m. Aninpo, Ykpaina)

PO3YMHI BKA3IBHUKHA

Mertoro nmaHoi poOOTH € 3BEepTaHHS yBard YHWTa4iB HAa HEOOXITHICTH 1 3pYYHICTH BHUKOPHCTAHHSI
PO3YMHHX BKa3iBHHUKIB ITiJ] yac nmporpamyBanHs Ha C++.

VY po6oTi onrcaHi OCHOBHI BHIM pO3yMHUX BKa31BHHKIB 1 0COOIMBOCTI IX BUKOPUCTAHHSI.

Sk BimoMo, icCIis BUKOPUCTAaHHA AUHAMIYHOI MaM'aT1 BOHA OBUHHA OyTH 3BUIbHEHA. | OaxkaHo poOuTu
1€ KOKEH pa3, KOJU B MPOoTpaMi BUKOPUCTOBYEThCS BUAUICHHS 11i€ mam'sti. [licas onmepaTtopa new MoBH
nporpamyBaHHs C ++, sxuil 3abe3nedye BUAUICHHS AWHAMIYHOT JIUISIHKM Ham'sTi 3 Kynu, HOTpiOHO
BUKOPHUCTOBYBaTH oneparop delete, sikuii moBepTae Ha3aa B KyIly BUAUIEHY ONIEPaTOPOM New Mam'site. Y
BUIAJIKY, KOJIU MaM'sITh HE OyJa 3BUIbHEHA, ICHY€ HMOBIPHICTh BUHUKHEHHS TaKUX KPUTUYHUX OMUJIOK:

e  BHIAJIEHHS B)K€ BUIAJIEHOr0 00'€KTa;

®  BHTIK I1aM SITI,

®  pPO3IMEHYBAaHHS HYJIbOBOTO BKa31BHUKA;

e  3BEpPHEHHS JI0 HEIHIIIaT130BaHO1 00J1acTi MaM'aTi 1 1H.

V 3araibHOMY BUIIAJIKy, BUTIK ITaM’SIT1 HE Tpa€ BaXXJIMBOI PO, SKILO Mporpama He Mpaltoe MoCTIiHHO,
OJTHAK T1e HempodeciitHo.

IcHye TexHika ynpaBiiHHS pecypcaMu 3a JOMOMOIOI0 JOKaNbHUX 00'€KTiB, 110 HazuBaroThesi RAIL
[Ipu oTpumanHi Oyab-sIKOTO pecypcy, BiH IHIIAMI3yeThCS B KOHCTPYKTOPI, 1, MPAIFOIOYN 3 HUM B (DYHKITII,
KOPEKTHO 3BUIBHIETHCS B IECTPYKIIIi.

Pecypcom moske OyTu 110 3aBro/IHO, HaNpUKIad, (aits, MepexeBe 3'€qJHaHHS, TPUCTPIN MaM'aTi 1 T. 1.

Sxmo B HaIi nmporpami 6arato TuHaMIYHUX O0'€KTIB, TO B JECTPYKTOPI JOBEAEThCS OaraTopa3oBo
BUKOPHUCTOBYBaTH orieparop delete 3 mMeTolo moBepHEHHS Ham'siTi B Kymy. SIKIIO X MU, CTBOPHUBIIH
JTUHAMIYHY 00JIaCcTh MaM'sTi, He 3BUTBHUMO i B KIHIII, TO HACTIIKK pOOOTH ITPOrpaMu MOXYTh MMPUBECTH JI0
CepHO3HUX MOMUJIOK. B pe3ynbrari 3'IBUTHCS HOBa CTPYKTYpa, HAaBaHTa)K€HA oOIllepallis BUAUICHHS /
3BUIbHEHHS MaM'sIT1.

Came TOMY 3pyuHillle BHKOPHCTOBYBAaTH PO3YMHI BKa3IBHUKH - OO0'€KTH, 10 30epiraioTh B €001
BKa3IBHUKM Ha JIMHAMIYHO PO3MOJIUICHI JUISHKKA MaM'sATi PI3HUX THUMIB JaHUX. PO3yMH1 BKa3iBHUKH
ABTOMATHUYHO iX BUIAJISAIOTH 110 3aKiHYEHHIO poOOTH mporpamu 6e3 siBHOT BkasiBku delete.

PosrnssHemMo HacTyIHI BUAM pO3YMHUX BKa31BHUKIB:

* boost :: scoped_ptr;

* std; auto_ptr;

e std :: trl :: shared_ptr;

boost :: scoped_ptr

Ile#t Bka3iBHMK 3HaXoAuUThbcA y Oi0moreri boost. Y HBOro € oaHa OCOOIUBICTH: MOr0 HE MOKHA
CKOTIIOBATH, TaK SIK y HHOTO € OCOOUCTHI OnepaTop MPUCBOIOBAHHS 1 KOHCTPYKTOP KOTIiFOBAHHS.

std :: auto_ptr

Jlanuii BKa3iBHUK € JOOMPAllbOBAHUM BapiaHTOM IMOMEPETHBOr0. BibII TOTO, BiH € YacTHHOIO
ctannaptHoi 6i0miorexku C ++

std :: shared_ptr

BkasiBHuK, 10 mifipaxoBye nmocuiaHHs. Lle o3Hauae, 1o icHye 3MiHHA, ska 30epirae B co0i MeBHY
KUIBKICTh BKa31BHHUKIB, 1[0 ITOCUIAIOTHLCS Ha 00'€KT.
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JIluMIIbHUK 30UTBIIYETHCS HA OJIHY OJMHMIIIO MPH KOSKHOMY BUKJIMKY OIE€paTopa MpUCBOIOBAaHHS a0o
KOTIIOBaHHS.

Tenep 1 p2 i pl Bka3ywoTh Ha 0iMH 00'€KT, a JIYMIBHUK NOCHIaHb A0piBHIOE 2. [To Buxoay 3 ¢yHKmil
JYUIBHUAK OOHYJISETHCS, 1 00'€KT 3HUIIYETHCSI aBTOMAaTHYHO.

Ilepesik nocujianb:

1. Smart pointers i HaunHaromux. [https://habr.com/ru/post/140222/]
2 YMmubiid_ykazarens [https://ru.wikipedia.org/wiki/Ymusiii_yka3zarens |
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VK 303.732.4

Mininuyk I'.C. crynenTka rp. CAir-15-1

HaykoBuii kepiBHnk: Xom’sik T.B., K.(p.-M.H., 1011eHT KadeapH CHCTEMHOr0 aHAJI3Y Ta
yHpaBJiHHS.

(Hayionanvruti mexuiunuil ynisepcumem «/{ninposcvka noaimexuika», m. /[ninpo, Ykpaina)

PO3POBKA EKCHHEPTHOI CUCTEMMU 11 IPUAHATTS YIIPABJIHCHKHUX PIIIEHD B
ATAPHOMY HNIAINTPUEMCTBI

Poboma npucesuena npakmuunomy O0OIPYHMYBAHHIO 8NPOBAONCEHHS. eKCNEPMHOI cucmemu O1si po3poOKU
YnpaenincoKux piuiens na azapromy nionpuemcmsi. Pospobneno excnepmuy cucmemy (EC) y cepedosuwyi Mini
Expert System, sika suxopucmosye Baticcogy cucmemy 102iuH020 SUCHOBKY. Jlana excnepma cucmema
00360J151€ NPUUHAMU PIUEHHS U000 NOOANbUL020 PO3GUMKY ASPAPHUX NIONPUEMCME 8 3ANeHCHOCHI 810
NOMOYHO20 CIMAHY NONIB8 MA OYIHKU CUMYayii eKCnepmamiu.

CyuyacHe CUIbCHKOTOCHOJAPChKE BHUPOOHMIITBO XapaKTEPU3YETbCS PIZHOMAHITHICTIO  (HOpM
3eMJICBOJIOAIHHS Ta 3E€MJICKOPUCTYBAaHHS, CKJIAQIHICTIO TEXHOJIOTTYHUX IMPOLIECIB Ta BHCOKOIO
KOHKYPEHIIIEI0 cepeJl CUTbCHKOTOCIIONAPChKUX TOBapoBUPOOHMKIB. lle BuMMarae 30uThIIEHHS OOCSATIB
iHpopMaliitHOT 3a0€e3MeYeHOCTI KOPUCTYBAYiB, CTBOPEHHS IHTENEKTYalbHUX CHCTEM, 3aCTOCYBaHHS IS
bOTO MPIOpHUTETHUX iH(POopMamiiHuX TexHosorii — ['IC-texHomorii, 6aHkiB 1 0a3 JaHUX, MEPEKEBUX
TEXHOJIOT1H, a TaKOX IHTENIEeKTyadbHUX TEXHOJIOTH, Y TOMY YUCII €KCIIEPTHUX CHUCTEM, IO JI03BOJISIOThH
MOJIENIIOBATH PI3HI CLieHapii MOBEAIHKH, MHUCIIEHHS 1 KOMYHIKallii B arpapHUX BUPOOHUYMX CTPYKTYpax.
JloBeneHo, 110 BUKOPUCTAHHS EKCIIEPTHUX CHCTEM JJIsi aHaji3y TOCHMOAAPCHKOI MISUIBHOCTI CYTTEBO
BIUIMBAE HA MiJBUIIECHHS €()EKTUBHOCTI YIPABIIIHHS B arapHUX MiANPUEMCTBAX.

Mini Expert System - 1ie ekcriepTHa CHCTEMa, IKa BUKOPHCTOBYE CHCTEMY JIOTTYHOIO BHCHOBKY Ha
OCHOBI Teopemu balieca mpo moBHY WMOBIpHICTH. BoHa mpu3HaveHa A1 MPOBEIEHHS KOHCYJbTAIlIl 3
KOpHCTyBa4eM B Oy/Ib-sKii TpUKIaAHIN 001acTi (Ha Ky HAJIAIITOBaHA 3aBaHTaXeHa 0a3a 3HaHb) 3 METOIO
BH3HAUEHHS BIPOTITHOCTI MOJKJIMBHX pE3yJbTaTIB 1 BUKOPHUCTOBYE IS I1IbOTO HAOIp OIIHOK
MPaBIOTIONIOHOCT1 ISAKUX MEPETyMOB, 110 OTPUMYIOTHCS Bl KOPHCTyBaya.

Ha nepmomy etari cTBOpeHHST €KCIIEPTHOI cUCTeMH c(hOpMyILOBaHO 0aszy 3HaHB PO JaHy 00IacTh
y BUTJIAII ABOX HaOOpiB: HaOip muTaHb Ta Habip BapianTiB pe3yabrary [1]. ITicis mporo chopmyaboBaHi
BIPOT1IHOCTI OTPUMaHHS MO3UTHUBHOI BIIMOBII Ta BIPOT1MHOCTI OTpUMaHHS HEraTHBHOI BiamoBimi. Kpim
TOT0, KOXXHOMY PE3yJIbTaTy CTAaBUTHCS y BIIMOBIIHICTh anpiopHa BIPOTIAHICTH I[LOTO PE3yJbTaTy, TOOTO
BIPOT1IHICTh pe3y/IbTaTy Yy pa3i BiICYTHOCTI 10AaTKOBOI iHGOpMAaILii.

B mponeci po6otn EC BupimyBay, KOpUCTYIOUHCh TaHUMH HaOOpaMHu, MATPUILSIMH 1 TEOPEMOIO
Baiieca, BU3Ha4ae amoctepiopHy WMOBIPHICTH KOXKHOTO pPe3yjIbTaTy, TOOTO WMOBIPHICTh, CKOPUTOBaHY
BIJIOBIHO 0 BIAMOBiIEH KOPUCTyBaua Ha KOKHE MUTAHHS:

- TIpH MTO3UTHUBHINA BIAMOBIAL
P, P;

Yijot

P = )
anocrep PyijPi + Pnij . (1 — Pi)

- IpY HETaTUBHIN BIAMOBI1
(1 - Pyij)Pi

P = )
arocrep (1_Pyij)Pi + (1 _Pnij) ’ (1 _Pn)
- TIpM BIAMOBI/1 "He 3Ha0" anocTepiopHa KMOBIPHICTh JOPIBHIOE alIPIOPHIH.
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Hactymuum kpoxom ctBoperHst EC € 3aBanTakeHHs 0a3u 3HaHb y ¢opmari .DAT mo cepemoBuima
eKcriepTHOi cucteMu mnporpamu MiniES.exe Ta Oe3nocepesHbO KOHCYNbTallis KopucryBada [2-4].
3aBaHTakeHa 0aza 3HaHb Ma€ BUIJISL, MPEACTaBICHUH Ha puc. 1.

5 B &

BusHAYEHHA BUAY CiNLCHKONOCNOAAPCHLEDT KYALTYDM AAA 3aciBY MoOCNoAapcTs; BUKOANa CTYLeHTEa rpynd CAr-15-1 Mininuyk FCanna

| Pain "EC.DAT " [ceMaeTenscTe: 25, Morogoes: 7]

4000] Pesynetar M2l PerorMergyeTECA AKICHE SACGNEEa 0paHKa; BHECEHHA EWMCNOTOrD Topgy 800 BanHYBaHHA MPYHTY. SamiHa
| Pezsynetar He2 PeromenoyeTeca AkICcHa SAGASEa 0PaHKa; BEMCaNRYEaHHA SSXMCHHE HACANMEHE 5 G0KY NEPEEIXA0HHE
| Pesynetar H23 PeromMeroyeTeca NociE KYKYPYLSH Ta NGKOPMES FPYHTY SS30THHMKH 00GPHESMH Y BEreTauifHHA nepiog

4000] Pesynetar M4 PeromergyeTeca samiva 4oSpHEa Ha aS0THE NPOTArOM Ycis $as BereTauii
| Pesynetar M5 PerormeHayeTECA NPOBSAEHHA BANHYEAHHA MPYHTY, SMEHLIEHHA A03H 330THHE A06PHE 0gHOYacHO S6ine

14000) Pezsynetar MEE PeromMeHIYETECA KOMMNEKCH MaHEPNEH AO0SPHES] MAKOPHES Y MMIPY EHABNSHHA 350 AWCTOES Migkopht

0.74000] Peszynetat MEF PeroreHoyeTECA OpaHka GINAHKW Ta BEaMNHYESHHA, EHECTI 80 CrMcKy AoSpHE 330THI A0SPMES Ta Kanifi 4

CopTHROBKS PESYNETaToE Ky, | BEQOMTE Koo P HUHEHT YBEDEHHOCTI MO WK.ane: ,—
{7 no WreHam * no BepoOATHOCTAM P {HeT) ... O (He 31aw) ... 5 (da)
1. ArpapHe rocnofapcTed 3HAXOUMWTECA Ha 3axoni YkpaiHu AKTHUBHBIE [25+0]
10. 3a D[:'TaHHiﬁ pix Ha NoAAx BUPOCTAE pinak? ELISpATE Bos
11. 3a ocTradHiA piKk Ha NONAX BUPOCTAana KYykypynza? C
12. 3a ocTaHHIA pik HaA NOAAX BUPOCTAB COHAWHHE? (:DDT”DOBKa
13. 3a ocranHiA pik HA NONAX BUPOCTAB AYMIHL? — no aAdbaEnTy
14. 3a ocTadHiA piKk HA NDAA BHOCHMAMCGA Synb-AKi goGpusa? (8 SRERHRIEEuT)
15. BHeceHni nofpHBa CTAEMAMCA A0 KASCY a30THHK?
16. BHeceni AofpHBa CTABHAHMCA A0 KAACY POCPHOPHHR? =» +*
17. Y crnani rpynry e nicox? OTkmousHime (0]
18. Y cxnaal rpyHTy € rauna? &
2. ArpapHe rocnofapcTeo SHAXOMMTLCA Ha MIEAHA YEpaiHu EElEEED EES
20. Yu Gynu BHABASHI HA POCAMHHOCTI FEMXpHI0Ba TAA, TR CopTupoBKa
21. Yu Gynu BUABAEH] MHIIONOAIGHI FrPU3YHM | XUTA0E HOpM * no angasnTy
22 3a ocTaHHi piKk BEpoXafHIicTL cKnana Ginswe 20 ueHTHef 7 no SHAYHMOCT LA

23. NodGpHBa BHOCHAMCH NPOTAroM Ycix ABOX-TPbOX.B 3ane:
24, NoGpMEa BHOCHAMCH TiABKM HA Nepwii ¢asi sererann ?
25 KMCcRoTHICTE rpyHry meHwe 4 mr?

26. KHCcnoTHICTE rpyHry nepesHwye 17 mr?

3. ArpapHe rocnogapcTeo SHaAXOAMTLCHA B LEHTPanLHIA Yac
4. Ha paHvi MOMEHT Ha NOAAK POCTE AKAck KYyabTypa?

5. KynauTypa. mo BUPOCTAE HA MOAAK, HE SMIHIDEANacA Npol
6. CymapHa KINBKICTE ONafis 3a pik nepesumye 600mMm?
7. Ha paHifi TEpPHTOPI NEpEBAXaE BOAOIHA KaiMar?
8. Ha paHifi TEpHMTOPIl NEPEBAXaTEL CHALHI BITpH?
9. 3a ocTaHHIA piKk Ha NOAAX BUPOCTAana NueHdua?

Pucynok 1 - 3aBanTaxkena 1o MiniES.exe 6a3a 3HaHb

[Ticns mpoBeneHHST KOHCYJBTAIlli EKCIIepTHA CHCTEMa HaJae PEKOMEHMAIl s TMOJabIIOTO
PO3BUTKY arpapHOT0 rOCIOIapCTBA 3 METOIO 30UTbIIICHHS MPUOYTKY.

Takum uymHOM, pO3pobieHa Mmporpama BHUpINIye MOpPoOJIeMYy HHM3BKOTO TNPUOYTKY B arpapHuX
rocIo/IapcTBax Ta HaJae€ peKOMEHAIlIl 00 CTpaTerid pPO3BUTKY CUIbChKOrocToaapchkux yriap. Ilicns
KOHCYJIbTAIli cUCTeMa OoTpuMae Bia depmepa, sSkuil 3BepHYBcs 3a nociyror no TOB «Cmneiic Arpo
Mouitopusr», 1H(opMmalilo MO0 CTaHy TOCIOAApCTBA HA JaHUM MOMEHT Ta [MPOIOHYE
HaWONTUMAJILHIIINK TUTAH PO3BHUTKY.

Ilepenik mocujianb

1. TampuioBa, T. A. ba3sl 3Hanuit unremiekryansubix cucreM / T.A. ['aBpunosa. - CIIG.: Ilurep,
2000.

2. Ilucapescbka T. A. IHpopMaliiiHI CUCTEMH 1 TEXHOJIOTII B YIIPaBIIiHHI TPYJIOBHUMH PECYPCAMU:
Hapu. nocionuk. - 2-re Buj., nepepo0. i mom. - K.: KHEY, 2000. - 279 c.

3. Cy66otin C.O. Iloganns i 06poOka 3HaHb y CUCTEMax IUTYYHOI'O IHTEJEKTY Ta MiATPUMKHU
OPUKAHATTA pilieHs. - 3anopixoks: 3HTY, 2008. - 341 c.
4. CurtHuk B. ®@. Cucremu ninrpumku npuitHsarts pimens / Cuthuk B. @. — K.: KHEY, 2004. — 614

21



VJIK 519.252

Mo3oaeBa A.B., crynenTka rp. CAir-15-2

HaykoBunii kepiBauk: Yc C.A., k.¢p.-M.H., npod. Kad. cucreMHoro a”amuizy i ynmpasiainaa HTY
«/IHinpoBcbKa mosIiTeXHiKa»

(Hayionanvruti mexniunuil ynigepcumem «/{ninposcvka noaimexuikay», m. [uinpo, Yxpaina)

3ACTOCYBAHHSI METOIY AHAJII3Y ICPAPXIii 1J151 BUSHAYEHHSI ABTOBYCY
TSI BAMIHU

ABTOMOOLIb € IyXKe CKIaJTHUM MEXaHI3MOM, y SIKOMY BCi MOro YacTHHHM TOBWHHI NpaIfOBaTH
37maro/pkeHo. J{nst 1nporo 3aBKaM HEOOXIIHO NPOBOJWUTH PETYISPHUM TeXOrusj, abu YIEeBHUTHUCH Y
HagliHOCTI cucTeMHu. OcoOJIMBO BaXKJIMBUM € TEXHIYHUI CTaH I'pPOMAJChKOrO TPaHCIOPTY, aJKe Bif
CIIpaBHOCTI aBTOOyca HEPIAKO 3alIeKUTh Oe3neka MacaKupiB. 3BUYANHO, MICHS 3HAXOKEHHS
MOIIKO/KEHb, HEOOXITHO 1X JIIKBINYBAaTU SKHAWIIBUIIIE, a0M HE 3a3HATU BEIMKOTO 30UTKY B1Jl TPOCTOIO
TPaHCIOPTY, IpOTe, OyBae Tak, M0 1HO1 TPAaHCHOPTHUH 3acid MoTpeOye MOBHOT 3aMiHU. 3AA€ThCS, IO 11€
JIOBOJI1 JIETKO - MPUNHATH PILIEHHS MPO 3aMIHY TPaHCIOPTHOrO 3aco0y, 3pO3yMIBIIHM, IO JEsKI 3 HOTO
MOKA3HUKIB y JTy’K€ TTOTaHOMY CTaHi, ajie 1o X POOHUTH, SKIIO HEOOXiTHO 0OpaTH 3 JEKUIbKOX OJIMHUIID
TPAHCIIOPTY, HAMIPUKJIA]] HAa TPAHCIIOPTHOMY MianprueMcTBi? CaMe 11e TUTaHHA 1 0y/ie pO3TIsAaTHCh Y TaH1i
po0OOTI HA IPUKJIIAA]1 TPAHCIIOPTHOTO MIMTPUEMCTBA.

Ha npuBaTHOMY minnmpuemcTBi, opradizoBanomy B 2003 porri, 3araHoBaHa 3aMiHa OJJHOTO 3 BOCBMHU
aBToOyciB. Lli aBTOOYCHM BHUKOPHUCTOBYIOTH JJIsl TACAKUPCHKUX TMEPEBE3CHB MO MICTY, /I PO3TaIllOBaHE
MIANPUEMCTBO, Ta TIO TepuTopii yciei Ykpainu. Takox TpaHCHOPT MIANPUEMCTBA BUKOPUCTOBYETHCS IS
IIOJICHHOTO HaJaHHS TMEPEBE3€Hb IIaxTapiB Ha MICIE Ta 3 MiICHi POOOTH 1 JJIi CE30HHHUX TEPEBE3CHb y
KypOopTHi MicTeuka. YUepe3 akTHBHE BUKOPHUCTAHHS PECYPCIB TPAHCTIOPTY, JAesKi aBTOOYCH 3aCTapiiif, TOMY
BUHUKJIA HEOOX1THICTh 3aMIHHM TPAHCIIOPTY, MOYMHAIOYH 3 TOTO, 110 MA€ HANTIPIIHI CTaH.

Jlst BU3HaUCHHS aBTOOYCY Y HAUTIPIIOMY CTaHl1, y JaHiil poOoTi OyB BUKOPUCTAHUNA METOJ aHAITI3Y
iepapxiil. 3aBAsIKM [IbOMY METOJY BiIOYBA€ThCS CIPOIICHHS MOIIYKY PIIEHb MIJISXOM MPEICTaBICHHS
CKJIAQHOT 3a/adi y BHIJISAI TOCTIIOBHOTO pIIIEHHs OUIBII TPOCTHX 3afad. TakoK, METOM, IO
BUKOPHUCTOBYETHCS, € JOBOJI YHIBEpPCATLHUM, a/K€ MOPIBHIOBATH aJbTEPHATUBU MOKHA 32 KPUTEPISIMH,
10 HE HaJIeXkaTh JI0 OJHOT CHCTEMU BUMIPIOBAHb.

MAI 6a3yeTbcsi Ha €KCHEPTHUX OLIHKax, 3a JOMOMOIOI0 SKHUX OylOo OMHUCAaHO CTaH KOKHOTO 3
aBTOOYCIB 3a IEBHUMH KPUTEPISIMU:

A — KUTBKICTh POKIB B €KCILTyaTallii;

B — ipo6ir (Tuc. km.);

C — BapTicTh HEOOXiTHOTO PEMOHTY (THUC. TPH.);

D — Burpara nanusa Ha 100 kM. (J1iTpH);

E — BincoTtok ipki Ha Ky30Bi aBTOOYCA.

VY pe3ynbTari eKCIepTHOrO OI[IHIOBAaHHS KO>KHOTO 3 aBTOOYCIB 3a KpUTEPisIMH, 110 HABEJCHI BHIlE, Oyna
OTpHMaHa MATPHUIIS CKCIIEPTHHUX OIIHOK (Tabi. 1).

[lepmium etamoMm anamizy Oyna moOynoBa iepapxiuHoi cTpykrypu (puc. 1), ne uiabp ckiagana
HalBUILMI piBeHb iepapXii (mepiuuii piBeHb), Ha HACTYITHUX PIBHAX NPEACTaBIeH1 KpUTEPIi, 3a AKUMU OyIIn
HOPIBHSHI 00’ €KTH, Ta AIbTEPHATUBH (aBTOOYCH) Ha HalHIKYOMY piBHI. [1]
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Tabmuus 1. Marpuis ekcnepTHUX OLIHOK

Kpurepii
A B C D E
1 3 300 7 20| 0,02
L 4 150 17 35 001
¢ | 10 580 5 25| 0.055
'§ v 5 180 15 36.7| 0.015
2 v 1 50 0 29| 0.005
VI 2 145 10 33| 0.008
VII 1 65 0 29| 0.006
VIIL 8 640 54 35| 005

Puc. 1. TproxpiBHEBA i€papXis «IIiJIb — KPUTEPIH —aIbTEPHATUBIY

Jlami Oyna cTBOpeHa MaTpUIls MapHUX MOPIBHSHB JUIsl APYrOTo PIBHA l€papXii, MICHs po3paxyBaHHs
JIOKAJILHUX MPIOPUTETIB IS SIKO1, CTAJI0 OYEBUIHUM, 1[0 HAMBAXKIMBIIINM KPUTEPIEM € TPOOIr aBTOMOOLIS,
a HaMEHIIT BXJIMBUM € TIOKa3HHK BIJICOTKA IpKi Ha Ky30BI.

HactrynmauM KpokoM OyIiio CKI1aJaHHs MaTPHIIb HOPIBHIHB €JIEMEHTIB TPETHOTO PiBHSA (Ta0I. 2) 1Is
KOXKHOTO 3 KPHUTEpiiB APyroro piBHs, 3 SIKUMHU BOHM IOB’s3aHi. B pe3ynbTari Takux oO4YMCICHBb Oyin
OTpHUMaHI1 MOKa3HUKHU MPIOPUTETHOCTI KOKHOTO aBTOOYCY BITHOCHO yCiX KpuTepiiB. BapTo 3ayBakuTu, 1o
yuM OUTbIIIE Y aBTOOYCY € MOKAa3HUK MPIOPUTETHOCTI, BITHOCHO MEBHOTO KPUTEPIIO, TUM OLIBIIT HMOBIPHO
Te, 10 IIe aBTOOyC HEOOXiTHO Oy/Ie 3aMIHUTH.

Tabmuus 2. MaTpuils napHUX MOPIBHAHB JUIS KpUTEPisT A

| 1l 1] IV Vv Vi VIl VIIl
[ 1 1/2 1/7 1/3 3 2 3 1/6
Il 2 1 1/6 1/2 4 3 4 1/5
1] 7 1 9 8 9 3
v 3 2 1/5 1 5 4 5 1/4
Vv 1/3 1/4 1/9 1/5 1 1/2 1 1/8
VI 1/2 1/3 1/8 1/4 2 1 2 1/7
VIl 1/3 1/4 1/9 1/5 1 1/2 1 1/8
VIII 6 5 1/3 4 8 7 8 1
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OcTaHHIM KpPOKOM JaHOTO METOJy € OOYMCICHHS TII00aTbHHUX MPIOPUTETIB KPUTEPIiB TPETHOTO
piBHA. Y pe3ynbTari OOYMCIICHb CTa€ OYEBUIHO, IO 3aMIHUTH HEOOXiTHO caMe BOCHBMUU aBTOOYC, ajpKe
caMme BiH Mae HaWBHIMIA Moka3HuK npioputeTHocti (0,28), nani Ha 3aMiHy NPETEHyBaTUMYTh Y€TBEPTUI
Ta TpeTiit aBTo0ycH 3 nmokazHukamu npiopurerHocti 0,2 ta 0,19 BignosigHo.

[TigBoasium MiACYMKH, MOKHA ckazaT, mo MAI € cucteMaTHYHOIO MPOLEAYPOIO i€PAPXIYHOTO
NPEJCTAaBICHHA €JIEMEHTIB, II0 BH3HAYAIOTh CYTh Oy/Ib-sKOi mpoOneMu. 3HAYCHHS B pe3yibTari
BUKOPHUCTAHHS I[bOTO METOJy HE 3aJIe)KaTh Bill OJMHMIb BUMIPIOBAHHS, IIO JYXKE TOJIETIIye poOoTy 3
BHU3HAYCHHSM NPIOPHUTETIB, Ta JOOPE MIIXOAUTH JUTsi BU3HAUYCHHS SAKICHOT OLIHKHU. B pe3ynbrari mpoBeneHoi
poOOTH CTayo 3pO3yMiTUM, IO HAHOUIBIE MOTpeOye 3aMiHM BOCHMHM aBTOOyC, aJKEe IOKa3HHUK
MPIOPUTETHOCTI B HHOTO BUHIIIOB HAWOLIBIINIA.
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