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1. AHorauisi 10 Kypcy

CTyneHTH OTPUMYIOTh TEOPETHYHI 3HAHHA 1 NPAKTUYHI HABUYKM 3 OCHOBHHX
MPUHIIMITB TOOYM0BU Ta (YHKIIIOHYBaHHS 3aXHIIEHOTO IPOTPaMHOTO 3a0e3MEeUeHHS;
OJIEPXKYIOTh 3HaHHS TMPO METOAM peali3alii CHUCTEeM 3axXUCTy Ui TPOTPaMHOIO
3a0€e3MeyueHHs.

2. Mera Ta 3aBJaHHA KypCy

MeTa THCHMIUIIHU — OTIAHYBaHHS OCHOBHUMH TE€PMiHAMHU Ta KaTETOPisIMHU Oe3MeKu
IporpamMHoOro 3abe3medeHHs, MPUHLOUIAMHU 1 3aco0aMu 3IIHCHEHHS aHali3y Ta BJAacHe
3abe3neueHHs 1€l 6e3meku B iHGOpMAaIliHHUX CHUCTeMaX 3 YpaXyBaHHSIM CY4acHOTO CTaHy
Ta MPOTHO3Y PO3BHUTKY METOMIB Ta 3acO0IB 3IHCHEHHs TOTPO3 31 CTOPOHH MOTEHIIIHHUX
MOPYLTHUKIB.

3aBaaHHsa Kypceynonsrae y (OpMyBaHHI 34aTHOCTI 3700yBadiB BHIIOI OCBITH
OOIpYHTOBAaHO BHKOPWUCTOBYBAaTH 3HAHHS IIOA0 3a0e3nedeHHs Oe3neKd MporpaMHOro
3abe3neueHHs y npodeciiiniii cepi Ha OCHOBI CUCTEMHOTO M1IX0Y.



3. Pe3yabTaTu HAaBYaHHS

BononiTi3HaHHSIMHE 100 TEXHOJIOTIH 3aXUCTy NIPOrpaMHOrO 3a0e3MedeHHs Ta
MPUHIIAIIAME TOOYTOBU CUCTEM 3aXHCTY JIJIsl IPOTPAMHHX JOJATKIB.

3acTOCOBYBaTH B MPAKTUYHINA MiISUTBHOCTI MEXaHI3MHU 3aXHCTy, IO 3aCHOBaHI Ha
BUKOPHUCTaHHI aJITOPUTMIB TpaAMLiHHOI (cMMeTpuyHOi) Kpunrorpadii ta kKpumrorpadii 3
BIIKpUTUM KITFOUEM JJIs1 3a0€3MeUeHHsT aBTeHTHYHOCTI, IIUTICHOCTI Ta KOH(IICHIIIHOCTI B
MPOTrpaMHKX JI0AaTKAaX.

BupimyBatuzanaui y cdepiOe3neKkunporpaMHoro 3a0e3MneueHHs] 3 BUKOPUCTAHHIM
HOPMaTHBHO-TIPAaBOBOi0a3n Y KpaiHu Ta MI>KHAPOJHOTO3aKOHO/IaBCTBA.

4. CTpyKTypa Kypcy

JEKIIT
3micToBHUIT MOoayJIb Nel

1. OcHOBHI NOHSTTS, BU3HAYEHHS, 3aKOHH

2. OcHoBHI 3arpo3u 0e3nexku

3. Mexanizmu peaJizanii 0e3nexu

4. 3a0e3neueHHs 0e3nexn 00’ ekTiB iHGopmaniiiHoI chepu nep:KaBu

5. XapakrepucTuka cTaHAapTiB i3 3a0e3nevyeHHs iHGopmaniiiHoi Oe3nexku
6. Puzuk po0oTH Ha MEPCOHAILHOMY KOMII’I0Tepi

7. 3acodum 3axucry iHgopmanii

8. 3arasbHa xapakTepucTHKAa KOMILIEKCHOI0 3aXUCTy iH(opmamii

MNPAKTUYHI BAHATTS
1.Po3mexxyBaHHS TOBHOBa)KEHBb KOPUCTYBAYiB Ha OCHOBI MAPOJIbHOI ayTeHTU]IKaIIii.
2.JloryBaHHS J1iii KOPUCTYBaUiB y MPOTPAMHUX CUCTEMaX.
3.MeToa1 3aXUCTy MPOrPaMHOTO 3a0e3MEYCHHSI.
4.3axuct BeO-pecypciB Bij 60TIB Ta ciamy 3a gonomoror mexanismy CAPTCHA
5.Amnauni3 3aXuIIeHoCTi BeO-pecypciB
6.0co01MBOCTI 3aXHUCTY JaHUX 3a Jormomororo TexHosorii Blockchain

5. TexniuHe 00J1afHAHHSA Ta/a00 NporpamMHe 3a0e3ne4eHHs

HeoOximauii goctyn g0 cucremMu auctaHiidnHoro HaBuaHHs HTY  «/III».
AKTHUBOBaHMI aKayHT yHIBEpCUTETChKOI nomTH (student.i.p.@nmu.one) Ha Odic365.

Texniune o0naHAHHS 10 MPAKTHYHUX POOIT:

[ncTpymenTH, obnagHaHHS Ta
Ne Hassa poGoTu nporpamue 3a0e3neyeHHs, 0 '
pobotu 3aCTOCOBYIOTHCS TIPH MPOBEICHH1
poboTtu
1 Po3MexxyBaHHS TOBHOBaXEHb CepenoBuiiie po3poOKH /i MOB
KOPUCTYBa4iB Ha OCHOBI MapoibHOi | mporpamyBanHs Python, C\C++,
ayTeHTHdIKaII]. JavaScript
2 JloryBaHHs J1ili KOPUCTYBaviB y CepenoBuiie po3poOKH AJisi MOB




IHcTpymeHTH, 00J1aJHAHHS Ta
Ne Hassa poGoTi nporpaMHe 3a0e3neueHHs, 110 .
poboTH 3aCTOCOBYIOTBCS MIPU MPOBEICHHI
poboTH
HIpOTrpaMHUX CHCTEMaX. nporpamyBanHs Python, C\C++,
JavaScript
3 MeTtou 3aXUCTy POrpaMHOro Cepenosuiie po3poOKu AJis1 MOB
3a0e3MmeueHHs nporpamyBanns Python, C\C++,
JavaScript
4 3axuct BeO-pecypciB Big 00TiB Ta CepenoBuiie po3poOKu s MOB
craMy 3a JOIIOMOTOI0 MEXaHi3My nporpamyBanHs Python, C\C++,
CAPTCHA JavaScript
5 Amnamni3 3aXUIIEHOCTI BEO- [HCTpyMeHTapiii As aHai3y CHCTEMU
pecypciB KaliLinux
6 Oco0nMBOCTI 3aXUCTy JOaHHX 3a CepenoBuiie po3poOKH AJ1s1 MOB
JIOTIOMOT OO0 TEXHOJIOT11 nporpamyBanss Python, C\C++,
Blockchain JavaScript

6. CucTeMa OiHIOBAHHSA TA BUMOTH

6.1. HaBuyaabHi JoCATHeHHs 3700yBaviB BHIIOI OCBITM 3a pe3yJbTaTaMH
BHBYCHHS KYpPCY OILIHIOBATUMYThHCS 3a IIKAJIOK0, 110 HaBEJIeHA HIKYE:!

PeliTnHrosa mkaia [HCTHTYIITiHA TIKaTa
90 - 100 BIIMIHHO
74 -89 no06pe
60-73 3aI0BLIILHO
0-59 HE3a0BUIBHO

6.2. 3100yBaui BHUIIOi OCBITH MOXXYTh OTPUMATH MiICYMKOBY OLIHKY 3 HAaBYaJIbHOI
JUCIUIIIIHYA Ha T1JCTaB1 MOTOYHOTO OI[IHIOBAHHS 3HAaHb 32 YMOBH, SIKIIIO HaOpaHa KUTBKICTh
OaJTiB 3 MOTOYHOT'O TECTYBaHHS Ta CAMOCTIHHOI poOOTH CKIIagaTiMe He MeHIne 60 OaiB.

MakcuMaibHe OLIHIOBAHHS:

[IpakTyHa yacTHHA
Teopernuna Ilpn Ilpu
p p p bonyc Pazom
YacTHHA CBOE€YACHOMY HECBOEYACHOMY
CKJIaJIaHH1 CKJIaIaHHI1
55 45 30 0 100

[IpakTraHi poOOTH TPUHMAIOTHCS 32 KOHTPOJBHUMH 3alUTAHHAMH IO KOXHOI 3
pobotu. TeopeTnyHa YacTHHA OLIHIOETHCS 3a pe3yibTaTamu 37adi icnuty. KoxHuil 6imet
MICTUTH 2 IUTaHHS.

6.3. Kpurepii oiHloBaHHS MiACYyMKOBOI po00TH

PoGoTa moBWHHA MICTHTH PO3TOPHYTI BIAMOBIAI HAa Ba NMUTaHHS OuIeTy. SIKIIO
poboTa BUKOHYETHCS y MUCTAHIIIHHOMY pPEXHUMi, TO BHJaua HOMEpy Oijiera MPOXOIUTh
gyepe3 cuctemy MS Teams y 3a3HaueHiil BUKIaJa4eM TPy CIKyBaHHS. B TakoMy pexxnmi
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BUKOHaHAa po0OTa MUIIETHCSA BPY4YHY, (oTorpadyeThcsi Ta BiJCHIAETHCS HE EINEKTPOHHY
MOIITY BHUKJIAJaya y BIPOJOBXK BCTAHOBJICHOTO BUKJIaJlaueM 4Yacy. 3a BHKOHaHY poOOTy
HapaxoBYIOThCS Oaju:

55 6aam — nana po3ropHyTa BiANOBIIb HA IBA TUTAHHS,

40 6aniB — maHa pO3rOpHYTa BIAINOBiAL HA OJIHE NMUTAHHS, aje € MOMHIKH TPHU
O3Sl 1HIIIOTO MUTaHHs, a00 € HECYTTEBI MIOMUJIKH Y BIAMOBIAAX HA JBA TUTAHHS,

25 0ajiB — gaHa IIOBHA BIAIIOBIAL HA OJHE IWTAaHHA a00 HAa JBa IMHUTAHHS 31
3HAYHUMH TOMHJIKAMHU;

15 6axiB — BIANOBIAb HA OJHE MUTAHHS 13 3HAYHUMH ITOMUJIKAMU,

0 6axiB — BIAMOBI/I HA TUTAHHS BIJICYTHI a00 MOBHICTIO HEBIpHi, a00 poboTa 31aHa
HECBOEYACHO.

6.4. Kpurepii oniHIOBaHHA NPAKTUYHOI PO0OTH

3 KOXHOI MPakTUYHOI POOOTH 3700yBad BHINOi OCBITH OTPUMYE 3alUTaHHS 3
NepesTiKy KOHTPOJIBHUX 3alUTaHb 0 POOOTH.

15 6aaiB — [locTaTHs 3p03yMiTICTh BIAOBIII

10 6aam — J{o6pa 3po3yMiiicTh BiAMOBIII

7 6aam — 3a710BUTEHA 3PO3YMUTICTh BIATIOBI1

0 6axiB — He3amoBinbHa 3p03yMiuTiCTh BiMOBI I

7. HoaiTuka Kypcy

7.1. HogiTKA 010 aKAAeMIi4HOI JOOPOYECHOCTI

AkazemigyHa OOPOYECHICTh 3/100yBayiB BHUIOI OCBITH € Ba)XJIMBOIO yYMOBOKO JIJIsI
ONaHyBaHHS Pe3yJbTaTaMH HaBYAHHS 3a JUCIUILTIHOIO 1 OTpUMaHHS 3a/J0BLIBHOI OLIHKH 3
MOTOYHOTO Ta MIiJCYyMKOBOTO KOHTPOJIB. AKagemiuHa J0OpouecHICTh Oa3yeThCs Ha
3aCy/KE€HHI IPAKTUK CIUCYBaHHS (BUKOHAHHS MUCHMOBUX POOIT 13 3aTy4E€HHSIM 30BHIITHIX
okepen 1H(opMalii, KpiM JJ03BOJICHHX [JIi BUKOPUCTaHHs), Iariaty (BiATBOPEHHS
ormyOJiKOBaHMX TEKCTIB IHIIMX aBTOpiB 0e3 3a3HaueHHS aBTOpPCTBA), (adbpukarii
(BuragyBaHHS JaHUX 4¥ (DAaKTiB, 10 BUKOPHCTOBYIOTHCA B OCBITHHOMY mporieci). [lomituka
IOZ0 aKaJaeMIYHOI JO0O0pPOYECHOCTI PETIaMEeHTYEThCS TMOJIOKeHHsM "[lojoxeHHs mpo
CHUCTEMY 3aro0iraHHs Ta BUSBJICHHSA Iariaty y HaimioHanpHOMY TEXHIYHOMY YHIBEPCHUTETI
"uinpoBcrka moitexnika'. https://cutt.ly/IBesJEc.

Y pasi mnopymeHHs 3100yBaueM BHINOiI OCBITH akaaeMidyHOi J0OpOYecHOCTI
(cnucyBaHHs, Tutariat, ¢aOpukaris), poOOTa OIIHIOETHCS HE3aJ0BUIBHO Ta Mae OyTH
BUKOHaHa TOBTOpHO. [IpyM mpomMy BUWKIamay 3ajHIlaE 3a COOOK TPaBO 3MIHUTH TEMY
3aBJIaHHS.

7.2.KomyHikaniiiHa MoJIiiTHKA

3n00yBayi BUIIO1 OCBITH MOBUHHI MaTH aKTUBOBAHY YHIBEPCHUTETCHKY IIOIITY.

VYci muchMOBi 3amMTaHHS 0 BHKJIAJa4iB CTOCOBHO KypCY MAarOTh HAJICHIATHCS Ha
YHIBEPCUTETCHKY €JIEKTPOHHY IOILTY.

7.3. IloJliTKA 1010 NEePeCKIATAHHSA

PoGotn, siki 31a10ThCA 13 TOPYIICHHAM TEPMiHIB 0€3 MOBAYXHUX MPUYHH OI[IHIOIOTHCS
Ha HIWKYy OIiHKY. [lepeckiamanHs BiIOyBaeThCsA 13 J03BOJY JCKAaHATy 3a HAsSBHOCTI
MOBAXHUX NPUYMH (HAIPUKIIAJ, JIIKAPHIHUM).

7.4 IloniTHKa 11010 OCKAPKEHHS OLiHIOBAHHA



Sxmo 3700yBay BUIIOI OCBITH HE 3TOJICH 3 OI[IHIOBAHHSIM HOTO 3HAHb BIH MOXE
OTPOTECTYBATH BUCTABJIEHY BUKJIalaueéM OI[IHKY Y BCTAHOBIICHOMY TIOPSI/IKY.

7.5. BigBinyBaHHA 3aHATH

Jlnist 3m00yBaviB BUIIOI OCBITH JA€HHOI ()OPMU BiABITYBAaHHS 3aHITH € 000B’I3KOBHM.
[ToBaxkHMMM TIPUYMHAMM JJIsS HESIBKM Ha 3aHATTS € XBOpoOa, ydyacTh B YHIBEPCUTETCHKHUX
3axojax, aKajJeMiyHa MOOUTBHICTH, SKIi HEOOXIIHO MiATBEPKYBaTH JOKyMeHTamu. [Ipo
BIJICYTHICTh Ha 3aHSTTI Ta MPUYMHH BIJICYTHOCTI 300yBa4 BHINOI OCBITH Ma€ MOBIJOMHUTH
BHKJIaJa4a abo ocoOucTo, abo yepe3 CTapocTy.

3a 00’€KTUBHMX MPUYUH (HANPHKIAZ, MDKHApOJAHA MOOUIBHICTH) HaBYAHHS MOXKE
BiIOYBAaTHCh B OH-JIAH (POPMI 32 TIOTO/KEHHSIM 3 KEPIBHUKOM KYpCY.
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