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AHoOTAaIiS 10 KypCy

[IporpamMui MeToau 3axucTy 1HGopMarlii - 1€ AUCUUIUIIHA JUII BUBYEHHS CUCTEMHUX
Ta TPUKIATHUX METOJIB, SKI MPU3HAYEHI I 3aXHUCTy iH(popMalii, o NepeaaeTbes Mo
TeJIeKOMYHIKaliifHuM KaHamaM. Haifwactime mnporpamui 3aco0u 3axucTy iH(OpMarii
3aCTOCOBYIOTh JIJII BHKOHAHHS TaKUX IMpPOIECIB K iAeHTU(IKaiss W aBTEHTUDIKAIIIS
KOPUCTYBayiB, PO3MEXKYBaHHs JIOCTYIly KOPHUCTYBadiB J0 iH(OpMAIiitHOT Mepexi,
MapoJIbHUH 3aXUCT 1 epeBipKa MOBHOBaXKEHb, MHU(pyBaHHs iHPOpMAIIii, a TAKOXK 1i 3aXHUCT
B1JI HECAHKI[IOHOBAHMX 3MiH, 3UNTYBaHHsI, KOTIIFOBAaHHSI.

1. Meta Ta 3aBaHHSI KYpCY

Meta AuMCUMIIIHM — 3aKJIACTH TEPMIHOJNOTIYHUN (yHIAMEHT, HAaBYUTH 3700yBadiB
MPaBUJILHO TMPOBOAMTH aHaji3 TOrpo3 iHdopmarlliiiHiid Oe3melll, OCHOBHHM MeETO/aM,
OPUHLUIAM, aIrOpuTMaM Ta 3acobaM 3axucTy iH(opMmarii B KOMIT IOTEPHUX CHCTEMax 3
ypaxyBaHHSIM Cy4aCHOTO CTaHy Ta TPOTHO3Y PO3BHTKY METOJMIB Ta 3acO0iB 3MIMCHEHHS
MOTPO3 31 CTOPOHU MOTEHIIMHUX MOPYITHUKIB.

3aBaaHHs KypCy:
Y pe3ynabpTaTri BHBUYEHHS KypCy CTYICHTH TIIOBUHHI BHUBYUTH: METOAU 3a0e3MeyeHHS
(GYHKIIIOHYBaHHS CHEIiaJbHOTO MPOTPaMHOTrO 3a0e3MeueHHs MO0 3aXHCTy IaHWX Bij
PYHHYIOUHMX HpPOTpaMHHUX 3ac00iB Ta MPOBOJWTH aHali3 €(pEeKTUBHOCTI CHCTEM BUSBIICHHS



Ta IPOTHUIT HECAHKI[IOHOBAHOMY JIOCTYITY JI0 PECYPCiB 1 IPOIIECIB.

2. Pe3yJbTaTh HABYAHHS:

OTpuMaHHs 3HaHb Ta HAaBUYOK Yy BHKOPHCTAHHI CyYaCHHX METOJIB PO3pOOJICHHS
MporpaMHUX 3aco0iB 3axucTy iHdopmMmalii Ta CHHTE3y KOMIUICKCIB 3acO0IB 3aXHCTy
iHpopMmarii.

VY pe3ynbTaTi HaBYaHHS CTYJCHTH HABYATHCS HACTYITHOMY:

JlocmimkyBaTti, po3poONsATH Ta BHPOBADKYBATH METOAM 1 3aXOJU  MPOTHUALT
KiOepIHIIMICHTaM, CHUCTEM BUSBIICHHsS Ta 3amoOiraHHs arakam, 3[1HCHIOBATH MPOLEIYpPH
VIPaBIiHHA, KOHTPOJIFO Ta pO3CHIIAYBaHHSA, a TaKOX HAJAaBaTH PEKOMEHMAIIl 00
MONIEPEDKCHHST Ta aHajidzy KiOeplHIMICHTIB B 1uIoMy. JlocmipkyBaTtH, po3poOsaTH,
BITPOBAJPKYBATH Ta BUKOPUCTOBYBATH METOJH Ta 3aCO0M KPUMTOrpadiuHOrO Ta TEXHIYHOTO
3axucTy iH(opMalii Oi3Hec/onepariiHuX MPOIeciB, a TAKOXK aHATI3yBaTH 1 HaJaBaTH
OLIHKY €(QEeKTHUBHOCTI IX BHUKOPUCTaHHI B iH(QOpPMAIiiHMX cHcTeMax, Ha 00’ €KTax
iH(OopMaIliifHOT MISUTPHOCTI Ta KPUTHYHOI 1H(PACTPYKTYpH, 30KpeMa 13 BHKOPHCTAHHSIM
IMITAIITHUX MOJIeJIel MPOIIECIB.

Obupatu, aHamizyBaTH 1 pO3pOOJIATH MPUAATHI THIIOBI aHATITHYHI, PO3PaXyHKOBI Ta
eKCIIepUMEHTAIbHI METOIW Ta MOJei KiOep3axucTy, po3poOJIsSITH, peali30ByBaTH Ta
CYyNpOBOUKYBAaTH TMPOEKTH 3 3axXHCTy 1HGopmalii y KidepmpocTopi, I1HHOBaLIMHOL
TISUTBHOCTI Ta 3aXHUCTY 1HTEIEKTYaIbHOI BIACHOCTI.

4. CTpyKTypa Kypcy.

JEKIIT 80
Tema 1. Ba3osi nonsiTTs inpopmaniiinoi Oe3nexn
OcHOBHI TMOHATTA. 3axucT 1HGopmalli Ta ¥Oro OCHOBHI 3aBJaHHI.
Knacudikamiss 3arpo3 mns indopmamii ta ix mxepen. [lonstrs mpo
iHpopmariro 3 oOMexxeHnM AocTyrnoM. CTpyKTypa MONITUKKA Oe3neku Ta ii
OCHOBHI YaCTHHHU.
Tema 2. MexaHi3MH i OJITUKH PO3MEKYBAHHSA MPAB T0CTYILY
TCSEC - nepmuii crangapt y ramy3i OIiHKY 3aXHUIIEHOCTI KOMIT FOTEPHHUX
cucteM. Common Criteria - eBpONeHChbKUI CTaHAAPT Y Tally31 OI[IHKU
3aXMIIEHOCTI KoM roTepHuX cucteM. Bumoru gosipu. HJI T3I 2.5-004-99
"KpuTepii omiHK# 3aXUIIEHOCTI iH(OpMaIlii y KOMIT IOTEPHUX CUCTEMAaX Bij
HECaHKIIIOHOBAHOTO JIOCTYITy"
Tema 3. lllndpyBanns 1aHux.
OcuoHi nonsatTs pobotu K. [llennona "Teopis 3B’ 3Ky
B ceKkpeTHuX cuctemax". CHUMeTpHYHi, aCHMETpUYHI Ta KOMOIHOBaH1
KPUNITOCUCTEMHU. IX TlepeBaru Ta HeoiKHy.
Tema 4. CucteMu 3aXMCTy POrPaMHOI0 3a0e3Me4YeHHsl.
Merta 1 IOIIBHICTS BUKOPUCTAHHS cUCTeM 3axucTy. Knmacudikamist cuctemu
3axucty iHpopmanii. IlakyBampHuku/mmdparopu. CucTeMu 3aXUCTy Bif
HECaAHKI[IOHOBAHOI'0 KomitoBaHHS. CHCTEMU 3aXUCTY BiJ] HECAaHKI[1IOHOBAHOTO
noctyiy. OCHOBHI aJTOPUTMH 3aXHUCTY MPOTPAMHOTO 3a0€3MeYeHHS.
Tema S. Po3noBcrofaeHi THIIM 3aXUCTIiB TA iX HEJOJTIKH.
OCHOBHI BUMOTI'M J0 PpO3POOKM CHUCTEM 3axHCTy. PO3MOBCIOIKEHI TUIH
3aXHUCTIB Ta 1X HEIOIIKHU
Tema 6. 3aco0u MOI0TAHHS CHCTEM 3aXHCTY.
[Tpo6nema icHyBaHHS 3aC00iB 37aMy 3aXHCTIB IPOrPAMHOTO 3a0€3MEeYCHHS.
Knacudikarrist 3aco0iB mo101aHHS CUCTEM 3aXUCTY MPOTPAMHOTO



3abe3nedenns. [Iporpamu po3makyBaHHs, AeMUPpPyBaHHS Ta KPUIITOAHATI3Y.

Tema 7. OcHoBHi moHATTA OC, HEOOXiAHI 1)1 CTBOPEHHS CHCTEM

3aXHUCTY.

Cknan onepaniitnoi cucremu. BIOS. CMOS. IlepepuBanss, ix pois i

mpoleaypa 3BepTanHs B mporpamax. Pobota 3 auckamu Ha ¢Gi3HYHOMY PiBHI.

Tema 8. 3aranbHi NPUHIMITK 32XMCTY NPOrpaM BiJl HECAHKIIOHOBAHOI'0

AOCJIIKEHHS.

[TpuHIMIY MOOYI0BU CUCTEM 3aXHCTy Ta iX (yHKIil. OCHOBHI METOIH Ta

3aco0u qociikeHHs nporpam. Criocobu BOYI0OBYBaHHS 3aXUCHUX

MeXaHi3MiB B porpamMHue 3ade3neueHHsi. CTpyKTypa nporpam, 3aXHIIeHux

BIJ TOCHIKEHHS.

Tema 9. 3axuct Bix 1u3acemMOI0BaHHA.

HeoOxiaHICTh 1 AOLMUIBHICT 3aXUCTY BiJl Au3aceMOitoBaHHsI. OCHOBHI

METOM MPOTUAII 1n3aceMOmoBanHIo mporpaM. [TousaTTs 06dyckarii Ta iforo

BH/TH.

Tema 10. 3axucT Bil HeCAHKLHIOHOBAHOI0 HAJIATO/1KY BAHHS

Orsin 1 kmacudikallis HajlaropKyBadiB. 3axXUCT BiJl HAJaro)KyBayiB

peaNbHOTO pekuMy. bopoTh0a 3 HaaroKyBadaMu 3aXUIICHOTO PEXUMY.

JloaTKOBI IPUIOMH aHTUHAJIATO/KYBAJIBLHOTO MPOTPaMyBaHHS.
MPAKTUYHI 3AHSTTS

IIpakTuuyna podora Nel

Tema: Po3mexyBaHHA NOBHOBAKeHb KOPUCTYBAYiB HA OCHOBI MapPOJIbLHOI

ayteHTH ikauii.

Merta po6otu: Po3poOka nporpamu po3MexxKyBaHHsI TOBHOBa)KEHb

KOPHCTYBadiB Ha OCHOBI MapOJIbHOI ayTeHTH(IKaIIii.

3aBpanss: Po3pobuTu mporpamy po3MeKyBaHHs TOBHOBAKEHb KOPHCTYBaUiB

Ha OCHOBI MTAPOJIbHOI ayTeHTH]IKaIIii.

IIpakTuyna podora Ne2
Tema: JloryBanHs Aiii KOpUCTYBa4iB y NPOrpaMHUX CHCTEMAaX.
Merta po6oTu: 3acBoiTH METOAUKY Ta OTPUMATH MPAKTUYHI HABUKU PO3POOKHU
MPOLIETYP JIOTYBAHHSI JIiii KOPUCTYBAUiB HA MIPUKJIA/I MiICUCTEM
imenTudikamii Ta ayreHTU}iKaIii KOPUCTyBaviB 13 BAXXKOOOOPOTHUMU
OJTHOHANPAMIIEHUMH XellI-()YHKIISIMH.
3aBnaHHA: YJIOCKOHATUTH po3pobiieHy B JsabopaTtopHiii poOoti No 1
OporpaMHy CHUCTEMY 3 METOK NOKpamleHHs ¢yHKOii ineHTHdikamii Ta
ayTeHTHdIKaIlli KOpUCTYBaviB.
IIpakTnuna podora Ne3
Tema: MeToam 3axucTy NPOrpamMHoro 3ade3nev4eHHs.
Merta pobotu: OnepxaTi IpaKTUYHI HABUKU peajizailii airopuTMiB 3aXUCTy
MPOrpaMHOro 3a0e3MeueHHs sl HAUMOMIMPEHIINX Moeen
PO3TOBCIOIKEHHS.
3aBpanns: 1. Po3poOutu nporpamuuii mpoaykT (abo yaockonamutu 113
po3po0bieHe B momnepeHix J1abopaTopHUX poOoTax), 110 BUKOHYE MiHIMYM 10
byHKIIN (715 pUKIany - BIAKpUTTS (aitny, 30epexenHs daitry, 1oBiaKa,
IPYK, TIEPETIsiI mapaMeTpiB (aiiry, MOMIyK Ta 1HII).

PA3OM

5. Texniune o0J1afHaHHA Ta/a00 mMporpamHe 3a0e3neYeHHs.

40

120



TexniuHi 3ac00M HaABYAHHS: MYJIbTUME/IiMHI Ta KOMIT FOT€PHI PUCTPOI.
[Iporpamui 3acobu maucrtanmiiaoi ocBitn: MS Office 365, MS Teams, nucrtaHIiiiHa
mnatdopma Moodle.

6. CucreMa OiHIOBAHHSA TA BUMOTH

6.1. HapuyaabHi [gocsirHeHHsi 3700yBadiB BHMINOI OCBITH 3a pe3yiabTaTaMu
BHUBYECHHS KYPCY OLIHIOBATUMYTHCS 33 HIKAJIOIO, 110 HABEJCHA HUKYE!

Pentunrosa nikana [HCTHTYHIIHA TTIKaIa
90 - 100 BIAMIHHO
74 - 89 no0pe
60 -73 3aJ0BUIBHO
0-59 HE3a0BIIBHO

6.2. 3100yBayl BUIOI OCBITH MOXXYTh OTPUMATH MiICYMKOBY OLIHKY 3 HaBYaIbHOI
JUCIUIIIIHYA Ha T1JCTaBl MOTOYHOTO OI[IHIOBAHHS 3HaHb 32 YMOBH, SIKIIIO HaOpaHa KUTBKICTh
0aJTiB 3 MOTOYHOTO TECTYBAHHS Ta CAMOCTIIHOI poO0TH cKianaTuMe He MeHIre 60 Oamis.

MakcumanbsHe OHiHIOBaHHHZ

IIpakTyHa yacTHHA
Teopernuna IIpu Ilpu
p P p bonyc Pazom
JacTHUHA CBOE€YACHOMY HECBOEYACHOMY
CKJIaJaHH1 CKJIaJaHHI
53 42 30 5 100

[IpaktuyHi poOOTH TPUHMAIOTHCS 32 KOHTPOJBHUMH 3alMUTAHHAMH JIO KOXHOI 3
pobotu. TeopeTnyHa yacTWHA OLIHIOETHCS 3a pe3ynbTaTamMu 37adl icnuty. KoxHuil Oiner
MICTUTD 2 TIUTaHHS.

6.3. Kpurepii oniHloBaHHA NMiACYMKOBOI po0oTH

PoGoTa moBHMHHA MICTUTH PO3TOPHYTI BIJMOBiAI Ha JBa MUTaHHS Outery. Skimio
poboTa BUKOHYETHCS y OUCTAHLIMHOMY DPEXHMi, TO BHIa4a HOMEpY OiieTa MPOXOIHThH
gyepe3 cuctemy MS Teams y 3a3HaueHiil BUKIaJa4eM TPy CIKyBaHHS. B TakoMy pexxumi
BHKOHaHA po0OTa MUIIETHCS BPY4YHY, (poTorpadyerbcs Ta BIACHIAETHCS HE EIEKTPOHHY
MOINTY BUKJIAJa4a y BIPOJOBXK BCTAHOBIEHOTO BUKIIAJA4eM dYacy. 3a BHKOHAHY poOOTYy
HapaxoBYIOThCA Oamu:

53 6anu — gaHa po3ropHyTa BIAMOBIIb HA JIBA MUTAHHS;

40 6aniB — maHa poO3TOpHYTa BIANOBIAL HA OJIHE IMUTAHHS, ajie € TMOMMJIKH TMPH
PO3TIISAI 1HIIOTO MUTAHHS, a00 € HECYTTEBI TOMIJIKH Y BIJIIOBISX HA JIBA TUTAHHS;

25 0ajiB — gaHa IIOBHA BIAIIOBIAL HA OJHE IHWTAaHHA a00 HAa JBa IMHUTAHHS 31
3HAYHUMH OMHJIKAMU;

15 0aJ1iB — BiZIOBIb HA OJHE MUTAHHS 13 3HAYHUMU ITOMUJIKAMHU;

0 6aJsiB — BiAMOBiII HAa MUTAHHS BiJCYTHI a00 MOBHICTIO HEBipHI, a00 poboTa 37aHa
HECBOEYACHO.

6.4. KpuTepii oliHIOBAHHSI MIPAKTHYHOI PO00OTH




3 KOXHOI MPakTU4YHOI POOOTH 3700yBad BHINOi OCBITH OTPUMYE 3alUTaHHS 3
NepeiKy KOHTPOJIbHUX 3allUTaHb JI0 pOOOTH.

14 6aaiB — [locTaTHs 3p03yMUTICTh BIAMOBIII

10 6am — J{o6pa 3po3yminicTh BigHOBI I

6 6am — 3a70BUTBHA 3PO3YMUTICTH BiATOBI I

0 6aaiB — He3agoBinibHA 3p03yMITICTh BIAMOBII1

7. IloaiTuka Kypcy

7.1. IosiTnKa 1010 aKA/1eMi4YHOI JOOPOYECHOCTI

AkanemigyHa OOPOYECHICTh 3100yBayiB BHUIOI OCBITH € BaXXJIMBOIO yYMOBOKO JIJIst
OTIaHYBAaHHA Pe3yJbTaTaMH HaBYAHHS 32 JUCIUILIIHOIO 1 OTPUMaHHS 33J0BLIBHOI OLIHKH 3
MMOTOYHOTO Ta IiJICYMKOBOTO KOHTPOJIB. AKaaeMiuHa JI0OpOYecHICTh 0a3yeTbcs Ha
3aCy/KE€HHI TIPAKTUK CIUCYBaHHsS (BUKOHAHHS MUCHMOBUX POOIT 13 3aIy4E€HHSIM 30BHIITHIX
mkepen iH(opmamii, KpiM J03BOJEHHX [UIS BUKOPUCTAHHS), IUiariaty (BIATBOPEHHS
ormyOJiKOBaHMX TEKCTIB IHIIMX aBTOpiB 0e3 3a3HaueHHS aBTOpPCTBA), (adbpukarii
(BuTamyBaHHS MaHWX YM (PaKTiB, IO BUKOPUCTOBYIOTHCS B OCBITHROMY Tiporieci). ITomiTuka
I0JI0 aKaJeMIYHOi JTOOpOYECHOCTI perjaMeHTyeTbcst ToJokeHHsIM "llonoxeHHs mpo
cucTeMy 3aro0iraHHs Ta BUABIICHHS IiariaTy y HamioHanbHOMY TEXHIYHOMY YHIBEPCHTETI
"IainpoBceka momitexnika'. https://cutt.ly/IBesJEc.

Y pa3i mopymieHHs 3700yBadeM BHUIIOI OCBITH aKaJaeMiuyHOl J0O0pPOYECHOCTI
(cnucyBaHHs, Tutariat, ¢alOpukaris), poOOTa OIIHIOETHCS HE3aJ0BUIBHO Ta Mae OyTH
BUKOHaHa TOBTOpHO. [lpM mpomy BHUKIamad 3ajumiae 3a cOOOI0 TPaBO 3MIHUTH TEMY
3aBJIaHHS.

7.2.KomyHikaniiiHa moJliTHKa

3n00yBayi BUIIO1 OCBITH MOBUHHI MaTH aKTHBOBAHY YHIBEPCHUTETCHKY IIOIITY.

VYci nuceMOBI 3alMTaHHS A0 BHKIAJadiB CTOCOBHO KypCy MarOTh HAJCHJIATHCS Ha
YHIBEPCUTETCHKY €JIEKTPOHHY IOILTY.

7.3. IToJliTKA 1010 NEePeCKIATAHHSA

Pob6otu, siki 37a10ThCs 13 TOPYIICHHSM TEPMiHIB 0€3 MOBAKHUX MPUYUH OLIIHIOKOTHCS
Ha HIWKYYy ouiHky. llepecknamanHHs BiAOyBaeTbcs 13 JO3BONY JEKaHATy 3a HAsSBHOCTI
MOBAXHUX PUYMH (HAIPUKIIAJ, JIIKAPHIHUM).

7.4 IloniTHKa 1010 OCKAPKEHHS OL[iIHIOBAHHA
Sxmo 3700yBay BUIIOI OCBITH HE 3TOJICH 3 OI[IHIOBAHHSIM HOTO 3HAHb BIH MOXE
ONPOTECTYBATH BUCTABIICHY BHKJIA/IaY€M OIIIHKY Y BCTAHOBJICHOMY IOPSIIKY.

7.5. BiaBinyBaHHA 3aHATH

Jnist 3m00yBaviB BUIIOI OCBITH JA€HHOI ()OPMU BiABIAYBAaHHS 3aHITH € 000B’I3KOBHM.
[ToBa>kHUMU TIPUYUHAMH JIJISI HESBKM Ha 3aHATTS € XBOpoOa, ydyacTh B YHIBEPCUTETCHKUX
3axojax, akajgeMiyHa MOOUIBHICTB, SIKI HEOOXIJHO MiATBEpKyBaTH AoKymeHTamMu. IIpo
BIJICYTHICTh Ha 3aHSTTI Ta MPUYMHH BIJICYTHOCTI 3100yBa4 BHINOI OCBITH Ma€ MOBIJOMHUTH
BHKJIasia4a abo ocobucto, abo depe3 CTapocTy.

3a 00’€KTUBHMX MPUYUH (HANPHKIAZ, MDKHApOJAHA MOOUIBHICTH) HaBYAHHS MOXKE
BiIOyBAaTHCh B OH-JIAMH (POPMI 32 TIOTOKEHHSIM 3 KEPIBHUKOM KYpCY.

7.6. Bonycn



Hanpukinii BUBYEHHS KypCcy Ta Mepea MoYaTkoM cecii 3700yBaya BHIIOI OCBITH
Oyae 3ampoIlOHOBAHO aHOHIMHO 3alOBHUTH eleKTpoHHI aHkeTH (Microsoft Forms Office
365), sxi Oyzae po3iciaHO Ha Ballli YHIBEPCUTETChKI TOIITOBI CKPUHBKU. 3alIOBHEHHS aHKET
€ BaXJIMBOIO CKJIAJOBOIO BalllOl HaBYAJILHOI aKTHBHOCTI, IO JO3BOJUTHL OL[IHUTH JI€BICTH
3aCTOCOBaHMX METO/IIB BUKJIAJaHHS Ta BPaxXyBaTH Ballli IPOMO3UIlii CTOCOBHO MOKPAIICHHS
3MICTY HaBYAIBHOI JUCIUIUIIHU. 32 y4acTh Y aHKeTyBaHH1 3/100yBay BUIIIOT OCBITU OTPUMYE
5 oaJis.
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