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1. AHoTamisi 10 Kypcy

Meroau 1oOyIOBH 1 aHadi3y KPUIITOCUCTEM - I[€ AUCHUIUIIHA IS BUBYEHHS

KPUTNITOCHCTEM, SIKi MPU3HAYEHI IS 3aXUCTy iH(opmarlii, mo 30epiraeTbcs, 00poOIIOEThCS
abo TmepenaeTbcs TO TEJICKOMYHIKAIMHMM KaHaimaMm. HalgacTinme KpUnTOCHCTEMHU
3aCTOCOBYIOTH Oe3mocepeHbO0 mu@pyBaHds iHGopMmariii.

2. Meta Ta 3aBJaHHS KypCY




Mera aucOMIUIIHM — HaJgaTH TEOPETUYHI Ta TPAKTHYHI 3HAHHS MATEMATHYHUX
OCHOB TIOOYIOBM Ta KpPUNTOAHANi3y, CY4YacHUX METOMIB TONMIYKYy Bpa3IUBOCTEH
KPHUIITOAJTOPUMTIB Ta MPOTOKOJIB, OI[IHKH KPUIITOCTIHKOCTI alfTOPUTMIB ITU(PYBaHHS.

3aBaaHHA Kypcy:

VY pe3ynbTaTi BUBYEHHS KypCY CTYJACHTH NOBHHHI BUBYHTHU: BiJIOMi KPUIITOCUCTEMH,

HABYUTHUCH 1X BHKOPHUCTOBYBATH Ta B,HiﬁCHIOBaTH aHami3.

3. Pe3yabTaTh HABYAHHSA:

OTpuMaHHS 3HaHb Ta HAaBMYOK Y BHKOPHUCTAHHI Cy4aCHUX METOJIB MOOyIOBU 1

aHai3y KpUIITOCUCTEM.
V pe3ynbTaTi HaBYaHHS CTYAECHTU HABYAThHCS HACTYITHOMY:

BukopucToByBaTH MaTeMaTW4HI Ta TEXHIYHI METOAM, 3acobm ¥ 3axoau IS

peaitizaniii IPOEKTHUX PillIeHb 3 TOOYJOBH CUCTEM Ta METOAIB KPUIITOAHATI3Y.
BukopucroByBatn pi3Hi cydacHi iHQOpMamiiiHI TEXHOJOTIi Ta
KpHUIITOAHAJ13 BIJOMUX MHUQPIB.

[TogaBatu kpunrorpadidyHi IPOTOKOIU Ta CUCTEMY U(PPOBOTO MiAMHUCY.

4. CTpyKTypa Kypcy.
JIEKIII

Tema 1. 3axumcr iHdopmamii, Horo ckiaaaoBi i piBHI ¢GopmyBaHHA
pe:xkumy iHgopMmaniiiHol Oe3nexku

OcHOBHI TOHATTS 1 BuU3HA4YeHHS. [IpaBoBI acmekTu 3axucTy iHdOpMaIii.
BrnactuBocti indopmanii 3 Toukm 30py il 3axucty. PiBHI (opmyBaHHS
pexxuMmy iHpopmaniiHO1 Oe3neKH.

Tema 2. Tpaguuiiini kpunrorpadgiuni cucremu

Kpunrorpadis 1 ii ocHoBHI OoHATTSA. Mojaenb kpuntorpadiyHOi CUCTEMH.
[Tpunnun Kepxxoddca. Etanu po3BuTKy KpunTorpadivHIX CHCTEM.

Tema 3. Kpunrorpagivyna criiikicts mudgpis

[Tonsarts kpunTorpadiunoi criiikocti. Mexi 3aCTOCYBaHHSA «Tpy0o0i CHII»
10 arak Ha mmdpu. AOCOIIOTHA KPHUNTOCTIMKICTh mmmdpiB. OcHOBU
KBaHTOBO1 KpuITorpadii.

Tema 4. BjiokoBi MK(PHU K OCHOBA CYYACHUX KPUIITOCHCTEM

bnokoBi anroputmu i pexxumu mudpyBaHHsi. Pexxum enekTpoHHOI KOAO0BOT
kauru (ECB). Pexum 3minnenns 610kiB mo kpuntorekcty (CBC). Pexum 3
obepuenuMm 3B’s3koM 1o kpuntorekcty (CFB). Pexum 3 obGepHeHum
3B’s13koM 110 Buxony (OFB). Pexum 3 miuunsaukom (CTR). SP-mepexa.
Mepexi Deiicrens.

Tema 5. Kpunrocucrema DES

3arasibHa xapakrepuctuka. Anroputm mugpysanssa. Ctpykrypa ¢pyHkuii F.
Critixicte DES. IMoxigai Bim DES mmdpu. DES i mmdpoBana daiinoBa
cuctema EFS.

Tema 6. Moaesib aCHMETPUYHOI CHCTEMH

[lepenymMoBY BUHUKHEHHS] aCHMETPUIHHUX CHCTEM. MOIeTTh KPUIITOCHCTEMHU
3 myOmiyHuME KitodaMu. [ToHATTS. 0AHOCTOPOHHBOT (DYHKITII-TTACTKH.
3ajaya prok3aka.

Tema 7. IlpoTokoJn acuMeTPpUYHOI KpunTOrpagii

[Tpotokon dipdi-Xemnmana. udp amipa. [lndp Ens-T'amans. Hudp
RSA. ludposwuii (eneKTpOHHUIA) MiAMTHUC.
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MNPAKTUYHI BAHATTS 40
IIpakTuuna podora Nel
Tema: Illu¢p Le3aps.
Merta po6otu:Po3pobka nmporpamuoi immiemenTaiii mudpy Le3aps.
3aBnanHsa:Po3pobutunporpamuy imiuiemenTaiiro mudpy Llesaps.

IIpakTuna podora Ne2
Tema: lllupp Tpuremiyca.
Merta po6otu:Po3pobka nporpamuoi immiemenraiii mmdpy Tpuremiyca.
3aBnanHsa:Po3pobutu nporpamMuy iMruieMeHTalio mudpy Tputemiyca.

IIpakTnuna po6ora Ne3
Tema:lIu¢gp ramyBanus.
Merta po6otu:Po3pobka mporpamuoi iMieMeHTanii mudpy ramyBaHHS.
3apnanua:Po3pobutu nmporpaMHy iMIUIEMEHTALI0 H(PY raMyBaHHSI.

IIpakTnuna podora Ned
Tema:lllu¢pp DES.
Merta po6otu:Po3pobka nporpamuoi immiemenTanii mudpy DES.
3apnanusa:Po3pobutn nporpamuy immuiemenTaiiito mugppy DES.

PA3OM 120

5. TexniuHe o0/1afHAHHSA Ta/a00 MporpamMHe 3a0e3Me4YeHHs.

TexniuHi 3ac00M HaBYaHHS: MYJbTUMEIMHI Ta KOMIT FOTEPHI MPUCTPOI.
[Tporpamui 3acobu mucranmiiaoi ocBitu: MS Office 365, MS Teams, nucraniiiina
mtatopma Moodle.

6. CucTeMa OLIHIOBAHHSA TAa BUMOTH

6.1. HaBuyaabHi JoCATHeHHs1 3700yBaviB BHIIOI OCBITM 3a pe3yJbTaTaMHu
BHBYCHHS KYpPCY OLIHIOBATUMYThHCS 3a IIKAJIOK0, 110 HaBEJIeHA HIKYE:

PeliTnHroBa mkaia [HCTHTYIITiHA TIKaTa
90 - 100 BIIMIHHO
74 - 89 n06pe
60 -73 3aI0BLIBHO
0-59 HE3a0BUIBHO

6.2. 3100yBayui BHIIOi OCBITH MOXXYTh OTPUMATH MiICYMKOBY OLIHKY 3 HAaBYAJIHHOI
JTUCIUIUTIHA HA TM1/ICTaBl TOTOYHOTO OI[iHIOBAHHS 3HAHb 3a YMOBH, SKIIO HaOpaHa KiJIbKICTh
OaJTiB 3 MOTOYHOT'O TECTYBaHHS Ta CAMOCTIHHOI poOOTH CKIIagaTiMe He MeHIne 60 OaiB.

MakcuMabHe OLIHIOBAHHS:

ITpakTHyHa yacTHHA
[Ipn [Tpu bonyc Pazom
CBOE€YACHOMY | HECBOE€YACHOMY

Teopernuna
YacTUHA




CKJIaJaHH1 CKJIaJaHH1
55 40 30 5 100

[IpaktuyHi poOOTH TPUHMAIOTHCS 32 KOHTPOJBLHUMH 3alUTAHHAMH JIO KOXHOI 3
pobotu. TeopeTnyHa yacTWHA OLIHIOETHCS 3a pe3ynbTaTamMu 37adl icnuty. KoxHuil Oinet
MICTUTD 2 TIUTaHHS.

6.3. Kpurepii oniHloBaHHA MiACYMKOBOI po0oTH

Po6oTta moBWHHA MICTUTH PO3TOPHYTI BIANMOBIII Ha JBa MUTaHHSA Outery. SKio
poboTa BUKOHYETHCS y OUCTAHLINHOMY DPEXHMi, TO BHIa4a HOMEpY OieTa MpOXOJHThH
gyepe3 cuctemy MS Teams y 3a3HaueHiil BUKIaqa4eM TPy CiIKyBaHHS. B TakoMy pexxumi
BHKOHaHA po0OTa MUIIETHCS BPY4YHY, (poTorpadyerbcs Ta BIACHIAETHCS HE EIEKTPOHHY
MOINTY BUKJIAJa4a y BIPOJOBXK BCTAHOBIEHOTO BUKIIAJA4eM 4Yacy. 3a BHKOHaHY poOOTYy
HapaxoBYIOThCA Oamu:

55 6anu — gaHa po3ropHyTa BIAMOBIIb HA JIBA MUTAHHS;

40 6aniB — ;maHa poO3rOpHYTa BIANOBIAL HA OJIHE IMUTAHHS, ajié € MOMMJIKH TMPH
PO3TIISAI 1HIIOTO MUTAHHS, a00 € HECYTTEBI TOMIJIKH Y BIJIIOBISX HA JBA TUTAHHS;

25 0ajiB — gaHa IIOBHA BIAIIOBIAL HA OJHE IWTAaHHA a00 HAa JBa IMHUTAHHS 31
3HAYHUMH OMHJIKAMU;

15 0aJ1iB — BiZIOBIAb HA OJHE NUTAHHS 13 3HAYHUMU TOMUJIKAMHU;

0 6aJsiB — BiAMOBiNI HAa MUTAaHHS BiJCYTHI a00 MOBHICTIO HEBipHI, a00 poboTa 37aHa
HECBOEYACHO.

6.4. KpuTrepii oliHlOBAHHSI IPAKTHYHOI PO00OTH

3 KOXHOI MPaKkTU4YHOI POOOTH 3700yBad BHINOI OCBITH OTPUMYE 3alUTaHHS 3
nepeiKy KOHTPOJIBHUX 3alUTaHb 10 POOOTH.

10 6aaiB — /loctaTHs 3p03yMiNTiCTh BIAMOBI I

7 6aam — J{oOpa 3po3yminicTh BiAMOBi I

4 6aam — 3a70BUTFHA 3PO3YMUTICTh BIATIOBI1

0 6asiB — HezagoBiibHA 3p03yMITICTh BIAMOBI 1

7. IlloaiTuka Kypcy

7.1. IoyiTKa 1010 aKA/IeMi4YHOI JOOPOYECHOCTI

AkanemiuHa OOpOYECHICTh 3700yBayiB BUIIOI OCBITH € Ba)KIHMBOK YMOBOKO JUIS
ONaHyBAaHHA Pe3yJbTaTaMH HaBYAHHS 32 JUCIUILIIHOIO 1 OTpUMaHHS 33J0BUIBHOI OLIHKH 3
MOTOYHOTO Ta IiJICYMKOBOTO KOHTPOJIB. AKaaeMiuHa JT0OpOYecHICTh 0a3yeTbcs Ha
3aCy/KE€HHI TIPAKTUK CIUCYBaHHsS (BUKOHAHHS MUCHMOBUX POOIT 13 3a1y4E€HHSIM 30BHIITHIX
mkepen iH(opmamii, KpiM JO03BOJCHHX [UIS BUKOPUCTaHHS), IUiariaty (BIATBOPEHHS
omyOJIiKOBaHMX TEKCTIB 1HIIMX aBTOpIB 0Oe3 3a3Ha4yeHHS aBTOPCTBA), ¢adpukaiii
(BuTamyBaHHS MaHWX YM (PaKTiB, IO BUKOPUCTOBYIOTHCS B OCBITHROMY Tiporieci). ITomiTuka
IOA0 aKaAeMIYHOI JO0O0pPOYECHOCTI periIaMeHTYeTbes MoyokeHHsM "llojmoxeHHS mpo
cucTeMy 3aro0iraHHs Ta BUABIICHHS Iiariaty y HamioHanbHOMY TEXHIYHOMY YHIBEPCHTETI
" Iainposceka momitexnika'. https://cutt.ly/IBesJEc.

Y pa3i nmopymieHHs 3700yBadeM BHUIIOI OCBITH aKaJaeMiuyHOl J0OpPOUYECHOCTI
(ctimcyBanHs, mariat, ¢alpukarisi), poOOTa OIIHIOETHCS HE3aMOBUIBHO Ta Mae OyTH
BUKOHaHa TOBTOpHO. [lpM mpomy BHUKIamad 3ajumiae 3a cOOOI0 TPaBO 3MIHUTH TEMY
3aBJIaHHS.

7.2. KomyHikaniiiHa moJliTuKa



3n00yBayi BUIIO1 OCBITH MOBUHHI MaTH aKTUBOBAHY YHIBEPCHUTETCHKY IIOIITY.
VYci nuceMOBI 3alMTaHHS A0 BHKIAJadiB CTOCOBHO KypCy MarOTh HAJCHJIATHCS Ha
YHIBEPCUTETCHKY €JIEKTPOHHY IOILTY.

7.3. IloJliTKA 1010 NEePeCKIATAHHSA

Pobotu, siki 37a10ThCs 13 TOPYIICHHSM TEPMiHIB 0€3 MOBAKHUX MPUYUH OLIIHIOIOTHCS
Ha HIWKYYy ouiHky. llepeckmamaHHs BiAOyBaeTbcs 13 JO3BONY JEKaHATy 3a HAsSBHOCTI
MOBAXHUX IIPUYMH (HAIPUKIIAJ, JIIKAPHIHUM).

7.4 IloniTHKa 100 OCKAPKEHHS OL[iHIOBAHHA
Sxmo 3700yBay BUMIOT OCBITH HE 3TOJIGH 3 OI[IHIOBAaHHSIM HOTO 3HAHb BIH MOXE
ONPOTECTYBATH BUCTABIICHY BHKJIA/IaY€M OIIHKY Y BCTAHOBJICHOMY IOPSIIKY.

7.5. BigBinyBaHHA 3aHATH

Jnist 3m00yBaviB BUIIOI OCBITH JA€HHOI ()OPMU BiABITYBAaHHS 3aHITH € 00OB’I3KOBHM.
[ToBa>kHUMU TIPUYUHAMH JIJIST HESBKM Ha 3aHATTS € XBOpoOa, y4yacTh B YHIBEPCUTETCHKUX
3axojaxX, akajgeMiyHa MOOUIBHICTB, SIKI HEOOXIJHO MiATBEpKyBaTH AoKymeHTamMu. IIpo
BIJICYTHICTh Ha 3aHSTTI Ta MPUYMHH BIJICYTHOCTI 300yBa4 BHINOI OCBITH Ma€ MOBIJOMHUTH
BHKJIaJia4a abo ocobucto, abo yepe3 CTapocTy.

3a 00’€KTUBHMX MPUYUH (HANPHKIAZ, MDKHApOJAHA MOOUIHHICTH) HaBYAHHS MOXKE
BiIOyBAaTHCh B OH-JIAH (POPMI 32 TIOTO/KEHHSIM 3 KEPIBHUKOM KYpCY.

7.6. Bonycn

Hamnpukiniii BUBYEHHS Kypcy Ta Tepes MmoyaTKoM cecii 37100yBada BHIIOI OCBITH
Oyze 3ampoIlOHOBAaHO AaHOHIMHO 3amoBHHUTH enekTpoHHi aHketn (Microsoft Forms Office
365), siki Oyzae po3icaaHO Ha Balli YHIBEPCUTETCHKI IMOIITOBI CKPUHBKU. 3alIOBHEHHS aHKET
€ BOXIJIMBOIO CKJIQJIOBOIO BAaIllOi HABYAIBHOI aKTUBHOCTI, 11O JO3BOJHTH OIIHUTH JI€BICTH
3aCTOCOBAHMX METO/IB BUKJIQJAaHHS Ta BPaxXyBaTH Ballll MPOIMO3UIlii CTOCOBHO MOKPALICHHS
3MiCTy HaBYQJIBHOT IMCUUILTIHU. 32 y4acTh Y aHKETyBaHHI 3/100yBad BUIIOi OCBITH OTPUMYE
5 GautiB.

8 . PexomenoBaHi qxepesa ingopmanii

1. BepOunpkmit O. Berynm no kpumronorii / Bepounpkuii O. — JIbpBiB : BumaBHHIITBO
HayKOBO- TEXHIYHOI JiTepatypu, 1998. — 247 c.

2. lynateeB A.B. 3axuct nporpamuoro 3abe3neuenHs. YactuHa | : HaBYaIbHUI MTOCIOHUK /
A.B. lynatees, B.A. Kamyn, B.I1. Cemepenxo. — Binaung : BHTY, 2005. — 140 c.

3. 3axuct mporpaMHoro 3abesneueHHsa. YactuHa 2 : HaB4abHUI mociOnuk / B.A. KamnyH,
O.B. Imutpumus, FO.B. bapumes — Binanis : BHTY, 2014 . — 105 c.

4. I'ynax I'.'M. Metonomnorist 3axucty iHpopmarii. Acrektu kKidepoesneku: miapydnuk. — K.
Bunasaunrso HA Cb Ykpainu, 2020. — 256 c.

5. Dowd M., McDonald J., Schuh J. The Art of Software Security Assessment: Identifying
and Preventing Software Vulnerabilities / Mark Dowd, John McDonald, Justin Schuh —
Addison-Wesley Professional, 2006. — 1174 p.

6. Nadalin Alessandro. WASEC: Web Application Security for the everyday software
engineer: Everything a web developer should know about application security: concise,
condensed and made to last/ A. Nadalin. — Leanpub, 2020. — 161 p.— ISBN 1670062449,
9781670062444.



