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1. AHoTauisi 10 Kypcy

Kypc BUCBITIIIOE aKkTyalbHI MATAHHS 3aXHUCTY iH(QOpPMAIii MPU CTBOPEHHI Ta BUKOPUCTAHHI
PO3MOAUICHUX KOPIMOPATUBHUX 1H(POPMAIIMHUX CHCTEM 1 MEPEK MacmTaly IMmiANMpHUEMCTBA.
OcoOmuBy yBary mpuaUIeHO TmpoOieMaMm 3abe3neueHHs iHGopMarliiiHol  Oe3reku
€JIeKTPOHHOTO Oi3HeCy, eNeKTpoHHOi Komepiii Ta ¢iHaHCOBHX OOMIHIB uepe3 Internet.
OOTOBOPIOIOTHCS OCHOBHI BHJIM aTaK Ha KOMITIOTEPHI MEpEXi, a TaKOXK METOIU 1 3aco00m
3aXMCTYy JOKAJIBHHUX 1 KOPIIOPATHBHUX MEPEX Bia BigmaneHux Internet-atak. [IpeacrtaBieni
pi3HI THIU MDKMEPEKEBHX €KpaHiB; MAlOThCA PEKOMEHMalii Mo iX yCTaHOBIN 1
BUKOPHCTAHHIO B 3aJIE)KHOCTI BiJl HEOOXIIHOTO CTYMEHS 3aXHCTy JIOKaJbHOI MEpexi.
JleTanbHO OMUCYIOTHCS TPUHIIMIM, AITOPUTMHU 1 MPOTOKOJM CYYacHHUX KpUNTOTrpadivHUX



3ac0o0iB 3axucty iH(popmamii. BuxmamaioTecs OCHOBM (OpPMYyBaHHS KpPHUIITO 3aXHUIICHI
BIpTyaJIbHUX TYHEJIB 4Yepe3 BIAKPHUTI KOMYHIKAIii TJIOOAIBHUX BIAKPUTHX MEPEK THITY
Internet. Po3risiHyTi nuTanHs 3a0e3nedeHHs 0e3MeYHOr0 BiAMaIEHOTO JOCTYIy MOOUTEHUX
Ta BiJyIaJIeHUX CHiBPOOITHHUKIB IO JOKAJIFHUX MEPEX CBOTO MiANPUEMCTBA..

2. Meta Ta 3aBIaHHA KYpCY

Meta aMCHMIUIIHM — OCBOEHHS IUCIUILIIHAPDHUX KOMIIETEHIIM, TOB's3aHUX 31
CTBOPEHHSIM Ta BUBYCHHSIM CYYaCHHUX DPO3IMOAUICHUX 3aXUIICHHX i1H()OpPMALIHUX CHCTEM
PI3HOTO 3aCTOCYBAHHS 1 CTYNEHS CKJIATHOCTI

3aBjaHHs Kypcyais 3100yBaviB BUIIOI OCBITH:

e OsmaifomutHcsi 3mpobiemamu Oe3mekd NI KOPHOPATUBHUX 1H(POpMAIIHHUX

CUCTEM
O3HalOMHUTHCA3 METOIAMH Ta AITOPUTMH KPUNITOTPAPIYHOTO 3aXUCTY iHPOpMAIIii
PosrisHyTH pi3HI THIH Ta MPOTOKOJH iAeHTH(IKAISA Ta ayTeHTH(IKaIisI
HaBunrtucs kepyBaTH KpUnrorpapiyHUMH KJII0YaMU
PosrnsayTa pizai kinacu TexHomorii 3axucty iHpopMarii
HaBuuTtncscrBoproBaTu 06e3neYHNX BipTyalbHUX KaHAIIB HAa PIBHI KaHAJIB 1 CEaHCIB
OzHalloMHUTHCS 3 TPUHIUIIAMU MMOOYAOBU 1HPPACTPYKTYpa YIPABIIHHSA BIAKPUTUM
xiroyem PKI.
e BuBuuTH pexuMH poOOTH KOPIOPATUBHUX MIXKMEPEKEBUX EKpaHiB OpaHaMayepa

3. Pe3yabTaTH HABYAHHA
Bononaiti iHCTpyMeHTaMu KepyBaHHS 3aXUCTY iH(popmallii B CydacCHUX reTepOTeHHUX
KOPIIOPAaTUBHUX MEpPEekKax.

4. CTpyKTYypa KypCy

JIEKII

1JIokaJizamig 3aBJaHHA KOMILICKCHOI'O 3a0€e3leYeHHS 0e3NMeKn

1. Jlokamizaris 3apnanss. [lonoskeHHs npo KoHDiIEHIIIHHY
iH(pOpMAIIiIO B €IEKTPOHHOMY BUTIIsAI. TemMaTnyHa
kateropu3aiis. Knacudikaris ingopmariiii 3a piBHEM
KOH(1ACHITIHHOCTI.

2. Cnocobwu 36epirants KoH(iAeHIHHOIT iHopMarii. 3BigHA
iHdopmaris. [aTenexkTyansHa BiacHicTh. HecTpykTypoBana
iH(popmairis. JlokaibHi Korii.

2. OcHoBHI HanpsaAMKH 3axucTy iHGopmanii. Kinacudikauis
BHYTPIlIHIX NOPYIIHUKIB




OCHOBHI HaNPSAMKHU 3aXHUCTY. 3aXUCT JOKYMEHTIB.

3axuCcT KaHATIB BUTOKY. MOHITOpUHT (ayauT) Aiit
KOPHUCTYBaYiB.

3. Kunacudikaris BHyTpinmHiX nopyurHukis. HeobepexHi.
ManinynsoBani. Cabotaxxuuku. HenosneHi. [lopymauku,
MOTHBOBAaHI 330BHI. [HIIlI TUTIUH MOPYIITHUKIB.

N —

3. Texnoaorii ayrenTudikamii i mmdppyBaHHsa B pO3NOAUIEHNX
cucremMax

1. Bumoru no ayrentudikarii 1 mudpyBanHa. AyTeHTUdIKaIis,
3acHoBaHa Ha [P-aapeci.

2. Basic-ayrentudikarris. Digest-ayrentudikamis. SSL / TLS.

3. MoxmuBocti SSL / TLS. Cnadkimicus SSL / TLS. Ilpuxnan
SSL / TLS-cecii. Cxemummmdpysanas SSL / TLS. Bumoru o
peamizamii SSL / TLS.

4. Cnucok niii Juist TeXHOJOTiH ayTeHTudikarii 1 mudpyBaHHS.
Firewall npuknagnoro piBHs ayis web - ModSecurity.
B3aemoiss ModSecurity 3 makeTHUM QUIBTPOM.

4. Peasizaniss KOMILIEKCHOI 0e31e4YHO1 PO3IOAIJIEHOI MepeKeBol
iHppacTpyKTYpH Ha npukjIaai web-cepsepa

1. Tomosoris mepexi. JleminiTapu3oBaHa 30Ha. XOCTHHT Y
30BHIIIHI HopraHizarii.

2. Mepexesi enementu. Poytep 1 firewall. Cuctemu BusiBneHHs
nporukHeHHs (IDS). Mepexesi komyTaTtopu Ta
KoHIeHTparopu. CriMcok Jiit asst 3a0e3neueHHs 6e3nexu
MepeXeBoi IHQPACTPYKTYPH.

3. AnminicTpyBaHHs web-cepBepa. CTBopeHHs JioriB. OCHOBHI
MOYJIMBOCT1 CTBOPEHHSI JIOT1B. J[0JJTaTKOB1 BUMOTH ISt
CTBOpeHHs Oanok. MoxxiuBi napametpu Joris. [lepermsiz i
30epiranHs Jor-(haiiiB.

4. ABTOMaTH30BaH1 IHCTPYMEHTAJIbHI 3aC00M aHai3y JIOT-(hailmiB.
ITponienypu ctBopenns backup web-cepsepa.

I[IpakTn4Hi 3aHATTA
1. JocnimkeHHs peabHUX 00’ €KTIB 1H()OPMAIIIITHOT TisSUTBHOCTI
2. Po3poOkanpornienyp CkaHyBaHHS KOPIOPATHBHOI MEpPExKi.
3. Po3po6xka 3aco0iB 300py iH(MOpMaIlli Ha KIHIIEBUX TOYKAX.
4.CTBOpeHHs TUIaHY 3aXHCTY KOPIIOPATHUBHOT MEPEXKI

5. TexniuHe 00;1aiHAHHSA Ta/a00 MporpaMHe 3ade3nMe4eHHs
TexniuHi 3ac00M HaBUYAHHA: MYJIbTUMEIIHHI Ta KOMIT FOT€PHI TPUCTPOI.
[Iporpamui 3acobu muctanmiitHoi ocBitu: MSOffice 365, MS
mucTaHIiHa iargopma Moodle.

Teams,



6. CucreMa OLIHIOBAHHA TA BUMOTH

6.1. HapuaabHi qocArHeHHs 3100yBaviB BHIIOI OCBITH 32 pe3yJibTaTaMH BUBYEHHS
KypCy OLIIHIOBaTUMYThCS 3a MIKAJIOIO, 1110 HAaBEIEHA HIDKYE!

PentnaroBa mkana [HCTHTYIIIHA MTKaTa
90 — 100 BIJIMIHHO
74 -89 no0pe
60-73 3aJOBLILHO
0-59 HE3a0BLILHO

6.2. 3100yBayi BUIOI OCBITH MOXYTh OTPMMATH MiJICYMKOBY OLIHKY 3 HaBYAJIBHOI
JUCITUIUTIHY Ha ITiICTaBl MIOTOYHOTO OIIHIOBAHHS 3HAHb 32 YMOBH, SKIIO HaOpaHa KUIbKICTh
0aJTiB 3 MOTOYHOT'O TECTYBAHHS Ta CAMOCTIHHOI poOOTH CKJIaaaTuMe He MeHie 60 Oais.

MakcumalbHe OL[iHIOBaHHSIZ

[IpakTuna yactuHa
TeopeTnuHa Ilpu IIpn
p P P bonyc Pazom
JacTUHA CBOE€YaCHOMY HECBOEYACHOMY
CKJIQJIAHH]1 CKJIaIaHH1
55 40 30 5 100

[IpakTi4ni poOOTH TPHIMAIOTHCS 332 KOHTPOJHbHUMH 3alUTAaHHSAMU 1O KOXKHOI 3
pobotu. TeopeTnyHa yacTWHA OIIHIOETHCS 3a pe3ylbTaTaMu 37ayi icnuty. Koxuuii 6inet
MICTUTH 2 TUTaHHS.

6.3. Kpurepii ouiHIOBaHHS MiACYMKOBOI po00TH

PoGota moBMHHA MICTUTH PO3TOPHYTI BIANOBiAI Ha ABa MUTaHHS Oimery. SKmio
po0OoTa BUKOHYETHCS y TUCTAHIIIMHOMY PEXHUMI, TO BUIa4a HOMepy OiJieTa MPOXOJUTh Yepes
cuctemy MS Teams y 3a3HadeHiil BUKJIamadeM TPyl CHUIKYBaHHSI. B Takomy pexumi
BHKOHAaHa po00OTa MUIIEThCA BPYUHY, (POTOrpadyeThcsl Ta BiJACHIAETHCS HE EICKTPOHHY
MOIITY BUKJIAJada y BIPOJOBXK BCTAaHOBJICHOIO BHKJIJIadyeM Yacy. 3a BHKOHAHY pOOOTY
HapaxoBYIOThCS OaIu:

55 6anm — naHa po3ropHyTa BIiANOBIIb HA JIBA IUTAHHS,

40 faniB — ;maHa PO3TOpPHYTa BIAMOBIb HAa OJHE TMHUTAHHS, allé € TOMHIIKH TPU
PO3TIIAII IHIIOTO MUTaHHS, a00 € HECYTTEB] MOMUJIKH Y BIJIMTOBIIAX HA JIBA MUTAHHS;

25 0aJiB — JaHa MMOBHA BIAIMOBiAE HA OJHE MATAHHA a00 HA JBA MATAHHA 31 3HAYHUMU
IMOMUJIKAMU;

15 6axiB — BiAOBIb HA OJIHE MMUTAHHSA 13 3HAYHUMH ITOMHIKAMMU;

0 0asiB — BIANOBII Ha MUTAHHS BIJACYTHI a00 TMOBHICTIO HEBipHI, a0 poboTa 3/1aHa
HECBOEYACHO.

6.4. Kpurepii ouiHIOBaHHSI MPAKTHYHOI PO0OTH




3 KOXHOI MPaKTHYHOI POOOTH 3100yBad BHIOI OCBITHM OTPUMYE 3alUTaHHS 3
MEePENTiKy KOHTPOIBHUX 3aUTaHb 10 POOOTH.

10 6aaiB — JlocTaTHs 3p03yMIJIICTh BIIMOBIII

7 6amm — JloGpa 3p0o3yMisTicTh BiAMOBI I

4 6au — 3a10BUTbHA 3pO3YMIIICTh BIIOBIII

0 6aniB — HezamoBinbHA 3p03yMUTICTh BIAIOBIII

7. IloaiTuka Kypcy

7.1. IloaiTHKa MO0 aKaeMi4HOI 100PO4YECHOCTI

AxkanemiuHa m00OpOYECHICTh 37100yBadiB BHUIOI OCBITH € Ba)XJIMBOK YMOBOIO JIJIS
OTaHyBaHHS pe3yJbTaTaMHU HABUAHHS 3a JUCIHILIIHOK 1 OTPUMAaHHS 33J0BITbHOI OIIHKHU 3
MOTOYHOTO Ta TIJICYMKOBOTO KOHTpOMIB. AKajaeMiuHa J0OpOYECHICTh Oa3yeThCcs Ha
3aCy/DKEHHI MPAKTUK CIUCYBaHHs (BUKOHAHHS MUCHMOBUX POOIT 13 3aTy4YCHHSIM 30BHIIIHIX
mkepen iHdopmarii, KpiM JO3BOJCHHWX Ui BUKOPUCTAHHA), Iulariaty (BiATBOpPEHHS
OmyOIIKOBaHWX TEKCTIB IHIMMX aBTOpIB 0Oe3 3a3HavyeHHs aBTOpcTBa), (abpukarii
(BuragyBaHHsS JaHHUX YU (PAKTiB, IO BUKOPUCTOBYIOTHCS B OCBITHBOMY mpotieci). [lomituka
I0JI0 aKaJeMIi4HOl JOOpPOYECHOCTI peryiaMeHTyeThCs mojoxeHHsM "[lomoxkeHHs mpo
cUcTeMy 3amoOiraHHs Ta BUSBIICHHS muiariaTy y HalioHalisHOMY TEXHIYHOMY YHIBEpCHUTETI
"TainpoBchka moitexHika'". https://cutt.ly/[BesJEc.

Y pa3i mopymeHHs 3100yBadueM BHWINOiI OCBITH aKaJeMId4HOi JO0OpPOYECHOCTI
(cucyBanHs, miariat, QabOpukarisi), poOOTa OIIHIOETHCS HE3AJOBUIBHO Ta Mae OyTH
BHKOHaHa MOBTOpHO. [Ipw 1poMy BUKIaAau 3ajuiiae 3a COOOI0 MPaBO 3MIHUTH TEMY
3aBJIaHHS.

7.2. KomyHikauiiiHa moJjiTuka

3100yBadi BUIIOI OCBITH IMIOBUHHI MAaTH aKTUBOBAaHY YHIBEPCUTETCHKY TOIITY.

VYci MUChMOBI 3alWTaHHS 10 BHUKIJIAJIadiB CTOCOBHO KypCy MAarOTh HAJCHIIATHCS Ha
YHIBEPCUTETCHKY E€JIEKTPOHHY IOIITY.

7.3. IloiTHKA 010 NepecKJIAJAHHSA

Po6otu, siki 34a10ThCS 13 MOPYIICHHSIM TEPMiHIB 0€3 MOBaKHUX MPUYHH OIIHIOIOTHCS
Ha HWKYYy omiHKy. [lepeckmamanHs BigOyBaeThCs 13 J03BOJNY JEKaHATy 3a HAsSBHOCTI
MOBKHUX MPUYHH (HATIPUKIIAT, TIKapHSIHUI).

7.4 TloaiTHKA 010 0CKAPKEHHSI OLIHIOBAHHS
Slkmo 3100yBay BHINOI OCBITH HE 3rOJICH 3 OIIHIOBAHHSM HOTO 3HaHb BIiH MOXE
OMPOTECTYBATH BUCTABIICHY BHUKJIAJa4eM OIIHKY Y BCTAHOBICHOMY MOPSIIKY.

7.5. BinBinyBaHHsA 3aHATH

Jliist 3m00yBaviB BHINOI OCBITH JIeHHOT (POPMU BiJBITyBaHHS 3aHATH € 00OB’SI3KOBHUM.
[ToBayKHUMHU TIPUYMHAMM JJISI HESIBKM Ha 3aHATTS € XBOpoOa, ydacTh B YHIBEPCHUTCTCHKHUX
3ax0/ax, aKaJeMidHa MOOUIBHICTh, SKI HEOOXITHO MiATBEPDKYBaTH JOKyMeHTamH. [Ipo
BIJICYTHICTh Ha 3aHATTI Ta MPUYMHH BIJCYTHOCTI 3700yBay BHIOI OCBITH Ma€ IMOBIJIOMUTH
BHKJIa1ada ab0 ocoOucTo, abo yepes cTapocTy.



3a 00’€KTHBHHUX NPUYUH (HAMpPUKIAA, MDKHAPOIHA MOOUIBbHICTH) HAaBUAHHS MOXKE
B1IOyBaTUCH B OH-JIAWH (POpPMIi 32 TTOTOHKEHHSM 3 KEPIBHUKOM KYPCY.

7.6. bonycu

Hampukinii BUBUEHHS KypCy Ta Mepe. TOYaTKoOM cecii 3100yBada BUIIOT OCBITH Oy/ie
3alporOHOBAHO aHOHIMHO 3aNIOBHHUTH eJ1eKTpoHHI aHkeTH (Microsoft Forms Office 365), sxi
Oyae po3icliaHO Ha Ballli yHIBEPCUTETChKI TOIITOBI CKPUHBKU. 3alOBHEHHS AaHKET €
BXJIUBOIO CKJIAJOBOIO BaIllOi HABYAJIBHOI AKTHBHOCTI, IO JIO3BOJIMTH OIIIHUTU IIi€BICTH
3aCTOCOBAHUX METOJIB BHKJIAJaHHS Ta BpaxyBaTH Ballli MPOMO3MIII CTOCOBHO MOKPAIICHHS
3MIiCTy HaBYAJIbHOI JUCHUIUTIHK. 3a y4acTh y aHKETYBaHHI 3400yBau BUIIO1 OCBITH OTPUMYE
5 Ganis.
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